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Friend Not Foe

US-driven counter-terrorism policies that treat
humanitarian and charitable organizations primarily
as a liability are counterproductive and undermine

efforts to prevent terrorism.

by Owen Frazer

c ombatting the financing of terrorism has been central
to global counter-terrorism efforts. The “financial war
on terror” was a key plank of the Bush administration’s
counter-terrorism strategy and many of the measures in-
troduced remain in force. One specific area of focus has
been the misuse of humanitarian and charitable organiza-
tions, particularly Islamic charities, for terrorist financing
purposes. However, the chosen approach, which treats
such not-for-profit organizations (NPOs) as a potential li-
ability, has lost sight of the larger goal of preventing terror-
ism. Policies to combat the financing of terrorism will be
more effective if they adopt a more proportionate, nuanced
approach to the regulation of NPOs which is based on
sound analysis of the problem, promotes
rather than obstructs efforts to respond
to humanitarian needs, facilitates finan-
cial transactions, avoids stigmatizing Is-
lamic charities, and treats NPOs as valu-
able partners. Getting the approach right
requires policy-makers to engage with
the NPO sector to identify how best to
minimize the risks of abuse of NPOs and
how to avoid regulatory measures that
have counter-productive consequences

Key POINTS

for preventing terrorism.

combatting terrorist financing which many other countries
have felt obliged to follow and it has promoted these
through international bodies like the United Nations and
the Financial Action Task Force (FATF). The impact of
US domestic measures has been further felt, not only
through the direct effect on many US-based NPOs, but
through the extra-territorial reach of some US legislation
which applies to US citizens or activities anywhere in the
world, as well as foreign nationals when in the US.

While some measures were already in place before
September 2001, the counter-terrorism financial regime
was greatly reinforced in the wake of the 11 September at-
tacks. Significant measures affecting NPOs include the

I US-led efforts to counter the financing of terrorism counter-produc-
tively target NPOs.

Counter-terrorism laws need reform to avoid contributing to a
“humanitarian vacuum” that can be exploited by violent groups .

Financial regulations must take a lighter, risk-based approach to
avoid driving financial flows underground.

Targeting NPOs

'The US has played a lead role in shaping
the international regulatory environment.
Through its own domestic legislation it
has set standards and approaches on

Islamic charities should be encouraged, not stigmatized, if percep-
tions of US policy as anti-Islamic are to be countered.
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black-listing of certain charities, the in-
troduction of banking restrictions and
new standards on financial transparency,
and increased government oversight. In
addition, US “material support” laws
criminalize the provision of support to
listed or suspected terrorist organizations
regardless of whether the provider of the
support intends it to be used for terrorist
ends or not.

'The way these measures have been
interpreted and implemented has created
significant obstacles for humanitarian
and charitable organizations to carry out
their activities overseas. Investigations
have effectively shut down some organi-
zations without due process, access to
banking services has been disrupted, ad-
ministrative costs and hurdles have in-
creased, and requirements to vet benefi-
ciaries have opened organizations to
accusations of spying. Most significantly, the broad way in
which material support laws have been interpreted has had
a “chilling effect” on donations to, and activities in, areas
where groups listed as terrorists are present. One of the
most striking examples of this was an 88% drop in US hu-
manitarian aid to Somalia between 2008 and 2010 follow-
ing the designation of al-Shabaab as a terrorist organiza-
tion.! Donors and organizations fear that even
unintentional leakage of aid to these groups could leave
them open to prosecution for supporting terrorism.

The negative humanitarian consequences of these
obstacles and how they undermine fundamental humani-
tarian principles and international humanitarian law has
been well documented elsewhere.? The still widely preva-
lent view that these consequences are an unfortunate but
necessary result of counter-terrorism efforts makes a false
choice between protecting citizens at home from terrorist
attacks and helping needy people overseas.

Analyze, prioritize, adapt

Current policies were developed in the wake of 11 Septem-
ber 2001, based on assumptions regarding terrorist financ-
ing developed in the 1990s. There is no solid current data
on what proportion of financing for terrorist attacks passes
through NPOs; however, the actual number of proven cas-
es is very limited and most date back to the 1990s. There is
little evidence to suggest that NPOs remain an important
vector. It is time to take a step back and re-evaluate wheth-
er heavy-handed regulation of humanitarian and charitable
organizations is justified by the current data.

Insufficient account is being taken of the heteroge-
neous nature of armed groups and how their funding strat-
egies adapt to the economic opportunities in the contexts
in which they operate, whether they be legitimate business,
black-market activities, hostage-taking, drug-trathcking,

Members of al-Qaeda-linked al-Shabaab, distribute relief at Ala Yaasir camp near Somalia’s
capital Mogadishu, September 3, 2011 REUTERS / Feisal Omar.

etc. Where there is money to be made armed groups will
likely try to get a share of the cake. Diversion of direct gov-
ernment transfers to conflict-affected areas also represents
such an economic opportunity. In his recent final report
the US Special Inspector General for Iraqi Reconstruction
was unable to account for $8 billion of the $60 billion the
US spent for Iraqi reconstruction. In 2010, a US House of
Representatives sub-committee report on the US supply
chain in Afghanistan suggested that significant portions of
security payments potentially ended up funding the Tali-
ban. Which begs the question, on what basis are humani-
tarian and charitable organizations being subject to such
restrictive policies when other large financial flows to con-
flict areas do not appear to be subjected to the same level of
scrutiny?

'This is not to argue to that NPO funding should be
exempt from scrutiny, nor to deny that NPOs are vulnera-
ble to abuse. It is rather to say that efforts to combat the
financing of terrorism should be based on sound analysis
that identifies and targets the funding mechanisms specific
to each context rather than adopting a blanket, one-size-
fits-all legislative approach.

Remove legal threats to humanitarian activities

Fear of prosecution under counter-terrorist laws deters hu-
manitarian organizations from operating in areas where
listed or suspected terrorist groups are present. While it is
difficult to put a figure on the scale of the problem, the ac-
tive advocacy of many humanitarian organizations around
this issue suggests they experience the problem as very real.
The consequent ‘humanitarian vacuum’ not only means
that needy people go unassisted, but it can also be exploit-
ed by militant groups to engage in activities to win hearts
and minds. Recent examples include reports of al-Qaeda
distributing humanitarian aid in al-Shabaab-controlled ar-
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eas of Somalia and al-Nusrah Front providing humanitar-
ian aid in Syria.® In both contexts counter-terrorism laws
have been a factor in deterring aid organizations.* Nor is it
simply Western organizations that are being deterred. Is-
lamic charities and donors from Gulf countries are equally
affected. Such actors are becoming increasingly important
on the humanitarian scene and are often better placed to
negotiate access and fill the humanitarian vacuum in con-
flict-affected areas in Islamic contexts.

Keep financial flows visible

Regulations to prevent funding for terrorism from flowing
through the financial sector, while potentially having a de-
terrent effect (something that is near impossible to meas-
ure), also have the unintended consequence of making fi-
nancial flows harder to monitor. Banks, wary of prosecution,
have at times refused to open accounts for charities, to re-
ceive donations or to transfer money.’ This has particularly
affected Islamic charities or funds destined for countries
where listed groups are present. UK bank Barclays’ recent
announcement that it will close accounts of 250 money
transfer operators — a decision that will have devastating
effects for the many people in Somalia dependent on re-
mittances from abroad — is just the latest example. Even
when banks do provide services, transaction times can be
significantly increased due to heavy screening and checks.
These obstacles mean that people who are determined to
send financial assistance and remittances are sometimes
forced to use unofficial channels such as cash couriers and
bank transfers between individuals. Such transfers are re-
moved from the purview of banking reg-

ulators and “following the money” be-

comes harder. By driving financial

'This contributes to the widespread anti-US sentiment that
violent anti-US groups use to justify their actions and re-
cruit supporters.

Recognize NPOs as valuable partners

In their overseas work humanitarian organizations typically
work with local partners in civil society. Vibrant civil socie-
ties and strong social sectors weaken the appeal of violent
extremist movements by providing a range of alternatives
for the expression of grievances and engagement for social
and political change. Counter-terrorism regulations that
scare away support for such local partners in contexts where
listed groups are present effectively close off alternative
channels for expression and potentially increase the appeal
of groups with violent agendas. Additionally, through their
good connections with local partners, humanitarian and
charitable organizations are often an important source of
information about the situation in a particular society and
where and how it can be best supported and strengthened
against the influence of violent groups. In the context of the
political transitions in North Africa and the Middle East,
Islamic charities in particular are important channels of
communication to authentic local civil society and, as such,
are a valuable resource for Western governments hoping to
understand how best they can support the development of
socially and politically stable societies in the region.

Four recommendations for US policy-makers
At the international level, policy-makers are beginning to
recognize the need for a proportional response that mini-

transactions underground, heavy-handed
regulation actually increases the scope for
these funds to be diverted to activities
which the regulations aim to curb.

Avoid fuelling anti-US discourse

US-led counter-terrorist financing poli-
cies have disproportionally targeted Is-
lamic charities. While there was a very
limited number of cases pre-September
2001 where Islamic charities were shown
to have been involved in terrorist financ-
ing, since then the majority of charities
placed under investigation in the US
have been Muslim, yet only one was actu-
ally convicted, and it was unrepresented
at trial.® The media attention generated
by these cases has made many donors
nervous, affecting the funding flows to
Islamic charities. Perceptions that Islam-
ic charities are all being tarred with the
same brush strengthen the case of those
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mizes the negative impacts on NPOs while protecting
them from abuse for the purpose of terrorist financing.
'There are encouraging examples of dialogue on this topic
(the UN-led Global Dialogue to Counter Terrorist Abuse
of the Nonprofit Sector, recent consultations between the
FATF and the NPO sector, the efforts of the Humanitar-
ian Forum). However, given its global influence, it is in the
US where a decisive change in policy direction is most
needed. Such change should include:

1. Reforming the Material Support laws and sanc-
tions regimes so that provision of humanitarian aid in con-
flict areas is free from the threat of criminal liability.

2. Adopting a targeted, risk-based approach to fi-
nancial and charity regulation based on contextualized
analysis of where specific groups are getting their funding,
rather than an inefficient blanket-approach that places the
onus on NPOs and financial institutions to show that eve-
ry single transaction, beneficiary, etc. is free from associa-
tions to listed or suspected terrorist groups

3. As the UK has done, encouraging Islamic chari-
ties’ overseas work as an important force for integration
domestically and a positive outlet for Muslims to express
solidarity with their co-religionists overseas

4. Fostering an inclusive dialogue between relevant
departments and agencies and all concerned stakeholders,
including Gulf-based policy-makers and charities. The aim
should be the agreement of mutually-acceptable policy so-
lutions that address both counter-terrorism and humani-
tarian concerns. In particular there needs to be sustained
exchange on what NPOs can do to increase transparency
and confidence in the sector in order to foster a policy en-
vironment based not on suspicion but on partnership.

For too long US policy-making has been dominat-
ed by a narrow point of view which has treated the NPO
sector as part of the problem rather than part of the solu-

tion. Action in these four areas would represent a long
overdue shift to a more holistic approach that recognizes
NPOs as friends rather than foes in global efforts to coun-
ter terrorism.
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