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Executive Summary
This report provides a comparative analysis of national 
risk assessments. Specifically, it compares the assess-
ments made by nine European countries and Swiss Re re-
spectively of five types of cross-border risks: electricity 
supply shortage, nuclear accident, pandemic, severe 
space weather, and volcanic outbreak. Even though the 
selected countries have correlated risk profiles for these 
hazards, the report finds noteworthy differences in their 
estimated likelihood and impact. For example, the likeli-
hood of a severe nuclear accident varies by up to 10,000 
times between different assessments, and for a large vol-
canic outbreak by up to 5,000 times.

Some of these differences can be traced back to 
methodological choices, such as probabilistic safety as-
sessments versus historical frequency, the dataset used, 
or modelling adaptions that, for example, downgrade the 
severity of historical pandemics to account for modern 
medicine. 

The report also highlights a number of general 
considerations for national risk assessments and cross-
border risks. For example, the standard 5x5 risk matrix 
used in ISO 31010 and EU recommendations can intro-
duce distortions in risk communication and priorization, 
such as the underestimation of risks with extreme im-
pacts.

Acknowledgements
This report has benefited from feedback and answers to 
specific questions at several stages. For this, the author 
would like to thank Stefan Brem (Swiss Federal Office for 
Civil Protection), Jouni Pousi (Finnish National Emergency 
Supply Agency), Leendert Goijer (Dutch National Institute 
for Public Health and the Environment), Pontus Leisten 
(Swedish Civil Contingencies Agency), Eric Durand (Swiss 
Re), as well as Andrin Hauri (Center for Security Studies). 
All opinions and possible mistakes are exclusively attrib-
uted to the author.



RISK AND RESILIENCE REPORT National Risk Assessments of Cross-Border Risks

5

1	 Introduction
Regional and global shocks, such as the COVID-19 pan-
demic and its reverberations on health, social cohesion, 
and the economy, as well as the Russian invasion of 
Ukraine and its impacts on food, gas, electricity, and mi-
gration, have dominated the headlines in recent years. 
This has strengthened the emphasis on and demand for 
public risk management.

To prepare for future shocks, governments 
identify, analyse, and evaluate risks to prioritize prepared-
ness and mitigation efforts. Many countries use a nation-
al risk assessment, a periodic review of collective risks, to 
establish a baseline of knowledge. Such assessments are 
encouraged, or even required, by national, regional, and 
global organizations, such as the EU,1 the Organisation for 
Economic Co-operation and Development (OECD),2 and 
the UN Sendai Framework for Disaster Risk Reduction.3

Coherence across national risk assessments
The national risk assessment is a relatively recent instru-
ment that has emerged in tandem with civil protection 
organisations’ broadening responsibilities after the Cold 
War. Leading countries, such as the United Kingdom, cre-
ated their first national risk assessment in the late 2000s, 
while other countries have not yet carried out an inte-
grated assessment of their risks. As national risk assess-
ments are still an evolving practice, it is important to re-
view and exchange best practice.

Efforts to strengthen the coherence and in-
teroperability of risk assessments often focus on method-
ological frameworks. This includes the Global Risk Assess-
ment Framework (GRAF) of the UN Office for Disaster Risk 
Reduction (UNDRR)4 and the Recommendations for Na-
tional Risk Assessment by the European Commission.5 
However, as risk analysis involves individual expert judge-
ment, the use of the same methodological framework 
(“throughput coherence”) does not automatically lead to 
congruent outputs (“output coherence”). 

This report focuses on a comparative analysis of 
national evaluations of cross-border risks, based on the 
assumption that the probability and intensity distribu-
tion of transnational and global hazards should have sim-
ilarities within a region. Therefore, significant differences 
in national evaluations of cross-border risks are indicators 
of which countries and which hazards are worth investi-
gating more closely in order to better understand diver-
gences in the overall risk assessment process, from data 
sources to expert opinions to risk comparison frame-
works.

Outline
The report first provides a brief background on national 
risk assessments (section 2) and the case study selection 
(section 3). It then compares the evaluations made by 
nine countries and Swiss Re respectively for five cross-
border risks: electricity supply shortage (section 4), nucle-
ar accident (section 5), pandemic (section 6), severe space 
weather (section 7), and volcanic outbreak (section 8). 
Lastly, the discussion and conclusion (section 9) sum-
marise the identified challenges and assessment differ-
ences, and provide the author’s perspective on how risk 
assessments could continue to evolve and strengthen.
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2.	 Background

2.1	 National Risk Assessments

A national risk assessment is “a product or process that 
collects information and assigns a value to risks at a stra-
tegic national level for the purpose of informing priorities, 
developing or comparing courses of action, and informing 
decision making.”6 National risk assessments usually con-
sist of three main parts: 1) the identification of risks in a 
risk register; 2) the characterization and analysis of these 
risks in scenarios and models; and 3) the evaluation of 
these risks in a matrix for easy cross-comparisons and pri-
oritization.

Types of risks: National risk assessments in-
clude either a broad range of risks (“multi-hazard”) or all 
collective risks (“all-hazard”). Many states do not include 
all adversarial threats (e.g., terrorism, military conflict) 
and the question of what is a collective risk and what is an 
individual risk remains ambiguous. The ownership of the 
assessed risks depends on the political system in a coun-
try. It is usually dispersed across departements and au-
thorities. 

Time horizon: The horizon of a national risk as-
sessment is usually between 1 and 10 years. It can be 
complemented with trend analyses of how expected 
changes in the next 10 to 35 years will likely influence civ-
il protection.7 The national risk assessment is different 
from risk monitoring. The assessment provides a baseline 
probability relevant for generic preparedness and mitiga-
tion efforts, whereas early warning networks enable ad-
vanced preparedness and mitigation hours or days ahead 
of a hazardous event.

Level of analysis: This report uses four geo-
graphic risk categories ordered by increasing scope: local, 
national, regional (affecting multiple countries), and glob-
al.8 The focus of this report is on the national level. There 
are a number of reports that look at risks at a global scale 
– predominantly produced by the private sector and aca-
demia.9 The UNDRR also publishes a biannual Global As-
sessment Report on Disaster Risk Reduction, which ex-
plores a broad spectrum of issues around disaster risk 
governance but is not a risk assessment.10

In federal states, such as Germany and Switzer-
land, civil protection is primarily a subnational task. This 
means that the Bundesländer and Cantons respectively 
are the operational leads, whereas the federal govern-
ment has a coordinating role. For example, in Switzerland 
the national risk assessment is used as a starting point for 
many subnational risk assessments.

2.2	 Risk Assessment Standards

2.2.1	 UNDRR
Under the Sendai Framework for Disaster Risk Reduction, 
there has been a push towards establishing a common or 
at least interoperable terminology,11 a disaster loss re-
porting framework,12 and a risk assessment framework13 
on a global level. This push has so far had mixed success, 
as countries differ in their understandings of, for exam-
ple, what constitutes a disaster, and disaster loss data 
therefore only has limited comparability.14 This is particu-
larly evident with regards to the reporting of deaths at-
tributed to COVID-19 within the Sendai Framework.

2.2.2	 European Union (EU)
The EU is comparatively advanced in supranational risk 
management due to the work of the Union Civil Protec-
tion Mechanism (UCPM).15 Among other measures, the 
Mechanism obliges member and participating states to 
develop risk assessments at national or appropriate sub-
national level, and provide the European Commission 
with a summary every three years that focuses on key 
risks.16 Based on these summaries, the Commission pub-
lishes an overview of the EU risk landscape. It lists which 
risks have been identified by countries and provides con-
text, including data on disaster losses, and the method-
ological approaches used by countries in their respective 
risk assessments.17

The Commission has also published several 
non-binding guidelines relevant to risk assessments, in-
cluding a guideline on risk assessments,18 and reporting 
and capability assessment guidelines to help countries 
with the UCPM reporting duties19. The Joint Research 
Centre (JRC) of the Commission has also collected the 
contributions of expert teams for descriptions of risk as-
sessment approaches specific to chosen hazards.20 The 
following sections provide a brief and approximate sum-
mary of the general EU approach to risk assessment.

Risk identification: According to the European 
Commission21, national risk assessments should consider 
at least all the hazards that: a) would on average occur 
once or more in 100 years (i.e., all hazards with an annual 
probability of 1 per cent or more), and b) for which the 
consequences represent significant potential impacts 
(i.e., >50 people affected, >100 million EUR in economic 
and environmental costs, and with significant or very se-
rious political/social impact (level 4)). Less likely hazards 
or risk scenarios (e.g., volcanic eruptions, tsunamis) should 
also be considered when the likely impact exceeds a 
threshold of 0.6 per cent of gross national income (GNI). 
At least three scenarios with three or more different in-
tensities should be included in the assessment when the 
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likelihood of a hazard exceeding the above thresholds is 
more than one in ten years.

The temporal horizon of the risk identification 
process should generally consider risks that may appear in 
the immediate future (i.e., one to five years ahead). For 
the purpose of the EU-wide overview, it is also useful if 
the Member States with more advanced risk assessments 
look 25 to 35 years ahead to identify broad trends or 
emerging risks. Such foresight can also take a global per-
spective and identify international interdependencies.

Risk analysis: According to the European 
Commission,22 the usefulness of comparing national risk 
assessments depends on common understanding on how 
scenarios are built. Of the possible risks and their varying 
degrees of intensity, only a limited number of scenarios 
can be included. National risk assessments have attempt-
ed to deal with selection limitations by referring to stan-
dards, such as ‘reasonable worst case’ scenarios. However, 
many uncertainties remain with this approach.

Risk evaluation: The 2010 Risk Assessment and 
Mapping Guidelines for Disaster Management by the Eu-
ropean Commission suggest using a risk matrix with “5 or 
more points” per scale, and the following five classes for 
political/social impact: 1) limited / insignificant, 2) minor 
/ substantial, 3) moderate / serious, 4) significant / very 
serious, 5) catastrophic / disastrous.23

This advice was repeated in the 2019 reporting 
guidelines, which state that “to facilitate a more compre-
hensive overview at EU level, Member States could pref-
erably use a 5x5 risk matrix, if appropriate, with scale lev-
els of impacts and probability indicated. Where possible, 
Member States are encouraged to assign quantitative 
ranges to each of the numbers from 1 to 5”.24 The guide-
lines also ask states to consider distinct risk matrices for 
human impact, economic and environmental impact, and 
political/social impact.

2.2.3	 International Organization for 
Standardization (ISO)

The ISO has a group of standards focusing on risk man-
agement (31000). EU guidelines and several national 
methodologies explicitly refer to ISO standards. In partic-
ular, they refer to the consequence/likelihood matrix in 
ISO 31010.25 In this matrix, scales can have any number of 
points, with three, four, or five point scales being the 
most common. It should extend from “the maximum 
credible consequence to the lowest consequence of inter-
est”. It further states that “a consequence/likelihood ma-
trix is used to evaluate and communicate the relative 
magnitude of risks”. It “can be used to compare risks with 
different types of potential consequence and has applica-
tion at any level in an organization”. 

The standard also notes some limitations. For 
example, the “validity of risk ratings depend on how well 

the scales are developed and calibrated”, and “it requires 
a single indicative value for consequence to be defined, 
whereas in many situations a range of consequence val-
ues are possible and the ranking of the risk depends on 
which is chosen”.

2.3	 Cross-Border Risks

The regional and global interconnections of national sys-
tems and supply chains have many benefits. Yet, it also 
creates potential for correlated and systemic risks that af-
fect cross-border systems. The EU requirements for risk re-
porting explicitly include the identification of key risks 
with potential cross-border impacts. These are defined as:

•	 Impacts resulting from risks generated in a neigh-
bouring country.

•	 Impacts that spill over into a neighbouring country.

•	 Impacts affecting two or more countries simultane-
ously.26
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3	 Methodology
The aim of this report is to compare national assessments 
of cross-border risks for countries with correlated risk pro-
files. While no two countries have the exact same risk 
profiles, comparing countries with correlated risk profiles 
at a minimum requires an explation when their respec-
tive impact and likelihood assessment of cross-border 
events differ substantially. 

The cross-border risks compared for this report 
were chosen to include a mix of different types of hazards:
•	 Natural hazards: severe space weather (regional to 

global), volcano outbreak (regional to global).

•	 Technological hazards: electricity supply shortage 
(regional), nuclear accident (regional).

•	 Social hazards: pandemic (global).27

Given that most of these cross-border risks have a region-
al rather than a global scope, geographic proximity is re-
quired for countries to be compared. Therefore, only Euro-
pean countries were selected for this report:
•	 Switzerland and its neighboring countries Germany, 

France, Italy, and Austria, as they are of particular 
interest to the Swiss Federal Office for Civil Protection.

•	 The United Kingdom, the Netherlands, Finland, and 
Sweden, as they are known in Europe for good 
disaster risk management practices.

•	 Swiss Re, as it is one of the largest re-insurance 
companies in the world, and thus has models of 
many natural hazards that can serve as a cross-check 
for national risk assessments.

Background interviews
In addition to desk research that compared national risk 
assessments and individual scenarios published by the 
above countries and Swiss Re, the author conducted back-
ground interviews with individuals involved in these as-
sessments. The objective of these interviews was to iden-
tify, confirm, or refute the findings discussed in the report. 
The interviews were semi-structured to ensure the fol-
lowing main points of interest were covered:

1.	 Did the selected countries use a specific measure of 
intensity or event as a reference point for a scenario?

2.	 Did the selected countries assign a specific annual-
ized probability to a scenario? 

3.	 What factors and data sources were discussed to 
determine the likelihood and impact of a scenario?

4	 Electricity Supply 
Shortage

4.1	 Background

An electricity supply shortage is an imbalance between 
electricity supply and demand due to limited production, 
transmission, or import capacities that lasts for several 
days, weeks or even months. For the duration of a short-
age, electricity management measures, such as tempo-
rary shutdown of electricity-intense industries or rolling 
blackouts, are required to reduce consumption and avoid 
larger, uncontrolled blackouts.

The synchronous grid of continental Europe is 
the largest synchronous electrical grid in the world in 
terms of connected power. It stretches from Portugal to 
Ukraine, and from Denmark to Algeria. The EU has the ex-
plicit goal to increase the level of interconnected electric-
ity between European countries. Switzerland’s electricity 
grid is also highly interconnected. High interconnectivity 
can help mitigate local and national production short-
falls. However, it also means that there is a regional risk of 
an interconnected production shortfall across Europe. 

Examples of electricity supply shortages in-
clude the Californian energy crisis in 2000 and 2001, Ja-
pan’s energy supply shortage after the Tohoku earth-
quake and tsunami in 2011, the Belgian energy crisis in 
2018, or the everyday reality of electricity supply short-
ages in countries such as South Africa. In 2022, Europe 
commenced a prolonged and tense period of electricity 
supply issues, as heatwaves reduced productivity levels 
of nuclear power plants, and Russian gas exports to Eu-
rope declined from around 400 million cubic meters a day 
at the beginning of the war, to less than 100 million cubic 
meters.28 This has led to elevated electricity costs, shut-
down of electricity-intense industries, and public cam-
paigns to save energy.

Given that most of the countries examined in 
this report had not included an electricity supply short-
age scenario in their national risk assessments, the fol-
lowing section lists the scenarios found for both electric-
ity supply shortages and more short-term blackouts. 
Planned and unplanned blackouts can be the result of a 
prolonged supply shortage but they can also be caused by 
natural hazards, accidents, or sabotage.
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4.2	 Overview Electricity Supply Shortage
Case study Risk 

register
Scenario description Expected impact Annualized probability

Austria29 No 2019 scenario exercise “Helios” of a Europe-wide power 
shortage and a subsequent power blackout.

- -

Finland30

Uusima 
(capital region)31

Yes During winter peak consumption, about a quarter of 
needed power is covered through imports. If imports fail, 
there is a shortage of power, which can lead to curtail-
ments of power use.

Strong impact on the economy and the functional 
capacity of the population and services.

-

Yes Blackout
The main Finnish grid has collapsed due to a large-scale 
disruption and it takes at least 24 hours to fix the 
situation.

Disruptions to water supply, payments systems, street 
and train traffic, telecommunications and heating. More 
than 500 million EUR of damages.

1 in 100  
to 1 in 10

France32 No Degraded energy supply
European trade is disrupted due to a shortage of gas.

Frequent use of back-up means of power generation and 
the “Ecowatt” color-alerts to call on the population to 
save energy

-

Germany33 Yes A prolonged region-wide blackout in Germany
Targeted simultaneous sabotage destroys numerous 
transformers and renders them inoperable. As a result, 
power is lost in large parts of Germany. After about 24 
hours, those responsible on site and in the utilities central 
crisis management teams become aware that the power 
outage could last several weeks.

Each kilowatt hour lost equals costs of 8 to 16 EUR. 
Applied to a one-hour power outage in Germany on a 
workday in winter, the economic damage would be 
between 0.6 and 1.3 billion EUR.
In a power outage lasting several weeks, impacts on 
other critical infrastructures and further immediate costs 
should be expected.

-

Italy34 Yes 2003 Italy blackout One lesson learned of the 2003 blackout was that many 
people living at home depend on life-saving medical 
instruments that run on electricity (e.g., automatic 
respirators).

-

Netherlands35 Yes In large parts of Europe, including in the Netherlands, the 
power supply fails because of a frequency drop in the 
grid. Due to complications, it takes 24 hours before the 
system is operational again.

The impact on organizations and citizens is high because 
different processes are (partly) out of order, such as public 
transport (train, tram, subway), medical home equip-
ment, payment services, fuel stations, communications 
(fixed, mobile, internet), and shops are closed. 
Catastrophic impact on basic needs and disruption of 
daily life. Very serious economic costs. 

1 in 100
to 1 in 10*

(*1 in 20 to 1 in 2 at least 
once in the next 5 years)

Swiss Re No - - -
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Switzerland36 Yes Electricity undersupply (-30 per cent)
Time: winter.
Appeals to the population and the economy to save 
energy.
Consumption restrictions for certain applications and 
quotas for large consumers for 12 weeks.
Central management of controllable power plants for 12 
weeks.
Restrictions on cross-border energy flows, coordinated 
with neighboring countries for 12 weeks.
Temporary grid shutdowns necessary for two weeks. 
Uncontrolled power outages cannot be ruled out.

Direct financial losses and costs are estimated to amount 
to circa 10 billion CHF. Economic performance is reduced 
by circa 90 billion CHF.
Circa 100 fatalities and 1000 people injured. 

1 in 30

Yes Blackout due to physical damage to network infrastruc-
ture
Affected population: 0.8–1.5 million.
Time: summer
Duration of complete outage: 2–4 days.
Regeneration period: days to weeks.

Direct damage and mitigation costs amount to a total of 
230 million CHF. Economic performance is reduced by 
circa 1.6 billion CHF.
An estimated 15 fatalities, 20 seriously injured, 60 
moderately injured, and 120 slightly injured.

1 in 30

Sweden37 Yes -
(biannual threat and risk assement is classified)

Power supply has a special significance within the energy 
system because electricity is almost always required for 
the supply of all other types of energy. In addition, the 
supply of electricity is critical for the functioning of other 
activities, including electronic communications, trans-
port, food supply, health and medical care, social care, 
and municipal technical services.

-

United Kingdom38 Yes Major disruption of electricity supply to 1 million people 
for longer than 18 hours.

Disruption to essential services, such as transport, 
telecommunications, water, food, fuel, or finance.
The severity of the disruption would depend on individual 
service providers’ back-up power arrangements.
Disruptions could lead to casualties or fatalities due to 
the loss of essential services, such as heating of homes 
during cold weather.
Disruption to health care and emergency services, if 
power loss lasts a long time.
Loss of lighting, heating, air conditioning.
Disruption to businesses, for example, via lost working 
hours and damage to electronic equipment, potentially 
resulting in data loss or corruption.

1 in 100
to 1 in 20
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4.3	 Analysis

First, it should be highlighted that electricity supply short-
ages and blackouts are conceptually different from the 
other risks evaluated in this report, as they are infrastruc-
ture rather than hazard focused. The national risk assess-
ments of most countries primarily follow the logic of haz-
ards (e.g., storm, heatwave, sabotage) rather than the 
impacted critical infrastructures (e.g., water, food, com-
munications). However, because the electricity grid is 
such a key critical infrastructure, it is often included. As 
Sweden notes, “there are many potential causes of dis-
ruption to the power supply. These include storms, tor-
rential rain, solar storms, the breaking of a dam, and an-
tagonistic actions. For the activities affected, the cause is 
rarely of much importance”.39

Second, most countries only have scenarios for 
short-term disruptions of the electrical grid caused by local 
technical failure, rather than a persistent undersupply of 
electricity. In contrast, Switzerland’s national risk assess-
ment not only identifies electricity supply shortage as a 
risk; it is also considered the top risk in terms of annualized 
expected loss amongst the 44 analyzed scenarios. The 
Swiss assessment explicitly states that an undersupply is 
not only a national but also regional risk. The electricity 
shortage scenario is caused by a “cold wave across Europe” 
and “several coal power plants in Eastern Europe that are 
out of operation due to technical problems”, and the short-
age also affects “surrounding European countries”.40

Third, Finland’s most recent national risk assess-
ment focuses on the impact of disruptions to vital soci-
etal functions without indicating a specific probability. 
However, its methodology guide for local risk assess-
ments includes a scale with five categories on which the 
probability of events is assessed.41 Hence, the local risk as-
sessment of the capital region of Uusima has been includ-
ed as a complement in sections 4.2 and 5.2 of this report.

Fourth, the French national risk assessment 
does not include blackouts or electricity supply shortages. 
However, the private French network operator RTE pro-
duces forecasts for every winter, which are regularly up-
dated. Overall, this approach is closer to an early warning 
system than a risk assessment.

Fifth, with regards to blackouts, the likelihood 
assessments cover a similar span across the analysed 
countries, even though the duration of the outages varies 
between the scenarios. For the risk of an electricity supply 
shortage, only Switzerland provides a sufficiently detailed 
scenario suitable for a comparative analysis.

Sixth, insurers do not have public, comprehen-
sive blackout or electricity supply shortage models, and 
generally cover blackouts based on specific hazards. Mills 
and Jones provide an overview of the grid disruption sce-
narios that are covered (or not) from an insurance per-
spective.42

5	 Nuclear Accident

5.1	 Background

Nuclear power plant accidents are measured on the Inter-
national Nuclear Event Scale (INES), which has seven lev-
els and is logarithmic. Levels 1 to 3 describe nuclear inci-
dents, whereas Levels 4 to 7 describe nuclear accidents 
with escalating environmental discharges of radioactive 
substances.43 A nuclear power plant accident has three 
main phases: 1) the preliminary phase, which lasts from 
the start of the incident until radioactivity is released into 
the environment; 2) the cloud phase, which lasts from the 
time radioactivity is released until the particle cloud has 
passed; and 3) the ground phase, which lasts for as long 
as radiation is emitted from the contaminated ground. 
For example, some foods from mountainous regions in 
Scandinavia and the UK are still subject to controls due to 
fallout from the Chernobyl nuclear accident in 1986.

The first nuclear power plant built for civil pur-
pose launched in 1954. Since then, worldwide, two INES 
Level 7 events have occurred.44 First, in 1986 there was 
the explosion and core meltdown in Unit 4 of the Cher-
nobyl Nuclear Power Plant in the former Soviet Union. 
About 10 ExaBecquerel of radiation was released,45 hun-
dreds of thousands of people had to be evacuated, and 
radioactive aerosols were carried through the air for thou-
sands of kilometers before rain washed them out of the 
atmosphere. While confirmed deaths are less than 100, 
estimates of long-term deaths due to excess cancer 
deaths vary considerably. WHO estimates 4,000.46 Sec-
ond, the Fukushima Daiichi Nuclear Power Plant in Japan 
was severely damaged by the 2011 earthquake and sub-
sequent tsunami, resulting in a meltdown in Units 1 to 3. 
About 1 ExaBecquerel of radiation was released47, about 
150,000 people had to be evacuated, and about 2,000 
people died due to the physical and mental stress of evac-
uation and disrupted healthcare.48 Switzerland experi-
enced a INES Level 4 event with the partial core meltdown 
at the Lucens Experimental Nuclear Power Plant in 1969. 
The consequent damage to humans and the environment 
was limited, as the reactor was located in a mountain 
tunnel.
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5.2	 Overview Nuclear Accident
Case study Risk 

register
Scenario description Expected impact Annualized probability

Austria49 Yes Accident at a nuclear power plant near a border
Two scenario intensities (KKW 14a, KKW 14b).

Impact estimation:
14a: 3.5/5
14b: 4.5/5
(qualitative scale 1 to 5)

Likelihood estimation:
14a: 1.9/5
14b: 0.9/5
(qualitative scale 1 to 5)

Finland50

Uusima (capital 
region)51

Yes Severe nuclear power plant accident in Finland or 
Finland’s neighbouring areas
There are four nuclear power plant units in Finland. 
Neighbouring areas of Finland include the Russian 
Leningrad (Sosnovyi Bor) and Kola plants, and the 
Swedish Forsmark plant.

Direct health impacts remain low, if the protection 
measures work. However, significant effects on people’s 
living conditions and the environment, as well as nega-
tive psychological and social effects.
Suspension of some economic production. Finnish 
exports would likely require cleanliness certificates or 
measurements.

1 in 100,000 to  
1 in 10,000 

A small release of radioactive material at the Loviisa 
nuclear power plant, which the wind carries west 
towards the large population centers of Uusimaa.

In the event of an emergency, the population is evacu-
ated within a 5 km radius of the power plant and the 
Loviisa Valko district. If the situation continues to 
escalate, the population within 20 km of the protection 
zone may be evacuated.

Lower than 1 in 1,000

France52 Yes a) Severe accident: Core melt down in a French 900 MWe 
pressurized water reactor, followed by radioactive 
releases, more or less controlled. Circa 0.0075 ExaBec-
querel released.
b) Major accident: Core melt down in a French 900 MWe 
pressurized water reactor, followed by massive aerosol 
releases of 1 ExaBecquerel (≈ Fukushima).

a) On-site costs 6 billion EUR; offsite radiological costs 9 
billion EUR; contaminated territories 11 billion EUR; costs 
related to power production 44 billion EUR; image costs 
47 billion EUR; total circa 120 billion EUR.
b) On-site costs 8 billion EUR; offsite radiological costs 53 
billion EUR; contaminated territories 110 billion EUR; 
costs related to power production 90 billion EUR; image 
costs 166 billion EUR; total circa 430 billion EUR.

-

Germany53 Yes Nuclear accident (INES Level 7) in Germany
Four scenarios:
a) rural vs. urban location.
b) winter vs. summer.

100 to 1,000 deaths.
>1,000 – 10,000 injured/sick.
Between 40,000 and 390,000 evacuated for at least one 
year depending on the scenario
>10 per cent of all agricultural land contaminated.
Numerous companies go bankrupt. The federal govern-
ment is called upon to promote reconstruction programs. 
Recession looms.

-

Italy No - - -
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Netherlands54 Yes Nuclear disaster in the Netherlands
Accident at the Borssele nuclear power station, condi-
tions include 24 hours warning time, rain, harvest time, 
and large parts of or the whole country is affected. 
Radiation also spreads across the border.

An area of 100–1,000 km² becomes inaccessible for more 
than half a year.
Decline in tourism and a significant decrease in exports 
of Dutch products
500 long-term fatalities due to cancer as a consequence 
of radiation.
Very serious economic costs.

Lower than 1 in 10,000

(*less than 1 in 2,000 at 
least once in the next 5 
years)

Nuclear disaster in Europe
Accident at a nuclear power plant in Europe close to the 
Netherlands, but not just across the border, with two 
days warning time. Maximum release of radiation (10 x 
“STC-CON-1”) with wind towards the Netherlands.

An area of between 100–1,000 km² can become contami-
nated by radiation hotspots (due to rain showers). 
In the long run it is feasible that there may be some 
victims (10–100) as a consequence of exposure to 
radiation in hotspot areas.
Agricultural measures will be taken. The airspace is closed 
for a period. Logistics experiences substantial delays as 
vehicules need to be rerouted. The financial damage for 
the Netherlands is very serious.

1 in 100 million

Swiss Re No - Private insurers only cover damages from nuclear 
accidents up to a certain fixed amount.

-

Switzerland55 Yes Incident with severe core damage in Switzerland
Containment failure and unfiltered release of radioactiv-
ity.
Iodine release: 1016 Bq
Caesium (Rb-Cs class) release: 1015 Bq
Noble gases release: 3.1019 Bq
Time of release after start of accident: 9 hours.
Average weather conditions.

Around 300,000 people flee or are evacuated from the 
affected area. In the process, accidents occur, and about 
20 people are expected to die. 
Several dozen people suffer serious injuries. Several 
hundred people with moderate to light injuries. 
An area of several 1,000 km2 is radioactively contaminat-
ed.

1 in 2.5 million

Sweden56 Yes Nuclear accident (INES Level 5) in south Sweden
Occurs without warning on a winter morning with heavy 
snow and biting cold.
Swedish nuclear power plants have pressure-relieving 
accident filters designed to remove at least 99.9 per cent 
of long-lived radioactive substances. Such filters were not 
fitted at the Chernobyl or Fukushima Nuclear Power 
Plants. In the scenario, however, it is assumed that these 
filters are not working as they should. 

Around 14,500 people are evacuated and cannot return 
for 1+ year.
Approximately 290,000 hectares of arable land are 
affected by radioactive fallout
Agricultural and forest products from the contaminated 
area could be subject to export restrictions or reduced 
demand.
Total economic costs following a nuclear accident in 
Sweden today would probably exceed 50 billion SEK.

-

United Kingdom57 Yes Industrial accident – nuclear. Level D
Economic impacts: 1 billion to 10 billion GBP.
20,000 people evacuated over 3 days.

Lower than 1 in 500
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5.3	 Analysis

First, it is noteworthy that all but one of the analyzed 
countries have a nuclear accident scenario. A nuclear ac-
cident is the only hazard for which Austria prepared two 
separate scenarios in its 2011 risk analysis, even though it 
was the first country in the world to ban nuclear power 
plans in 1978, and has never had an operational plant on 
its territory.58 In the Netherlands, there is a notable popu-
lar worry about risk externalities imposed by a neighbor-
ing country, with their assessment stating, “there have 
been no major accidents affecting national security in the 
past years. There are, however, concerns amongst parts of 
the population about the safety and supervision of sev-
eral Belgian nuclear power plants close to the Dutch 
border.”59

Second, there are two types of likelihood esti-
mations for nuclear accidents. Some, like in the UK assess-
ment (lower than 1 in 500) are part of an open-ended, 
lowest likelihood category. Others, like the assessments 
in Switzerland (1 in 2.5 million), Finland (1 in 10,000 to 
100,000), and the Netherlands (1 in 100 million) contain 
specific numbers. This makes comparison difficult. Over-
all, there appears to be a convergence towards very low 
likelihood estimations. However, there is still a clear gap 
between Finland and the Netherlands. Numbers that are 
lower than 1 in 1 million may be explained by regulatory 
requirements and the use of probabilistic safety assess-
ments.

In Switzerland, the Federal Nuclear Safety In-
spectorate (ENSI) is the responsible authority for the risk 
assessment of nuclear accidents. Nuclear power plants do 
not require a general licence in Switzerland if ENSI assess-
es the risk of an accident with a resulting dose of more 
than 1 Millisievert (mSv) for members of the public to be 
no more than 1 in 1 million per year.60 Many countries use 
similar safety goals and thresholds.61 The method used by 
ENSI and similar agencies in other countries for this differs 
from the assessment of natural hazards. Instead of a mix 
of historical accident frequency and human expert judge-
ment, nuclear risk assessments use a fault tree analysis.62 
This assessment is a safety analysis that looks at the reli-
ability of materials and redundancies. It does not take 
into account security threats.63 

Third, while there is no publicly available model 
of nuclear accident risk by Swiss Re, the mandatory liabil-
ity insurance for operators can still be used as an external 
coherence check. For example, one can look at the annual 
insurance premium paid by a specific nuclear power plant 
and compare it to the maximum payout in case of a nu-
clear accident. The Swiss nuclear power plants in Gösgen 
and Leibstadt are both independent corporations that list 
their insurance costs as part of their financial reporting. In 
2021, the annual premiums were 7.244 million CHF for 
Gösgen64 and 7.3 million CHF for Leibstadt65 for a maxi-

mum payout of 1 billion CHF each.66 This 1 to 137 ratio 
between premium and maximum payout is an indicator 
that the insurance industry likely thinks that the risk of a 
severe accident is higher than 1 in 2.5 million. The implied 
annualized likelihood for a serious accident is significantly 
lower than 1 in 137, as it is unknown how the insurer sees 
the losses distributed between small and large events, 
and the insurer’s planned margin. Still, it is likely closer to 
1 in thousands, which is closer to the Finnish assessment 
and historical event frequency,67 rather than 1 in millions. 
Moreover, the insurer is allowed to exclude from coverage 
any damages caused by extraordinary natural processes 
or warlike events, as well as damages from terrorist vio-
lence between 500 million and 1 billion CHF.68

At the same time, nuclear accident risks should 
be contextualized. Statistically, electricity production 
with coal, oil, biomass, and natural gas is less safe than 
with nuclear energy, due to air pollution and accidents.69 
However, these forms of energy production are not in-
cluded in national risk assessments, as they are geared to-
wards events that require actions from emergency re-
sponse organizations rather than slow perpetual 
processes.
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6	 Pandemic

6.1	 Background

An epidemic is an infectious disease outbreak that re-
mains limited to a geographical region (e.g., seasonal influ-
enza). A pandemic is a worldwide outbreak of an infec-
tious disease (e.g., COVID-19, HIV/AIDS). Throughout 
history, periodic outbreaks of infectious diseases have had 
a significant and long-lasting impact on societies. Most 
emerging disease outbreaks occur through a zoonotic 
jump, where a pathogen that affects an animal host man-
ages to infect and spread among humans. In many cases 
there are intermediary animal hosts (e.g., palm civets, 
camels) that spread the virus from the reservoir animal 
host (e.g., bats). For example, HIV/AIDS, SARS-CoV-1, and 
MERS-CoV existed in animal reservoirs before jumping 
over to humans through hunting, the consumption of 
bushmeat, and close contact with farm animals. Other po-
tential origins of disease outbreaks are laboratory acci-
dents and intentional releases. Once adapted to humans, 
pathogens may be transmitted between humans through 
droplets, aerosols, direct touch, contact with contaminat-
ed objects (fomites), the fecal-oral route, or through blood 
and other bodily fluids. The worldwide spread of emerging 
infectious diseases can occur much faster today than in 
the past due to international airtravel.

The risk of pathogens with pandemic potential 
is usually assessed based on two factors: their transmis-
sibility and their lethality. The basic reproduction number 
R0 estimates on average how many people an infected 
person will transmit the disease to, assuming no immu-
nity through prior infection or vaccination, and no non-
pharmaceutical interventions to slow the spread of the 
disease. The case fatality rate (CFR) denotes the percent-
age of people from all confirmed infected persons that 
die. The infection fatality rate (IFR) denotes the percent-
age of all suspected infected persons based on models 
that die.

Historical examples of pandemics include the 
bubonic plague (541–549, 1331–1353, and 1855–early 
20th century), and cholera (1817–1824; 1826–1837, 
1846–1860, 1863–1875, 1881–1896, 1899–1923, 1961–
1975). Today, public waste management, water infra-
structure, and antibiotics have made the prospect of such 
bacterial pandemics less likely. Hence, the focus is almost 
exclusively on viral pandemics and influenza pandemics 
in particular. Historical influenza pandemics occurred in 
1889–1890, 1918–1920 (“Spanish flu”), 1957–1958, 
1968–1969, 1977–1979, and 2009–2010 (“swine flu”). The 
1918 “Spanish flu” is the most severe influenza pandemic 
on record with a CFR of about four per cent, and an esti-
mated 17.5 million deaths in 1918/19.70 The most severe 

pandemic in recent history, is the currently ongoing 
worldwide outbreak of SARS-CoV-2. From 2020 to 2022, 
the COVID-19 pandemic, whose origin is still the subject 
of scientific debate, has caused more than 6.7 million re-
corded deaths,71 about 20 million estimated deaths,72 and 
has reduced the global economy by trillions of USD.73 



RISK AN
D

 RESILIEN
CE REPO

RT N
ational Risk Assessm

ents of Cross-Border Risks

16

6.2	 Overview Pandemic
Case study Risk 

register
Scenario description Expected impact Annualized probability

Austria74 Yes Pandemic influenza
About 30 per cent of the population infected.

36,000 hospitalizations.
Impact evaluation: 4.4/5
(qualitative scale 1 to 5)

Likelihood evaluation: 
3.7/5
(qualitative scale 1 to 5)

Finland75 Yes Pandemic influenza
The infection spreads easily via droplets between people, 
the population has no resistance against the new virus, 
and there is no preventive vaccine.
By default, 35 per cent of the population falls ill within 
eight weeks (calculated with the FluSurge program).

Mild scenario: 11,480 hospitalizations, 3,450 deaths.
Moderate scenario: 27,500 hospitalizations, 5,650 deaths.
Severe scenario: 35,690 hospitalizations, 9,050 deaths.
The social, production, and economic impacts of a 
pandemic are significant. Vulnerable sectors include 
leadership, defence, internal security, energy supply, 
transports, and food supply.

1 in 40 to 1 in 10 
The most recent 
extensive pandemic 
influenzas have broken 
out every 10–40 years, 
and the likelihood of a 
new influenza outbreak 
is high.

France76 Yes - Discontinuities in social life and in activities of vital 
importance to society and the state.
Economic losses due to absenteeism. The World Bank has 
estimated the cost of a pandemic at 2 trillion EUR, which 
would be as severe as the Spanish flu.
Potential public disorder, although this has very rarely 
been observed in past pandemics.
Isolation of vulnerable people.

-

Germany77 Yes Influenza pandemic
Three main scenarios using “InfluSim” software: low: 15 
per cent of population infected within eight weeks; 
medium: 30 per cent infected; severe: 50 per cent 
infected.

Medium: about 370,000 hospitalizations and 103,000 
deaths in Germany.
Severe: about 624,000 hospitalizations, and 171,500 
deaths in Germany.

-

SARS pandemic
Hypothetical new emerging disease.
Infection-fatality rate like SARS-CoV-1.
Three waves.

About 78 million infections.
7.5 million deaths in Germany.

N/A

Italy78 Yes Influenza pandemic
R0 = 1.4 for moderate scenario.
R0 = 1.7 for most likely scenario.

Moderate: 30,228 hospitalizations.
Most likely: 102,102 hospitalizations.

Unpredictable time 
intervals.
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Netherlands79 Yes Influenza pandemic – severe The number of people admitted to hospitals ranges 
between 40,000–50,000.
The number of fatalities exceeds 10,000. 
Catastrophic disruption of daily life.

1 in 100 to 1 in 10*
*5 – 50 per cent prob-
ability of an influenza 
pandemic in the next 5 
years (unknown whether 
severe or mild).

Swiss Re80 No Pandemic influenza model
The lethality and transmissibility of an emerging virus are 
generated randomly from historically based distributions 
each time the model is run.
The 1918 pandemic was the most severe of any of the 
last 13 pandemics; the model therefore assumes that 1 in 
13 pandemics will be as lethal and transmissible as 1918.
Swiss Re also tested ‘H5N1 allowances’ for more severe 
scenarios. These included, for example, varying the 
1-in-13 weighting of the 1918 pandemic (from 1 in 20 to 1 
in 3).

- 1 in 30 
(mild influenza 
pandemic)
1 in 200
(severe influenza 
pandemic)
1 in 3’000 
(1918 mortality pan-
demic)

Switzerland81 Yes Influenza pandemic
Early warning time 1–3 months.
Easy transmissibility.
25 per cent of the Swiss population infected
Antiviral drugs are effective.
Vaccine availability after 4 months.

40,000 people are hospitalized for a week (2 per cent of 
infected).
1 million people are treated as outpatients, but without 
hospitalization (12,5 per cent of infected).
8,000 deaths (0,4 per cent IFR).
Expected direct costs of around 10 billion CHF; reduced 
performance of the Swiss economy of around 5 billion 
CHF due to lost working hours.

1 in 55

Sweden82 Yes Pandemic influenza
30 per cent of the population infected.

Around 190,000 or 2 per cent of the population fall 
seriously ill.
8,000 to 10,000 deaths.
Economic impact of about 6 billion SEK.

There is no reliable 
scientific estimate of 
when the next  
pandemic will occur.

United Kingdom83 Yes Pandemic Up to half of the population may fall ill during a flu (or 
flu-like) pandemic.
Up to 2.5 per cent of those with symptoms could die as a 
result. 
Between 210,000 and 315,000 deaths.
Significant disruptions to all sectors of society (e.g., 
education and businesses); about 28 billion GBP of 
economic losses due to absenteeism.

1 in 100 to 1 in 20



RISK AND RESILIENCE REPORT National Risk Assessments of Cross-Border Risks

18

6.3	 Analysis

First, the inclusion of biological risks in disasters risk assess-
ments remains incomplete. If a disaster is defined as “any 
situation which has or may have a severe impact on people, 
the environment, or property, including cultural heritage”,84 
biological hazards such as pandemics are clearly part of di-
saster risk. The Sendai Framework for Disaster Risk Reduc-
tion explicitly includes biological hazards.85 The question of 
whether this should in- or exclude endemic diseases remains 
debatable. Excluding them seems to favor a fatalistic ap-
proach towards hazards, such as seasonal influenza. Includ-
ing them would shift disaster risk reduction from the realm 
of emergency services towards public health authorities. 

There is a broad agreement that at least pan-
demics, which require a whole-of-society response, should 
be included in national risk assessments. Yet, their inclusion 
in risk assessments is not fully reflected in disaster loss re-
porting and databases. For example, the widely used disas-
ter loss database EM-DAT has a category for epidemics, but 
this only lists successfully contained disease outbreaks. It 
neither lists outbreaks that become a global pandemic, nor 
diseases that become endemic. For 2020, EM-DAT lists a to-
tal of 126 deaths from biological hazards due to outbreaks 
of Dengue fever, Lassa fever, and yellow fever.86 The UK and 
Italy, for example, reported a total of only 110 and 20 disas-
ter deaths, respectively, to UNDRR for 2020.87 In contrast, 
Switzerland and Sweden have reported their COVID-19 
deaths to UNDRR, 7,923 and 9,265 deaths respectively.88

Second, almost all pandemic scenarios explicitly 
focus on influenza pandemics. This is based on a common 
assumption that influenza is the most likely cause of a pan-
demic, and that preparations for such a pandemic can also 
be useful for other pandemics. The World Health Organiza-
tion supports this focus through the Pandemic Influenza 
Preparedness framework. Germany is the only country in 
this report that has explicitly looked at a pandemic scenar-
io modelled on the severity of SARS-CoV-1. Yet, even Ger-
many only has a response plan for an influenza pandemic.

Third, the focus on influenza in terms of prepa-
rations leads to certain assumptions. For example, it is as-
sumed that an influenza vaccine would be available 
quickly, reducing the length of a pandemic to a couple of 
months. For other viruses, the time needed to develop a 
vaccine may be considerably longer. The development of 
several vaccines against SARS-CoV-2 has been very fast, 
given the novelty of the virus, but still slower than the 
2009 H1N1 influenza vaccine. 

Fourth, the actual “reasonable worst case” sce-
nario of a pandemic is more severe than what is used as 
the “reasonable worst case” in most national risk assess-
ments. For example, the COVID-19 pandemic has already 
exceeded the most severe pandemic scenario in most na-
tional risk assessments, even though it “only” had a pre-
vaccine infection fatality rate of about 0.6 per cent.89 The 

CFR of COVID-19 peaked in April 2020 at about 7 per cent 
and has since fallen to about 1 per cent.90 Worse out-
breaks are reasonably possible. For example, in the last 
two decades, there have been successfully contained out-
breaks of SARS-Cov-1 (11 per cent CFR), Middle Eastern 
Respiratory Syndrome (34 per cent CFR), Ebola (25–90 per 
cent CFR) and avian influenza (60 per cent CFR).

Fifth, in accordance with the limited severity of 
the focused scenario, national pandemic plans mostly 
have an overarching mitigation strategy that accepts that 
a large portion of the population will be infected.91 How-
ever, for a very severe pandemic (e.g., German SARS sce-
nario), a second strategic option may be desirable,92 such 
as local suppression or elimination strategies with a high-
er commitment to first line defenses, such as border sani-
tary measures (e.g., quarantine hotels).

Sixth, even without worst-case scenarios, the 
pandemic scenarios do not fit in well to the 5x5 matrices 
used by many countries, as they exceed the threshold to 
reach the maximum impact category several times over. 
This is discussed in more detail in section 9.2 of this report, 
as a general issue for risk communication and priorization.

Seventh, despite some minor differences in the 
likelihood assumptions between the analyzed countries 
and varying severities of the scenarios, all of them seem to 
more or less follow the historical frequency of pandemics 
in the last few hundred years. The outlier in the pandemic 
scenario assessments is Swiss Re. Swiss Re has modelled 
influenza risk based on historical pandemics, but with a 
reduced expected impact today due to new technologies, 
such as antiviral therapies, vaccines, and antibiotics reduc-
ing secondary infections. While this model predicts a pan-
demic with an annual likelihood of 1 in 33 to 1 in 25, it as-
sumes that a pandemic with the severity of the one in 
1918 only has a likelihood of 1 in 3,000. A weakness of the 
Swiss Re model is that it treats the emergence of new in-
fectious diseases as an exogenous and constant factor, 
and only considers technology on the response side. This 
may be useful to model natural zoonotic spillover risk, but 
it fails to account for accidental and intentional releases of 
pathogens. A number of factors, such as the strong prolif-
eration of high-containment biolaboratories,93 and the 
emergence of cloud labs and synthetic biology,94 may in-
crease the risk of non-natural pandemics. 

Eigth, pandemics have a large protection gap. 
Due to the globally correlated risk, (re-)insurers view pan-
demics as “too big to insure”95 and only cover a very small 
share of disaster costs, which means private sector risk 
assessments and transformation services may be less reli-
able than for other risks. The exposure of (re-)insurers to 
pandemics has traditionally focused on life insurance. In 
the case of the COVID-19 pandemic, there were also court 
challenges arguing that government-mandated shut-
downs were covered by certain wording in business inter-
ruption insurance policies. 
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7	 Severe Space Weather

7.1	 Background

Solar storms can release radiation, high-energy particles, 
and clouds of magnetically charged particles, which can 
interfere with radio communication, satellites, and even 
electricity grids. Solar storms are a cyclical hazard whose 
frequency rises and falls with solar cycles, which last 
about 11 years. Solar cycles are measured in terms of ob-
served dark spots on the Sun’s surface. These sunspots 
are the origin of most coronal mass ejections, in which a 
plasma cloud of charged particles is released into the he-
liosphere and outer space. The peak amplitude of solar 
cycles varies over time. These fluctuations are not fully 
understood yet, but solar cycle intensity is assumed to be 
slightly decreasing from the peak of the Modern Maxi-
mum.96 At the same time, civilization’s exposure to space 
weather is increasing due to a growing dependence on 
vulnerable systems, such as satellites. Solar storms can be 
hazardous in three main ways:

•	 A solar radiation flare can reach Earth in less than 10 
minutes. The radiation is not harmful to humans 
within the Earth’s atmosphere, but can interfere with 
radio communications.

•	 High-energy particles, such as protons, can reach 
Earth within about one hour, and can interfere with 
or damage satellites.

•	 The coronal mass ejection itself reaches the Earth in 
about 1 to 3 days and can also interfere with the 
electricity grid.

Geomagnetic storms are commonly measured in terms of 
how much they weaken the strength of planet Earth’s 
magnetic field. This is measured in nano-Tesla (nT) units. 
The most severe recorded geomagnetic storm was the 
Carrington Event in 1859 (-1760 nT), which made auroras 
visible around the globe and caused the failure of battery-
powered electrical telegraph systems in Europe and 
North America.97 Today, such an event would cause wide-
spread outages of electricity grids and communications 
failures. Other strong geomagnetic storms were recorded 
in 1882, 1903 (-531 nT), 1909 (-595 nT), 1921 (-533 nT), 
1946 (512 nT), 1960 (−339 nT), 1989 (−589 nT), 2000 (−301 
nT), and 2003 (−383 nT). Most of them caused minor dam-
ages, such as jamming of radio broadcasting and military 
radio communication, and problems with electricity grids 
close to the North or South pole.98 

Before the 1840s, severe space weather events 
did not cause damage, as there was no vulnerable electric 

infrastructure. However, the historical record may be ex-
tended through written accounts of unusual observa-
tions of auroras99, which identify a storm in 1770 as at 
least as strong as the Carrington Event.100 The analysis of 
radionucleides may help to identify even earlier super-
storms.101 Two near misses for Carrington grade events 
were also recorded in 1972 and 2012. Lloyds estimated 
that the economic cost to the United States would have 
been between 600 billion and 2.6 trillion USD if the 2012 
coronal mass ejection had been directed towards Earth.102 

Since 1996, solar storms are monitored by the 
Solar and Heliospheric Observatory satellite from NASA 
and the European Space Agency.
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7.2	 Overview Severe Space Weather
Case study Risk 

register
Scenario description Expected impact Annualized probability

Austria No - - -

Finland103 Yes a) Major solar storm induced disturbance in Finland.
b) Solar storm that has the capacity to impact the entire 
country and multiple sectors.

a) -
b) Indirect impacts on thousands of people because of 
shortages of electricity, heat, clean water, and telecom-
munications.
Causes voltage fluctuations in the national grid and 
possible damage to transformers. Finland’s national grid 
is relatively resilient, but problems in the neighbouring 
countries can also affect it via the joint Nordic power grid.

a) 1 in 11 to 
1 in 5.5
b) 1 in 100

France No - - -

Germany No - - -

Italy No - - -

Netherlands104 Yes Satellite disruption due to solar storm
Several satellites cease operation or spin out of control. 
Only some of the lost communication satellite capacity 
can be transferred to not affected satellites. GPS position-
ing and time signals can no longer be delivered reliably to 
Europe.

10 to 100 fatalities due to, for example, disruption to 
communication systems for emergency services, failure 
systems in hospitals, or traffic accidents. 
>1 million people affected for 2–6 days (in particular by a 
lack of power and food supply; <100,000 people affected 
for 1 month or longer.
<50 billion EUR costs (primarily response and recovery), 
but possibly also >50 billion EUR in the event of a more 
serious escalation.

1 in 1,000 to 1 in 100
Somewhat likely in 5 
years.

Swiss Re105 Yes a) Carrington type solar storm
b) Québec+ event
Storm event with an impact similar to Québec 1989 on a 
local grid.

a) Estimated loss: Scandinavia and the UK (28,903 million 
USD non-linear, 37,210 million USD linear); Germany, 
France, Italy, Switzerland and Austria (73,934 million USD 
non-linear, 95,185 million USD linear).
b) Estimated loss: Austria (213 million USD), France (1.466 
billion USD), Germany (1.843 billion USD), Italy (1.169 
billion USD), Scandinavia (739 million USD), Switzerland 
(277 million USD), United Kingdom (1.203 billion USD).

1 in 500 to  
1 in 150 
Carrington
1 in 11
Québec event
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Switzerland106 Yes Geomagnetic superstorm with maximum globally 
measured perturbation of the Earth’s magnetic field of 
around -1600 nT. (Carrington event)
The solar storm hits Earth in December.
Storm phase triggered by three coronal mass ejections 
and lasts one week.

Widespread temporary failure of electronically controlled 
infrastructures (e. g. communication infrastructures, 
power supply).

1 in 1,700

Sweden107 Yes A powerful solar storm outbreak
The scenario plays out during a winter of heavy snowfall 
and cold temperatures.
Major disruptions to satellite signals and total loss of 
short-wave radio communications that last for several 
hours at a time across the daylight side of the Earth.

A power outage throughout central and southern 
Sweden for at least three days. There may be knock-on 
effects to, for example, transportation, electronic 
communications, health and medical care, social care, 
and municipal technical support. Since Sweden’s electric-
ity grid is connected to other countries also affected by 
the same solar storm, this will have a major impact on 
cross-border co-operation and co-ordination.
The economic impact of damaged infrastructure such as 
satellites, pipelines, telecommunication base stations, 
and railway transformers could amount to more than 50 
billion SEK.

N/A

United Kingdom108 Yes “Reasonable worst case” (Carrington event; localized 
disturbance of 4,000–5,000 nT min−1)

Level C
Economic impacts: 100 million to 1 billion GBP.
Electricity supply: major disruption to electricity supply to 
greater than 300 thousand consumers for longer than 18 
hours.
Disruption or loss of services reliant on satellite-enabled 
technologies.
Temporary outages of on-board satellite electronics and 
possible damage to or total failure of satellites, disrupting 
satellite television broadcasts, and reducing the accuracy 
of weather forecasts.
Disruption to essential services, particularly transport, 
retail finance, energy and communications.

1 in 100
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7.3	 Analysis

First, even though solar storms are a global hazard, coun-
tries do not have the same risk profiles. The intensity of 
the expected impact increases from the equator towards 
the geomagnetic North and South Poles, peaking at 60 to 
70 degrees of geomagnetic latitude (Scandinavia and 
Canada). However, the risk remains elevated above 40 de-
grees of geomagnetic latitude (USA, almost all of Europe 
and Russia).109 The southern hemisphere is far less ex-
posed, with only Antarctica, New Zealand, and the south-
ern tips of Australia and Argentina above 40 degrees of 
geomagnetic latitude.

Second, there is a gap in the likelihood assess-
ment between Switzerland, Swiss Re and the UK. The eas-
iest way to approach the annualized likelihood for a Car-
rington grade event is to take the historical record as a 
baseline frequency. This would indicate a frequency of 
about 1 in every 180 years (based on records since 1840), 
or about 1 in every 250 years (based on written record 
since circa 1500). This is roughly in line with the assess-
ment of Swiss Re and other insurers such as Lloyds, which 
indicate 100 to 250 years as a reasonable range.110 How-
ever, as mentioned above, the annualized risk level is cy-
clical based on the solar cycle as well as grand solar maxi-
ma and minima.

Switzerland’s national risk assessment in 2015 
placed the likelihood of a -1600 nT solar storm at a com-
paratively high: 1 in 80.111 The 2020 assessment made a 
17-fold adjustment to a comparatively low: 1 in 1,700. The 
reasoning behind this change was a statistical analysis by 
mathematicians.112 Their study argued that the distribu-
tion of recorded solar storms from 1957 to 2017 fits a 
curve, which indicate that the likelihood of a future solar 
storm of a certain intensity decreases with the time since 
a similar recorded event. Their result is that the probabil-
ity of a Carrington grade event is much lower than the 
simple historical baseline indicates.

Based on background interviews, the analyzed 
countries generally also have a larger span of uncertainty 
for the baseline probability of space weather and volcanic 
outbreaks than for more common natural hazards, which 
have a higher annualized expected loss, such as floods 
and earthquakes. 

Third, solar storms only cause limited direct 
damage to the environment and humans. They mainly 
impact critical infrastructures, such as the electricity grid 
and satellite systems. Therefore, the topic could be con-
sidered from a critical infrastructure rather than a natural 
hazard angle. For example, the scenario toolbox of the 
Netherlands allows for different types of interferences 
and disturbances of satellite communications, which are 
not limited to solar storm. 

Fourth, insurance coverage of damage to elec-
trical grids caused by solar storms depends on whether 

the voltage fluctuations result in physical damage to a 
transformer.

Fifth, for additional context to the above over-
view, the use of the likelihoods 1 in 11 and 1–2 in 11 for 
solar storms of medium intensity by Swiss Re and Finland 
corresponds to the duration of a solar cycle. There is some 
divergence between Swiss Re (1 in 11) and Lloyds (1 in 50) 
for a Québec-level event.113
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8	 Volcano Eruption

8.1	 Background

During a volcanic outbreak, molten lava and other materi-
als, like gases, are ejected from a magma chamber be-
neath the Earth’s surface. The intensity of volcanic erup-
tions is measured based on the volume of expunged 
material in the volcanic explosivity index (VEI), which 
ranges from zero to eight on a logarithmic scale. Large ex-
plosive eruptions cause damage in their vicinity through 
heat, toxicity, and kinetic impacts. They also release vast 
amounts of ash high up into the atmosphere with trans-
national or even global impacts. For example, the emission 
of a lot of sulfate aerosols into the Earth’s atmosphere can 
temporarily lower the temperature worldwide. The sulfur-
dioxide-rich erruption of the Icelandic volcano Laki in 1783 
(VEI 4) temporarily lowered global temperatures, causing 
crop failures and food shortages.

Today, another key concern is the impact of vol-
canic ash on aviation safety due to incidents of engine fail-
ure in aircrafts flying through ash clouds. In 2010, the 
eruption of the Icelandic Eyjafjalla volcano (VEI 4) caused 
ash clouds to spread rapidly over Europe, grounding air 
traffic for several days. In just over a week, more than 
100,000 flights were canceled, around 10 million passen-
gers were affected, and the industry recorded total losses 
of around 1.7 billion USD.114 In addition, suppliers who rely 
on, or trade in, air freight were also affected. In hindsight, 
the initial upper limit of ash density for safe flights, which 
was introduced during the crisis, was set too low.115 Since 
then, regulators have aimed to better define a safe upper 
limit of ash density which is currently set at about 4 milli-
gram of ash per cubic meter.116

In Europe, there are only a few active volcanoes. 
The largest recorded volcanic eruption in Europe hap-
pened in Santorini, Greece (VEI 7, 1620 BCE). In Iceland, the 
largest recorded outbreaks are Bardarbunga (VEI 6, 1477), 
Eldgjá (VEI 6, 939),117 Grímsvötn (VEI 6, 8230 BCE), Hekla 
(VEI 5, 5150 BCE, 4110 BCE, 2310 BCE, 1100 BCE, & 1104), 
Katla (VEI 5, 1262, 1625, 1721, 1755), Askja (VEI 5, 8910 
BCE, 1875), and Oraefajokull (VEI 5, 1362). In Italy, the larg-
est recorded outbreaks are Vesuvius (VEI 5, 6940 BCE, 
2420 BCE, 79, 472, 1631), Etna (VEI 5, 1500 BCE, 122 BCE), 
and Campi Flegrei (VEI 5, 2150 BCE).118 
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8.2	 Overview Volcano Eruption
Case study Risk 

register
Scenario description Expected impact Annualized probability

Austria No - - -

Finland No Mentioned in description of disruptions of food supply 
and disruptions of logistics

- -

France119 Yes Describes volcanoes in French overseas territories, and 
the catastrophic eruption of Mount Pelee, Martinique on 
8 May 1902, which caused about 29,000 deaths. 
There are no active volcanoes in metropolitan France. 
Volcanoes in other countries are not mentioned.

- -

Germany No - - -

Italy120 Yes  “Subplinian” eruption of the Vesuvius volcano near 
Naples [Plinian eruption of Vesuvius in 79 CE = VEI 5].

Surrounding area may be affected by pyroclastic flows; 
roughly 600,000 people living in this red zone need to be 
evacuated; a larger area is impacted by significant fallout 
of ash.

- (conditional probability 
that 95 per cent of 
outbreaks in Italy are 
subplinian)

Netherlands No - - -

Swiss Re121 No Global volcano model
The hazard component generates a large number of 
potential volcanic eruption events of different intensities 
for 508 globally distributed volcanoes of explosive nature. 
The modelled intensities of volcanic eruptions range from 
a Volcanic Explosivity Index (VEI) of 3 to 6. Each of the 
modelled volcanic eruptions is assigned an individual 
eruption probability, which is based on its past eruption 
history. 

The primary effects that are calculated are those on cities 
in the immediate vicinity of volcanoes, which includes 
Reykjavik (Iceland), Naples and Catania (Italy) in Europe. 
10–20 billion USD in costs.
A global ash fall hazard map is accessible to Swiss Re’s 
clients in CatNet.

Switzerland122 Yes A volcanic eruption of magnitude 6 VEI in Europe
Ash clouds rising up to 40 kilometers. 
The airspace of the affected country and neighboring 
states are closed for a total of eight days due to high ash 
concentrations. 
In the other European countries, the airspace is not 
closed, but flights are cancelled or diverted. 
Air traffic returns to normal after three weeks. 
Global temperature decrease in the following two to 
three years averaging between 0.5 and 0.7°C.

Overall, the event results in direct economic damages of 
500 million CHF and indirect damage of 500 million CHF.

1 in 70,000
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Sweden123 Yes In the early summer, the Eldgjá volcanic fissure in Iceland 
erupts. Ten days after the eruption starts, a volcanic dry 
fog reaches Sweden [last outbreak 939 = VEI 6].

Between 30 and 99 people will die and around 2,500 
people will need medical care due to concentrations of 
sulphur dioxide, sulphuric acid, and small solid particles.
This scenario would have a major economic impact. 
However, due to an insufficient knowledge base in the 
analysis, the level of uncertainty is too high to conduct a 
quantitative assessment of the total costs.

Very rarely

United Kingdom124 Yes “Reasonable worst case” scenario. Level C
Economic impacts: 100 million to 1 billion GBP.

1 in 4  
to 1 in 20 
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8.3	 Analysis

First, similar to nuclear accidents, countries with volca-
noes tend to focus on the primary effects of an outbreak. 
This includes Italy, as well as the overseas territories of 
France. In contrast, countries that do not have their own 
volcanoes, such as Switzerland and the UK, primarily fo-
cus on cross-border effects of volcanic ash.

Second, most central, eastern, and south-east-
ern European countries do not include any volcanic sce-
nario in their national risk assessment.125

Third, the only selected countries that offer con-
crete probabilities are Switzerland and the UK, but their 
assessments differ substantially (1 in 70,000 vs. 1 in 20 to 
1 in 4). The historical record would indicate a baseline 
probability that lies somewhere between the two esti-
mates. The record of the largest outbreaks in Europe until 
about 10,000 BCE show four outbreaks that reach the 
threshold of VEI 6. This indicates an annualized baseline 
probability of about 1 in 3,000 for a VEI 6+ outbreak in 
Europe, and about 1 in 600 for a VEI 5 outbreak. The Swiss 
national risk assessment uses a slightly different baseline 
than this report’s author, with two VEI 6 outbreaks in Eu-
rope (excluding Santorini and Eldgjá). It is unclear where 
the additional expert adjustment comes from, but one 
factor may be that Switzerland adds additional criteria, 
such as weather conditions and corresponding air traffic 
restrictions. One factor that is not mentioned in the UK 
Risk Register, which could potentially explain the high 
likelihood assessment is the country’s overseas territo-
ries.

Fourth, there is the possibility of very low likeli-
hood / very high impact scenarios, such as a VEI 7+ out-
break with consequences for global temperatures and ag-
riculture. As pointed out by one of the interviewees, 
recent data from ice cores indicates that the likelihood of 
such an event is higher than previously assumed.126 An 
economic worst-case scenario could be a repetition of the 
Laacher Lake outbreak that happened around 11,000 BCE 
in the Eifel region in Germany, estimated at VEI 6.127

9	 Discussion 

9.1	 Towards Output Coherence

While it is instructive to compare and exchange method-
ological approaches and insights for national risk assess-
ments between countries, a strong focus on developing a 
common standardized methodology has three limitations.

First, there is no universal risk analysis method 
that is best suited for all potential hazards and critical in-
frastructures. In the words of the European Commission’s 
Joint Research Centre, “different risks of different origins 
require very different methods of risk assessment, not 
only due to diversity of phenomena, but also due to differ-
ent availability of data and knowledge”.128

Second, most risk analysis methods contain hu-
man expert judgement. Due to variability in judgement 
between experts the same analysis framework does not 
guarantee the same output. As ISO 31010 explicitly states, 
risk matrices can be “very subjective and different people 
often allocate very different ratings to the same risk”.129

Third, the use of multiple risk analysis approach-
es can be desirable when combined with output coher-
ence tests. When trying to accurately date and under-
stand the past, it is acceptable to use an overlapping set 
of methods,130 and the author sees no strong reason not 
to allow more than one method to estimate the likelihood 
and impact of a future event caused by a particular haz-
ard.131 Convergence of risk estimates using different 
methods indicates less uncertainty, while divergence in-
dicates more uncertainty.

The main alternatives to a strong focus on a 
standardized methodology (“throughput coherence”) is to 
put more focus on sharing data sources (“input coher-
ence”) and on comparing the results of risk assessments 
(“output coherence”). There is room for improvement on 
both of these points. For example, the reviewed case stud-
ies do not indicate clearly whether or what historical data-
sets or expert surveys were used as inputs for likelihood 
assessments, with the notable exception of Swiss Re.132

Still, the focus of this report is output coherence. 
In particular, the outputs of national risk assessments for 
cross-border risks should be reasonably comparable, to 
highlight discrepancies and opportunities for exploring as-
sessment processes, and to learn from each other. Using 
this approach, this report has identified a number of issues 
spanning risk identification, as well as the analysis of the 
likelihood, and impact of reference scenarios.

9.1.1	 Risk Identification
First, there are differences in the comprehensiveness of 
risk registers. The UK with 36 different hazards133 and 
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Switzerland with 44 hazards134 are on the more compre-
hensive end, whereas countries like Austria, Germany, and 
Italy have identified and analyzed a narrower spectrum of 
collective hazards.

Second, the differences in risk identification 
also extend to some risks with very high annualized ex-
pected losses. Specifically, electricity supply shortage, 
which is identified as the top risk in the Swiss national risk 
assessment, is not similarly included in most other na-
tional risk assesments. 

Third, risk assessments may identify hazards, 
failures of critical infrastructures, or in some cases trends 
as risks.135 
•	 Hazards can impact a number of (critical) systems. 

Floods, wildfires, or infectious diseases are examples 
of hazards. 

•	 Critical infrastructures and systems may be impacted 
by a number of hazards. Electricity grids, radio 
networks, or nuclear power plants are examples of 
critical infrastructures.

•	 Trends and critical uncertainties can impact the frequen-
cy and severity of hazards, as well as the vulnerability 
and exposure to them. For example, climate change, 
social cohesion, or geoeconomic conflict are factors that 
significantly influence the risk landscape. 

National risk assessments are traditionally hazard-fo-
cused. However, many countries find it useful for pre-
paredness and mitigation purposes to explicitly highlight 
risks to key critical infrastructures. Hence, many national 
risk assessments contain a pragmatic mix of hazards and 
critical infrastructures. Trends are usually not evaluated 
in terms of their expected value in national risk assess-
ments. However, they may be analyzed in separate trends 
reports.136 The Global Risks Report of the World Economic 
Forum, for example, provide analysis that also includes 
trends and critical uncertainities.137

Fourth, the focus on collective risks with multi-
ple deaths per event in national risk assessments excludes 
the leading causes of death (cardiovascular diseases, can-
cer, respiratory diseases)138 and the leading risk factors for 
deaths (high blood pressure, smoking, air pollution).139 
National risk assessments are effectively national disaster 
risk assessments, and primarily geared towards collective 
risks that require emergency services. While this is not a 
problem per se, it is important to be aware that they are 
not comprehensive. 

Fifth, differences in risk identification as well as 
the exclusion of some identified risks from disaster loss 
reporting limit the comparability of aggregated recorded 
disaster impacts across countries. For example, the inclu-
sion or exclusion of deaths from traffic accidents can 
shape national disaster statistics.140 The inclusion or ex-

clusion of biological hazards can massively change global 
disaster statistics (see section 6.3).

9.1.2	 Likelihood Analysis
First, not all countries aim to assess the likelihood of haz-
ards in a systematic and quantified way. Of the analyzed 
countries, the Netherlands, Switzerland, Sweden, and the 
UK have attempted to do so. Finland includes a trend as-
sessment of the likelihood (decreasing, stable, increasing) 
in their national assessment, and more specific probabili-
ties in their local assessments. Austria includes a qualita-
tive assessment. France, Germany, and Italy avoid likeli-
hoods altogether.

The assessment of the baseline annualized prob-
ability of many hazards is admittedly difficult. Hence, refus-
ing to indicate a probability range for a hazard with a state-
ment, such as “there is no reliable scientific estimate of 
when the next pandemic will occur”141 may sound reason-
able or even scientifically rigorous. Yet, likelihood is a funda-
mental aspect of risk. In its classic definition by Knight, risk 
is defined as likelihood times impact.142 If it were impossi-
ble to assign any range of probability, it might be more ad-
equate to talk about uncertainty rather than risk. Without 
a likelihood assessment, there can also be no annualized 
expected loss, making it unclear how a national risk assess-
ment is supposed to fulfill its purpose of helping with the 
priorization of preparedness and mitigation efforts.

Moreover, the inability to predict something 
precisely does not mean that every scenario is equally 
(un-)likely. Indeed, the selection of a few scenarios for 
analysis from the infinitude of possible scenarios is not 
random, but includes the implicit assumption of a mini-
mum level of plausibility. Otherwise, it might be hard to 
explain why countries analyze the scenario of an influen-
za pandemic and not that of a plague pandemic, or a ter-
rorist attack and not an alien invasion. Hence, it is better 
to think in terms of levels of uncertainty.143

Vagueness may be a risk-averse strategy that of-
fers less (political) attack-surface as some scenarios be-
come reality and others not. However, overall it seems not 
only preferable but necessary for a national risk assess-
ment to assign probability ranges to hazard scenarios.

Second, there are examples of significant differ-
ences in probability assessment of cross-border hazards, 
such as nuclear accidents, severe pandemics, severe space 
weather, and a large volcanic outbreak. In most of these 
cases, it was possible to subsequently trace back these 
differences to different methods or assumptions. In the 
nuclear scenario, the main difference appears to be be-
tween a probabilistic safety assessment that primarily 
looks at failure rates of parts, and an approach focusing 
on the historical frequency of accidents. For severe pan-
demics, all actors appear to start with the historical fre-
quency, but Swiss Re also downgraded the severity of his-
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toric outbreaks based on modern medicine. For a 
Carrington-like solar storm most reply on historical fre-
quency. Switzerland also uses the historical frequency 
but adapted to a model that assumes a decreasing prob-
ability of such an event over time. 

Third, for most non-geophysical hazards, the 
annualized probability of an event should not be commu-
nicated as an average return period. For example, Swit-
zerland expects a major data center outage once every 20 
years, a biolab incident once every 1,000 years, and a nu-
clear accident once every 2.5 million years.144 This may 
suggest a too long time horizon of the analysis to the 
reader. The Swiss report does not make an assessment of 
the level of nuclear accident risk beyond the next ten 
years, let alone 2.5 million years from now. Accordingly, 
return periods may also mistakenly suggest that the risk 
level will remain fixed for a long time. However, all tech-
nological and social risks change over time due to dynam-
ic factors. Even the characteristics of many natural haz-
ards are changing, for example, due to climate change. 
Overall, this may overemphasize decreasing risks (e.g., 
cold waves), and underemphasize future (e.g., AI) and 
emerging risks (e.g., heat waves, cyberattacks). Hence, an-
nualized probabilities of occurence are preferably com-
municated without years (e.g., 1 per cent or 1 in 100).

9.1.3	 Impact Analysis
First, there are differences in impact analysis, including the 
types of impacts considered. In general, differences in ex-
pected impact are a less reliable signal of output incoher-
ence than differences in the hazard probability for cross-
border risks. This is because vulnerability and exposure to 
cross-border risks are expected to vary more between the 
reviewed countries, due to factors such as differences in 
GDP, demographics, urbanization, health system capacity, 
or electricity grid resilience to space weather.

There are also differences in the types of impacts 
that countries have considered. For this reason, countries 
could cross-check with other countries to see if they have 
overlooked key factors. It seems that cross-border impacts 
from domestic risk sources that spill over into one or more 
neighbouring countries are often not considered. The im-
pact of cross-border risks generated in one or more neigh-
bouring countries is primarily considered if there is no risk 
source of the same type within the assessing country (e.g., 
the impact of volcano outbreaks on air travel).

Second, most countries do not have a consistent 
formula for how to compare different types of impact. The 
main exception among the analyzed countries is Switzerland, 
which has conversion factors that translate all forms of im-
pact into financial damage.145 The EU’s suggestion of creating 
separate risk matrices per impact type146 has not been fol-
lowed by the analyzed countries, nor would it help to make 
different types of impacts comparable for risk prioritization. 

The UK’s risk assessment is a positive example 
in that it aims to bring these types of impacts together. 
However, it still has shortcomings. First, it is still unclear 
how to accumulate impacts across categories. Hence, a 
hazard that is evaluated on Level B on five impact catego-
ries, may be assessed lower than a hazard that only has 
one type of impact but reaches Level C. Second, the con-
version rates between different types of impacts are in-
consistent across event sizes because the impact levels do 
not scale equally across types of impacts. For example, 
we can compare the upper limit for loss of life and eco-
nomic losses in the first four impact categories:
•	 Level A: 8 deaths, 10 million GBP = implied value of a 

statistical life 1.25 million GBP.

•	 Level B: 40 deaths, 100 million GBP = implied value of 
a statistical life 2.5 million GBP.

•	 Level C: 200 deaths, 1 billion GBP = implied value of a 
statistical life 5 million GBP.

•	 Level D: 1,000 deaths, 10 billion GBP = implied value 
of a statistical life 10 million GBP.147

The UK’s national risk assessment mentions that the scale 
indicators are approximations and “should NOT be read 
as a set of criteria that needs to be met in order for an as-
sessed risk to be classified at these levels.”148 Such lan-
guage provides an opening for accumulated impact and a 
hedge against any notion of incoherence, but it also un-
dermines the purpose of a risk assessment, or renders it 
more subjective.

Third, on a related note about public health, 
countries sometimes estimate the burden of disease or 
impact of an intervention in quality-adjusted life years 
(QALY).149 For example, the death of a nine-year old per-
son would lead to a loss of more QALYs than the death of 
a 90-year-old person due to the difference in remaining 
life expectancy. Such differentiation may be relevant for 
scenarios that disproportionally harm specific age groups. 
For example, in the COVID-19 pandemic the mortality 
rate grew exponentially with old age.150 Statistically, older 
aged people are expected to have multiple co-morbidi-
ties151 and less life expectancy than younger people. 
Hence, the questions of how to attribute deaths to a 
cause, and whether to take into account life expectancy, 
are relevant for pandemic scenarios. At the same time, 
such fine-graded distinctions remain a secondary issue 
compared to the general problem of correctly accounting 
for high impact risk in assessments (section 9.2).

Fourth, there are opportunities for more map-
ping of risk interlinkages. While there is a widespread ac-
knowledgement of the need to take into account inter-
linkages and cascading effects for impact analyses, the 
operationalization is not easy.152 It is also worth re-iterat-
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ing that some of the identified risks are hazards, whereas 
others are failures of critical infrastructure. If both types 
of risks are included in an assessment, it may happen that 
the impacts of certain risks are counted twice in the same 
assessment, whereas others are not (e.g., the risk of a 
coldwave that can cause an electricity supply shortage, 
and the risk of an electricity supply shortage that can be 
caused by a coldwave). This is not a big problem, but it is 
still worth keeping in mind.

9.2	 The Case against  
Risk Matrices

The previous section highlighted that standards are not 
sufficient for coherence between national risk assess-
ments. This section goes further by arguing that risk ma-
trices as a key standard for process coherence are not al-
ways useful and sometimes even harmful.

First, it should be noted, that the recommenda-
tions to use a 5x5 matrix are underdefined, as they are 
only accompanied by approximate qualitative sugges-
tions on what the categories could be. In practice, Euro-
pean countries use a smorgasbord of category defini-
tions.153 Meaning, these categories differ substantially 
between countries, both in absolute terms, as well as rel-
ative to the national population or GDP. As such, 5x5 risk 
matrices are not sufficient for comparability

Figure 1. 5x5 Risk Matrix, adapted from EU reporting guidelines.

Second, as highlighted in section 9.1.3, some national risk 
matrices are also not self-consistent, as they consider dif-
ferent types of impacts without ensuring that these grow 
in lock-step along an axis.

Third, and most importantly, risk matrices can 
introduce distortions in risk communication and prioriti-
zation. Several authors including Cox (2008)154 and 
Thomas, Bratvold, and Bickel (2014)155 have highlighted 
general limitations of the use of risk matrices. These in-
clude range compression, centering bias, and category-
definition bias. 

However, what is most relevant in the specific 
context of national risk assessments is that risk matrices 
systematically understate extreme impact risks. 

9.2.1	 Extreme Impact Risks
Over longer periods of time, many if not most expected 
disaster deaths do not come from the aggregated impact 
of many “moderate” scenarios but a few “worst case” sce-
narios. Hence, if we care about reducing disaster deaths, 
we cannot exclude extreme impact risks as inconvenient 
outliers from our risk analyses. The outlier is the norm 
when it comes to historical data of disaster deaths.

From the foundation of the UNDRR in 1999 to 
2020, about 1.2 million people worldwide died due to nat-
ural hazards according to the data from EM-DAT. Of those, 
nearly half died in just three disaster events: The 2004 In-
dian Ocean earthquake and tsunami, the 2008 Myanmar 
cyclone, and the 2010 Haiti earthquake, each of which 
caused close to, or more than, 200,000 deaths. Similar 
patterns for disaster deaths can also be found in a num-
ber of other hazard domains and countries. 

Yet, EM-DAT excludes pandemics. The World 
Health Organization has recorded more than 6.7 million 
deaths due to the COVID-19 pandemic as of January 
2023.156 As such, COVID-19 arguably was responsible for 
more than 80 per cent of worldwide disaster deaths since 
the founding of UNDRR. In fact, if we take the model of 
the Economist, the true death toll lies between 16 and 28 
million people,157 making the COVID-19 outbreak as a sin-
gle megadisaster responsible for about 95 per cent of all 
disaster deaths in the 21st century.

Why risk matrices understate extreme risks:
Risk matrices can assign higher qualitative ratings to 
quantitatively smaller risks. This is because the quantita-
tive values of estimated probabilities and impacts are re-
duced to a few categories. Hence a risk with “Impact 5” 
and “Probability 2” is assessed as a lower priority than risk 
with “Impact 4” and “Probability 4”, even if the former has 
a higher annualized expected loss. The minimum values 
required to enter the second lowest or highest category 
on an axis are particularly impactful because the lowest 
and highest categories are often open-ended towards 
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Figure 2. Comparison of the threshold for the highest impact category in a risk matrix and expected/confirmed deaths (as of 22 November 
2022) in a pandemic. 

very low and very high values, respectively. In practice, it 
is mostly low thresholds for reaching the maximum im-
pact category that create distortions. Pandemic scenarios 
provide a good example of this:

•	 Finland expects 9,050 deaths in a severe influenza 
pandemic, which is 45 times higher than the 200 
deaths to reach the maximum impact category.158

•	 Sweden expects 8,000 to 10,000 deaths in a pandem-
ic influenza, which is 160 to 200 times above its 
maximum impact threshold (50+ deaths).159

•	 France did not project expected deaths in a influenza 
pandemic, but COVID-19 shows that its maximum 
impact category of 1,000+ deaths is inadequate160.

•	 In the UK, expected deaths in the influenza scenario 
are 200 to 300 times higher than the maximum 
impact threshold (1,001+ deaths).161

•	 Germany’s SARS scenario has 7.5 million expected 
deaths, which is 750 times higher than the maximum 
impact threshold (10,000+ deaths).162
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Figure 3. Pandemic scenarios and COVID-19 deaths divided by the threshold for the highest impact category in national risk assessments.

The comparison of the highest impact categories in na-
tional risk assessments with the expected deaths caused 
by a severe influenza pandemic and the confirmed deaths 
by the COVID-19 pandemic in Figures 2 and 3, shows that 
only Switzerland163 and the Netherlands164 have chosen 
categories that roughly correspond to the size of the risk. 
The possibility of a more severe pandemic, such as the 
German SARS scenario, would not fit adequately into the 
impact categories of any selected country.

In short, the main advantage of the risk matrix in 
ISO 31010 is that it is simple and easy to use. However, for 
a national risk assessment, it is the author’s opinion that 
5x5 matrices are neither required nor particularly suitable. 
They reduce the output resolution of risk assessments, 
which can lead to significant misrepresentations of the re-
sults of a multi-hazard risk analysis. Specifically, they tend 
to understate the importance of very high impact risks.

9.2.2	 Alternatives 
There are multiple options to complement or replace a 
traditional risk matrix for comparative risk visualization 
and priorization. What these approaches have in com-
mon is that they aim to follow the golden rule of data vi-
sualization: “the representation of numbers, as physically 
measured on the surface of the graphic itself, should be 
directly proportional to the quantities represented.”165

Scatter plot: The most simple solution is to 
keep a figure with likelihood and impact on the x- and y-
axes, but to use a continuous scale rather than a small 
number of discrete categories. This avoids previously dis-
cussed threshold effects.

Bar charts: Vertical or horizontal bar charts can 
be an easy and effective way to compare the annualized 
expected loss of different hazards. Switzerland plan to 
use bar charts to complement its risk visualization.166
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Treemap charts: Treemap charts in which the 
size of the annualized expected loss is proportional to the 
size of a square can be an easy and effective way to com-
pare different hazards. For example, the MIT Observatory 
of Economic Complexity makes extensive use of tree map 
charts,167 and Switzerland plant to use it to complement 
its current risk visualization.168

9.3	 Multi-Level Risk Assessments

Whereas the previous sections have discussed issues 
around national risk assessments, this last section briefly 
discusses the vertical dimension that ranges from local, to 
national, to regional, to global risk assessments. Specifi-
cally, it considers the mismatch between political and risk 
boundaries that are typical for cross-border risks.

(Re-)use of risk assessment capacities: Local 
governments will often have a better understanding of 
their local geography, local critical infrastructure, local di-
saster history, local emergency response capacities, and 
operational learnings from disaster response than nation-
al or international actors.

At the same time, smaller local governments 
and countries may lack adequate risk assessment capaci-
ties to analyse regional and global risks in-depth. Does it 
make sense if a small local government with limited re-
sources aims to estimate the likelihood of a severe solar 
storm or a global pandemic? At best, it is a duplication of 
efforts at higher levels. At worst, it is a duplication of ef-
forts combined with less trustworthy results due to more 
limited resources and access to experts.

Providing re-usable and adaptable outputs on 
an international or global level is probably undervalued 
compared to establishing interoperable methodologies. A 
stronger pool of re-usable content in risk identification, 
risk characterization, macrotrends and their impact on 
hazard probability over time would facilitate the national 
risk assessment work in smaller and poorer countries. As-
sessments from a higher political level may still be adapt-
ed to the local context. For example, a pandemic risk 
model may account for local age structure, travel pat-
terns, and healthcare capacity. However, it does not make 
sense to start at zero. This kind of interoperability and 
knowledge transfer already works quite well in many 
countries between the national and the local level. How-
ever, today, there is no readily available global disaster risk 
assessment on which national risk assessments could 
build.

Mismatch between political and risk boundar-
ies: Ultimately, it is not just the risk assessment, but also 
the risk ownership that becomes misaligned with the 
scope of risks above the national level.

This creates a collective action problem, where 
countries can be incentivized to underinvest in risk reduc-

tion if a large share of the consequences are cross-border 
spillovers, which cannot always be internalized in a semi-
anarchic international system.169 

Countries that are affected by regional and 
global risks that originate outside their borders may be in-
clined to focus their national strategy on mitigation rath-
er than prevention. For example, much effort is placed on 
preventing pandemics, as they are almost bimodal be-
tween early containment (>100,000) and the infection of 
a large share of the world population (1+ billion). Yet, 
countries spend more time and energy on national pan-
demic response plans than they contribute to pandemic 
prevention across borders.
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10	 Conclusion
This report has compared national risk assessments of 
five cross-border risks in Europe. This comparison has re-
vealed differences in risk identification, likelihood analy-
sis, and impact analysis.

•	 Electricity supply shortage: This regional risk has 
been evaluated as the biggest amongst 44 analyzed 
risks in Switzerland. Yet, it has not been identified as 
a risk in most other countries – at least until the 
Russian invasion of Ukraine in 2022 and its conse-
quences for European energy security.

•	 Nuclear accident: The likelihood assessments for 
major accidents range from 1 in thousands to 1 in 
millions. The former appear to be informed more 
strongly by the historical record of accidents, where-
as the latter is informed by probabilistic safety 
assessments.

•	 Pandemic: Swiss Re’s model assumes a lower 
likelihood of a severe pandemic than most national 
assessments, based on downwards adjustments to 
the severity of historical pandemics due to modern 
medicine. With the exception of Germany, the most 
severe pandemic scenarios in national risk assess-
ments use a CFR that is substantially lower than that 
of several successfully contained infectious disease 
outbreaks in the recent past. 

•	 Severe space weather: Switzerland assigns a lower 
baseline probability to a Carrington-like geomagnetic 
storm than the UK and Swiss Re because it models 
the historical record with the assumption of a 
decreasing hazard rate.

•	 Volcanic outbreaks: There is a large difference in the 
likelihood estimate between the UK and Switzerland, 
the cause of which the author could not identify. 
Differences in categorizations of historical outbreaks, 
airspace closures, and overseas territories may be 
contributing factors. 

Aside from such specifics, the report shows that the ap-
proach of looking for output incoherences between coun-
tries, and using these as a starting point for follow-up 
questions and discussions, can be fruitful. A Delphi survey 
could go further than this report in clarifying reasons for 
disagreements between experts in the assessment of 
cross-border risks.

Furthermore, the report has used the selected 
risk assessment comparisons to highlight a number of 
more general considerations for national risk assess-
ments. These include:

•	 Risk identification: There remains ambiguity over 
what should be included in a national risk assess-
ment. Should the focus be on hazards, infrastruc-
tures, or trends? What qualifies as a collective risk 
and what as an individual risk?

•	 Risk matrix: The standard 5x5 matrix used in ISO 
31010 and EU recommendations can introduce 
distortions in risk communication and priorization. 
Specifically, the qualitative assessment in a matrix 
does not have to correspond to the quantitative 
assessment of annualized expected loss. This effect 
can lead to the underestimation of risks with 
extreme impacts, such as a pandemic.

•	 Level of analysis: Cross-border risks might be better 
analyzed and managed if there was more risk 
assessment capacity and risk ownership on regional 
and global levels.

This list of general issues is not comprehensive and this 
report cannot answer all questions that are raised within 
it. However, it has hopefully provided an overview, a few 
concrete suggestions for improvements, and a useful im-
petus for further discussions and developments of na-
tional risk assessment practices and procedures.
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