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1. Executive Summary

1.1 Objective

This report is the third reiteration in an ongoing series
dedicated to identifying and examining evolving trends
relevant for civil protection. It offers an overview of rele-
vant trends that are expected to have a substantial im-
pact on Switzerland and its civil protection system over
the next five to ten years. The report is part of the Federal
Office of Civil Protection’s (FOCP) initiative to strengthen
horizon scanning capabilities in the field of civil protec-
tion, which is a dynamic field that requires continuous ad-
justment. It underscores the importance of early detec-
tion and assessment of emerging challenges and
opportunities, particularly for policymakers and other
stakeholders.

The primary objective of this report is to pro-
vide a solid basis for adapting and enhancing civil protec-
tion strategies on the three levels of government (federal,
cantonal, communal). It aims to be a valuable tool to iden-
tify key areas for investment, improvement, and strategic
prioritization. Additionally, this report supplements the
existing research done by the FOCP, in particular the Na-
tional Risk Analysis process.*

The methodology used for this report has been
instrumental in bringing together relevant stakeholders
from across the entire spectrum of the Swiss civil protec-
tion system. It offered an opportunity to gather insights
from practitioners at the communal and cantonal level
through to federal authorities involved in strategic civil
protection planning. This collaboration is key to develop-
ing a cohesive and evidence-based approach to civil pro-
tection and it ensures that Switzerland stays ahead in
terms of effective risk management and opportunity har-
vesting. The authors would like to express their gratitude
to the participants of the workshop and survey for their
valuable contributions to this report.

1.2 Structure and Methodology

The report is structured in two closely linked parts. The
first part is a systematic analysis of 12 selected trends, fo-
cusing on the uncertainties, challenges, opportunities,
and potential policy implications for the Swiss civil pro-
tection system. The second part examines the implica-
tions of these trends on civil protection, viewed through
the lenses of Impact, Adaptability, and Knowledge.

The evaluation of trends in this report is in-
spired by the Delphi method, an anticipatory method
that leverages panels of experts to generate insights in
areas with limited information, or to anticipate future

scenarios and better prepare for change. The strength of
the Delphi method for this report lies in the comprehen-
sive examination of the civil protection system, in which
the knowledge from a variety of experts is compiled and
then reflected in the conclusions. The method is struc
tured into a four-step process, as detailed in Figure 1, and
based on techniques successfully used in previous edi-
tions of this series.

Step 1 consisted of extensive desktop research
in order to obtain up-to-date knowledge about develop-
ments and future trends in the field of civil protection.
This phase involved examining previous trend reports, ac-
ademic studies, and recent changes in the Swiss civil pro-
tection system. At the end of this phase, 12 key trends
were selected for further examination. The authors con-
ducted a comprehensive analysis of these trends, focus-
ing on four key aspects: uncertainties, challenges, oppor-
tunities, and policy implications. When examining the
challenges and opportunities, these were evaluated
based on their impact on civil protection in all stages of
disaster risk management, in accordance with the Inte-
grated Risk Management Cycle used by the FOCP.2

In Step 2, the objective was to collect expert
opinions on the 12 trends in terms of Impact, Adaptabil-
ity, and Knowledge from three key expert groups: (1) rep-
resentatives from the FOCP and the wider federal admin-
istration, (2) representatives from cantonal civil protection
authorities, and (3) professionals from the private sector
and academia. Participants were given a survey, in which
they were asked to rank the trends in the three dimen-
sions of Impact, Adaptability and Knowledge in order of
importance from 1 to 12, with one being the most impor-
tant and twelve the least important. A definition of these
three dimensions is given in Substitute with: in Chapter 4.
In the subsequent analysis of the results, qualitative in-
sights were combined with descriptive statistics such as
mode and average.

In Step 3, an expert workshop was convened on
September 27 2023 to discuss the trends and review the
aggregated survey results. The workshop began with an
overview of the individual trends to ensure a common un-
derstanding. The experts then discussed potential chal-
lenges and opportunities associated with the trends and
evaluated their impact on the Swiss civil protection sys-
tem. An important aim of the discussion was to identify
ongoing projects, best practices, and flagship initiatives
in Switzerland relevant for each trend.

Step 4 involved revisiting the potential uncer-
tainties, challenges, opportunities, and policy implica-
tions of each trend, informed by the outcomes of Step 3.
The authors collected expert opinions and integrated
them into the report to create a thorough and reliable
analysis of the trends and their relevance for the Swiss
civil protection system. The results of this process are pre-
sented in this report.
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Figure 1 Methodology of the study
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1.3 Results
This report examines 12 trends that are relevant to the
Swiss civil protection system. These trends impact vari-
ous aspects of the system, resulting in a wide range of
possible actions for affected institutions. In many cases,
the ability to directly influence these trends is limited,
which underlines the need for their early detection. Fore-
sight and horizon scanning exercises are vital and should
consider scenarios that cover all stages of disaster risk
management. To this end, it is not always necessary to
develop new methods, but existing tools, such as the In-
tegrated Risk Management Cycle, can be used effectively
to identify both challenges and opportunities arising
from the respective trends.

The report outlines five strategic areas for
strengthening the resilience of the civil protection system.
First, civil protection should go beyond the role of a mere

emergency response service that it has played in recent
decades. It has the potential to transform into a versatile
and well-coordinated platform that involves a variety of
different actors, including spontaneous volunteers. It can
become a comprehensive system that not only supports
collaboration between different actors, but also promotes
solidarity and provides additional benefits to society.

Second, the interconnected and multidimen-
sional nature of the trends discussed in this report show
that the Swiss civil protection system needs to evolve to
cope with the complex disasters and emergencies in the
future. This evolution requires the integration of people
with a wide variety of expertise, spanning from techno-
logical to social disciplines. Another important aspect is
the institutionalization of knowledge exchange be-
tween all civil protection stakeholders to effectively
manage the complexity of current and future disasters
and emergencies.
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Third, in situations where resources are limited
or investments in new assets are substantial, pooling re-
sources through international platforms, either multilat-
erally or bilaterally, becomes crucial. Such an approach
not only helps to manage resources efficiently, but can
also improve cooperation in cross-border crises. At the
same time, there should be a strong focus on promoting
individual preparedness and involvement. Continuous in-
dividual and community involvement emphasizes per-
sonal responsibility and collective action within the
framework of civil protection strategies.

Fourth, navigating the ever-growing technolog-
ical landscape requires sound legislation and regulation
to ensure its safe and responsible use while encouraging
innovation. Such legal frameworks would strengthen the
confidence of civil protection authorities and the general
public in technological solutions and provide efficient
tools for crisis management. Effective policy frameworks
should also include the training of civil protection person-
nel and promote the exchange of knowledge.

Lastly, for civil protection to truly evolve and
achieve these ambitious goals, support at all levels of gov-
ernment is essential. Political will is needed to legitimize
and prioritize civil protection initiatives, especially in the
face of competing national interests and budgetary con-
straints. Persistent political advocacy facilitates the de-
velopment and implementation of effective policies, reg-
ulations,and strategies to meetthe evolving requirements
of civil protection.

2 Introduction

2.1 Civil Protection in
Switzerland

Swiss civil protection is an integrated system designed to
protect the population and their livelihoods in the event
of major incidents, disasters, emergencies and armed
conflicts, to contribute to limiting and coping with inci-
dents and to take appropriate precautionary measures.?
The system brings together five main partner organiza-
tions: police, fire service, healthcare, technical services,
civil defense (Zivilschutz). Responsibility for these organi-
zations lies with the 26 cantons, each of which operates
in its own municipal, regional, and cantonal area of re-
sponsibility. The cantons are responsible for the training,
management, and leadership of civil protection activities
and ensure that responses are carried out in a timely and
appropriate manner. They oversee the deployment of the
partner organization within the framework of civil pro-

tection and manage intercantonal cooperation. At the
federal level, the Federal Office for Civil Protection (FOCP)
plays a coordinative and supportive role, assisting the
cantons, municipalities, and partner organizations in their
civil protection duties. The FOCP may take on the respon-
sibility for coordinating and managing incidents that im-
pact multiple cantons, the entire country, and neighbor-
ing countries. It is in charge for the systems for warning,
alerting, and informing the authorities and the popula-
tion in the event of imminent dangers and incidents.

The operational scope of Swiss civil protection
is expected to expand in the coming years. This expansion
is being driven by the increasing frequency and severity of
extreme weather events associated with climate change,
as well as societal and technological shifts that bring new
risks that could jeopardize the security of Swiss society.
The FOCP’s National Risk Analysis of Disasters and Emer-
gencies in Switzerland serves as guideline for strategic civ-
il protection measures over the next decade.* It forms the
cornerstone for proactive planning and event prepared-
ness at all levels of government. The hazard catalogue
provides a comprehensive list of hazards relevant for civil
protection to which Switzerland is exposed, including
those that could have serious consequences for the coun-
try.* Due to the increasing complexity of crises and the
influence of trends outlined in this report, it is likely that
the catalog will evolve to include emerging threats be-
yond Switzerland’s historical risk profile.

The role of Swiss civil protection authorities is
also evolving and going to extend beyond traditional disas-
ter response and reconstruction related to natural hazards.
The 2021 Swiss Security Policy Report® and the 2022 Supple-
mentary Report’ highlight the need to safeguard critical in-
frastructure and address historical maintenance issues. In
2023, the Federal Council approved the updated National
Strateqy for Critical Infrastructure Protection® (CIP). The
strategy lays the foundation for future efforts to improve
national resilience with regard to critical infrastructure by
implementing eight measures. The FOCP has committed to
periodically reviewing this strategy to ensure it remains in
line with the evolving security landscape.

Technological advancement is expected to
modernize Swiss Civil Protection, for example with the in-
tegration of new communication systems. The current
POLYCOM secure radio network for rescue and security
authorities and organizations, which serves more than
55,000 users, is set to be replaced by a more advanced,
secured and broadband mobile system by 2035. The new
System for the Secure Exchange of Data is to be gradually
introduced from 2027 and will fill gaps in broadband tele-
communication systems in the event of technical failures,
cyberattacks, or natural and human-caused disasters.
These two communication channels will form the basis
for the organization of civil protection and offer new pos-
sibilities for future developments.
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The potential participation of Switzerland in
the EU Civil Protection Mechanism (UCPM) promises to
enhance the effectiveness of the Swiss civil protection
system. This collaboration could facilitate mutual assis-
tance among member and participating states in crisis
situations by leveraging the transnational expertise, net-
works, and resources of the UCPM. Such a partnership
would significantly support cantonal and federal authori-
ties in their efforts to prepare for, respond to, and adapt
to the future risk landscape.

Increased cross-sector collaboration will be-
come ever more important in Switzerland. Greater coop-
eration between federal, cantonal, and municipal author-
ities has proven crucial for efficient crisis management in
various scenarios. The COVID-19 pandemic has demon-
strated how important cooperation is for a unified re-
sponse to complex crisis situations. To facilitate this in-
creased cooperation, clearly defined roles, responsibilities,
and competencies are expected for both the Confedera-
tion and the cantons, particularly in case of intercantonal
or transnational crises. The reform of national crisis man-
agement structures in the wake of the pandemic will cre-
ate clarity in this area, which must then be put into prac-
tice in the event of a crisis. Planned regular exercises
should also help to cultivate and reinforce collaboration
between the Confederation, cantons, and municipalities.
The integration of more scientific advice and expertise
from outside the federal administration, including aca-
demic institutions and private sector entities, is expected
to enhance the capabilities of federal crisis management.
In situations where specialized resources are needed or
are stretched, the military can be called upon more to
supplement cantonal efforts, requiring continuous coor-
dination among the different levels of authority to man-
age and allocate resources appropriately.

The new State Secretariat for Security Policy
(SEPOS) in the Federal Department of Defense, Civil Pro-
tection and Sport will begin its work in 2024 and, among
other things, strengthen the civil sector in security policy.
SEPOS is intended to promote strategic leadership, par-
ticularly in times of crisis, and ensure a comprehensive
and integrated approach to national security policy.

2.2 Trend Definition and
Selection

In line with the two previous editions of this series, the
term trend in this analysis refers to a significant and influ-
ential development of social, environmental, or techno-
logical nature that will affect the Swiss civil protection
system in the coming years. These developments can al-
ready be observed today, but their impact on civil protec-
tion in terms of challenges and opportunities is likely to
increase over the next five to ten years.

While there are numerous trends that can im-
pact civil protection, this report focused on 12 key trends.
These trends were selected based on comprehensive
desktop research, consultations with FOCP experts, and
review of previous reports, as outlined in Section 1.2. This
approach ensures that the identified trends reflect the
latest developments and shifts in the Swiss civil protec-
tion landscape.

The report covers trends in three interlinked do-
mains: social, environmental, and technological. Each do-
main influences and is influenced by the other two. For
example, effective adaptation to climate change not only
requires technological innovations, but also involves sig-
nificant social considerations. Taken together, the trends
from these three domains have the potential to decisively
shape the strategies, tasks, and objectives of civil protec-
tion in the coming years.

The report contains a mix of immediate and
gradually emerging trends to provide a comprehensive
spectrum of relevant issues. The analysis by the authors
does not distinguish between trends and mega-trends,
nor are the trends ranked in terms of importance. Instead,
the focus of the analysis is on exploring broader patterns
associated with these trends, with the aim of providing
insights that can help inform decision-making. These
broader patterns are categorized into four areas: Uncer-
tainties, Challenges, Opportunities, and Policy Implica-
tions.

Uncertainties describe unpredictable elements
that can alter the course of a trend and lead to unexpect-
ed outcomes or deviations. The challenges and opportu-
nities arising from these trends result from various devel-
opments, innovations, and interactions. They were
identified through desktop research and stakeholder en-
gagement. Although the challenges and opportunities
listed are not exhaustive, they are likely to have a signifi-
cant impact on civil protection and should therefore be
considered. Where possible, they were analyzed using the
Integrated Risk Management Cycle tool, as described in
Section 1.2. The policy implications were also derived
from desktop research and stakeholder engagement.
They offer key insights into how the findings of this report
can inform and influence decision-making in the field of
civil protection. The degree of uncertainty and expected
outcomes associated with each trend can vary signifi-
cantly. However, taking a comprehensive approach that
takes into account the four patters Uncertainties, Chal-
lenges, Opportunities, and Policy Implications ensures that
each trend is assessed not only in its current context, but
also in terms of its potential future trajectory and impact.

Compared to the previous two reports in this
series, the trends featured in this edition have undergone
some evolution, reflecting not only the evolving land-
scape of civil protection in Switzerland, but also broader
environmental, societal, and technological changes, as
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Figure 2 Changes in selected trends compared to the previous reports
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represented in Figure 2. Some trends were included in all
three reports, such as Unmanned Systems. Others, like
Digitalization and Convergent Technologies, were intro-
duced in the second edition and continue to be relevant.
Several trends have undergone significant changes and
evolved or expanded to align more closely with current
developments. For instance, Climate Change has evolved
into Climate Change Adaptation. Similarly, Changes in
Norms and Values and Demographic Change in the first
report have been combined to Changing Demographics
and Social Norms in the second and third report. Geopo-
litical Change in the second report evolved into Geopolit-
ical Polarization in the current edition. Big Data in the first
report and Artificial Intelligence in the second report
were combined in the third report. New Media in the first
edition, and Social Media in the second edition have been
subsumed under the broader concept of Hyperconnectiv-
ity in the current report. Efficiency Pressures on Civil Pro-
tection Measures in the first edition transformed into
Sharing Economy in the second edition and is included in
this report as Collaborative Approaches.

Some trends have been excluded, as each edi-
tion only considers 12 trends. For example, Governance of
Critical Infrastructure and Mobility are not featured in the

current report. Their relevance has decreased compara-
tively, but this does not mean that they no longer have
any impact. Some new trends have also been identified
from report to report, such as Space-Based Capabilities in
the current edition. These adjustments underline the dy-
namic nature of civil protection and reflect the need to
periodically adapt to changing circumstances and new
challenges.

In line with the findings of previous editions,
this report underscores that all identified trends are inter-
connected, with each influencing and being influenced by
the others. To illustrate these interconnections, the au-
thors analyzed the challenges and opportunities associat-
ed with each trend and compared them to show how they
intertwine and connect the trends. The outcome of is rep-
resented in Figure 3.

In terms of challenges, Data and technology ac-
cess is the most interconnecting issue and is central to
most of the trends in the technological sphere. Essential-
ly, any prospective development or application of tech-
nologies in civil protection associated with these trends
will be significantly hampered if access to data or innova-
tion is either compromised or not well established. An-
other interconnecting issue is Cybervulnerability, which
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Figure 3 Interconnections between trends
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affects trends such as Unmanned Systems and Autono-
mous Robotics, Hyperconnectivity, Digitalization, Space-
based Capabilities, and Big Data and Artificial Intelligence.

In terms of opportunities, New opportunities for
use in civil protection emerges as the most interconnect-
ing feature, particularly evident in trends like Unmanned
Systems and Autonomous Robotics, Hyperconnectivity,
Digitalization, Social and Demographic Changes, Space-
based Capabilities, Big Data and Artificial Intelligence.
This outcome is unsurprising, as these trends provide nov-
el opportunities for Swiss civil protection to enhance its
preparedness. These trends encompass opportunities
that include both technological innovations and human
qualities, applicable across all phases of the Integrated
Risk Management Cycle.

Another strong interconnectivity that emerged
is Innovation, found in trends such as Climate Change Ad-
aptation, Growing Supply Dependency, Convergent Tech-
nologies, Space-based Capabilities, and Unmanned Sys-
tems and Autonomous Robotics. There are multiple areas
in which these trends are offering innovative solutions
designed to complement existing disaster risk reduction
operations.

2.3 Report Structure

This introductory chapter is followed in Chapter 3 by a de-
tailed analysis of 12 key trends that will have an impact
on the Swiss civil protection system. The methodical anal-
ysis of each trend follows a consistent structure. It begins
with an overview of the assessment of each trend by the
experts surveyed in the dimensions Impact, Adaptability,
and Knowledge. The ratings reflect the most frequently
assigned values by the experts and are based on the
stakeholder evaluations outlined in Section 1.2 of this re-
port. General background information is then provided to
ensure a common understanding and the uncertainties
associated with each trend are highlighted. Next, poten-
tial challenges and opportunities for each trend are exam-
ined and their potential policy implications for the Swiss
civil protection system are discussed. In Chapter 4, the
findings from the stakeholder survey are presented and
analyzed, and the perception of the trends by the stake-
holders is summarized. The report concludes with Chap-
ter 5, which covers topics that emerged across several
trends, and are therefore particularly relevant for the fu-
ture development and strategic adaptation of the Swiss
civil protection system.

10

3  Trends

3.1 Climate Change Adaptation

Impact: 1, Adaptability: 1, Knowledge: 1

1A -
1 B
] T
Impact
12
Knowledge !
Adaptability
! 12
3.1.1 Introduction

Climate change adaptation involves taking various meas-
ures and strategies across ecological, social, and econom-
ic domains to prepare for and adjust to the present and
expected impacts of climate change. This process requires
changing practices, processes, and infrastructures to re-
duce potential challenges and take advantage of oppor-
tunities that arise from climate-related changes. The na-
ture of adaptation actions and strategies varies widely,
tailored to the specific needs and circumstances of indi-
vidual communities, businesses, organizations, or entire
regions. Adaptation is a critical component of long-term
global resilience against climate change, which is impor-
tant for the protection of people, livelihoods, and ecosys-
tems.

In Switzerland, the progress of cantonal efforts
on climate change adaptation varies significantly.® Some
cantons have pushed ahead with the practical implemen-
tation of measures and are actively engaging their munic-
ipalities, while others are in the strategy development
phase, evaluating the need for action, or have yet to initi-
ate any substantial efforts.’® Following the adoption of
the Action Plan 2020-2025" by the Federal Council, a re-
newed action plan for climate change adaptation is antic-
ipated. In alignment with the Paris Agreement, Switzer-
land is committed to cutting its annual greenhouse gas
(GHG) emissions by at least 50 per cent from 1990 levels
by the year 2030, a target set independently of demo-
graphic or economic growth. The Long-Term Climate
Strategy** sets the net zero emissions target for 2050.
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3.1.2 Uncertainties

It is well established that human activities have led to an
increase of more than 1°C in the Earth’s climate since the
late 19th century, and that the effects of climate change
will continue to severely impact both the environment
and social systems.®* However, predicting the exact na-
ture and extent of these impacts is challenging due to the
complexity and cascading effects of climate-related
changes. This leads to considerable uncertainties in the
development of effective adaptation strategies.

For example, predicting the severity and dura-
tion of droughts and heatwaves is a challenging task that
is subject to great uncertainty, even if these phenomena
are expected to occur more frequently in certain regions.
Such unpredictability can have direct consequences for
water management, agriculture, and urban planning. Even
as efforts are made to modify and re-engineer ecosystems
to better cope with climate change through initiatives
such as reforestation or the creation of artificial wetlands,
their possible unintended environmental, social, and eco-
nomic consequences remain largely unknown.

Adaptation measures play a pivotal role in
building resilience, but it is worth noting that not all ad-
aptation measures strengthen resilience equally.** Imple-
menting large-scale and expensive adaptation projects
can reduce response diversity, i.e., the number of effective
options available to respond to a disaster. Additionally, in-
creasing adaptability to a specific range of shocks may re-
duce overall resilience to new or unknown ones.

Describing and quantifying the uncertainties
mentioned above holds significant weight in shaping de-
cision-making. On the one hand, governments and insti-
tutions are the primary enablers of the climate change
adaptation process. They can foster this process by imple-
menting appropriate regulatory frameworks and collabo-
rative strategies or hinder it by failing to enforce man-
dates and facilitate necessary change. On the other hand,
how experts and policymakers communicate uncertainty
about the effects of climate change can affect public trust
and acceptance, which can determine the direction of ad-
aptation efforts.

3.1.3

There are multiple constraints that can significantly re-
duce the range of adaptation options and opportunities
available to stakeholders and therefore fundamentally
limit adaptation capacities.

Challenges

+ The options for adaptation to climate change can be
limited by biological factors of humans, other species,
and ecosystems. The biological characteristics of
organisms determine their ability to cope with climatic
stressors through acclimation, adaptation, or behavio-
ral changes, as well as their ability to migrate to
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suitable regions. For species to fully develop their adap-
tation mechanisms, several generations must pass.

The capacity of human and natural systems to adapt
to a changing climate is linked to characteristics of
the physical environment, including the climate itself.
A variety of non-climatic physical factors also can
constrain adaptation efforts of natural systems. This
in turn influences the range of adaptation actions
that can be effectively implemented to manage risk
to water security and, subsequently, to agriculture
and food security, and energy security. The 2023
planetary boundaries framework update finds that
six of the nine boundaries are transgressed, suggest-
ing that Earth is now well outside of the safe operat-
ing space for humanity.*®

+ The long-term and short-term economic trends can
impact the ability of individuals and societies to
adapt to climate change. The challenge lies in finding
a balance between the immediate costs and the
long-term benefits. Insurance can provide a buffer
against the risks of climate change, but if it becomes
too expensive and largely inaccessible, it may no
longer be a viable adaptation tool. This creates an
equity issue, as wealthier societies may have an
advantage in adaptation, while less resource-rich
communities are more vulnerable.

+Social and cultural factors can shape risk perception,
influence which adaptation options are considered
useful, and determine the distribution of vulnerability
and adaptive capacity in society. Notably, the contri-
bution of local or indigenous knowledge to under-
standing risk perception is often overlooked, and
important aspects characterizing communities are
not fully addressed. For example, there are certain
elements that are unique to mountain communities,
such as place attachment or the role of religion in
determining risk perception, that are often neglected.
Overlooking these aspects can hinder the successful
implementation of climate adaptation strategies.?

3.1.4 Opportunities

There are various opportunities available for stakeholders
in different regions and sectors to seize when planning and
implementing adaptation strategies. In general, sustaina-
ble economic development is an overarching process that
can support adaptation and represents a significant chance
to reduce constraints and limitations on adaptation.

 Certain adaptation strategies can bring additional
advantages or co-benefits by promoting sectors
beyond the primary focus of reducing climate change
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vulnerability. There is growing recognition that taking
action to combat climate change can advance other
policy goals as well. For example, halving GHG
emissions would significantly reduce premature
deaths caused by air pollution.’”

«  Prioritizing adaptation actions in vulnerable commu-
nities that are most affected by climate change can
reduce social and economic inequalities. Additionally,
involving local communities in the planning and
implementation of adaptation measures can empow-
er people and ensure that their needs are represented
and addressed, promoting more inclusive governance.

+ The need to adapt to the rapidly changing climatic
conditions has prompted technological and social
innovations to cope with rising temperatures, rising
sea levels, and extreme weather events. This has led
to advancements in various sectors, for example in
agriculture, where drought-resistant crops*® and
efficient irrigation technologies are being developed,
or in construction, where buildings are designed to
be more energy-efficient and climate-resilient (see
3.3 Urbanization and Metropolization). In addition,
adaptation to climate change can also lead to the
creation of new economic opportunities and jobs.*®
As industries adjust to the changing climate, they can
explore new markets, which creates economic
incentives for entrepreneurs and businesses.

+ Adaptation provides an opportunity for increased
cooperation, knowledge sharing, and solidarity.
Collective efforts (see 3.6 Collaborative Approaches)
are essential for successful adaptation as they require
a wide range of expertise, stakeholder engagement,
and long-term planning. Useful collaboration for
adaptation can occur within organizations such as
small businesses and local municipalities, between
administrations, and between associations and their
stakeholders.

3.15

The new Swiss climate change adaptation strategy
must consider the need to act fast to implement
climate adaptation strategies, focusing on local
contexts and closing the gap between awareness
and action. The development of local plans and
collaboration with other countries to mitigate new
challenges are essential in this regard.

Policy Implications

Swiss municipal and cantonal authorities face
an urgent need to develop and implement adaptation
measures that mitigate the impact of climate-related dis-
asters, taking into account the specific local context. An
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obstacle in this process lies in the time gap between the
recognition of climatic trends and the implementation of
appropriate adaptation strategies.?® This gap is further
widened by a lack of comprehensive assessments from
civil protection bodies regarding the full implications of
climate change on their operations. The urgency of cli-
mate change adaptation requires a streamlined process
in which the recognition of risks is quickly followed by de-
cisive action. This gap between awareness and response
must be narrowed to ensure that local governments can
safeguard communities against the accelerating pace of
climate change.

Furthermore, the implementation of climate
change adaptation strategies needs to move from a reac-
tive to an anticipatory approach to avoid delays that can
result in missed opportunities to strengthen the resil-
ience of communities. The intersection of climate change
adaptation and disaster risk reduction is most pro-
nounced in the case of extreme weather events. Both re-
quire a focus on the entire integrated risk management
cycle, including measures aimed at prevention, prepared-
ness, and recovery.

Governance must ensure that adaptation ef-
forts do not inadvertently accelerate the effects of cli-
mate change. For example, measures such as the wide-
spread use of air conditioning, while providing immediate
relief from heatwaves, may contribute to longer-term cli-
matic challenges due to additional energy consumption.
Itis therefore crucial to follow the principle of sustainable
adaptation that does not undermine the overall resilience
of socio-ecological systems.

As global climate patterns shift, countries like
Switzerland need to anticipate and prepare for unprece-
dented challenges that were previously outside a coun-
try’s historical threat profile. One challenge that Swiss au-
thorities have to address, for example, is the possibility
that the warming of the North Atlantic waters could lead
to hurricanes occurring more frequently in Western Eu-
rope.?! Switzerland can draw on the experiences of other
countries in improving preparedness for new natural haz-
ards and improve local civil protection. To his end, robust
international collaboration is essential for effective adap-
tation due to the global nature of climate change. Form-
ing cross-border partnerships is not only beneficial for
sharing best practices, but also for sharing financial re-
sources and technological advancements that support
the implementation, evaluation, and monitoring of adap-
tation plans.??2 All these considerations should be ad-
dressed by Swiss policymakers when drafting up the new
action plan for climate change adaptation after 2025.
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CLIMADA — Weather and Climate Risks

CLIMADAZ stands for CLIMate ADAptation, a
probabilistic damage model for natural hazards
developed at ETH Zurich. This model calculates the
benefits of adaptation measures, including grey to
green infrastructure, behavioral changes, and more,
by calculating the damage caused by disasters.
CLIMADA is an open-source model that implements
the Economics of Climate Adaptation methodology,
which helps cities, regions, and countries to develop
climate-resilient solutions.

3.2 Social and Demographic
Changes

Impact: 3, Adaptability: 3, Knowledge: 5
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3.2.1 Introduction

The global population, including that of Switzerland, is
projected to increase into the 2030s before peaking and
then stabilizing.*?* In Switzerland, with the decline in
birth rate per woman, the proportion of older people
(aged 65 and above) is expected to rise steadily due to fac-
tors such as advances in healthcare, leading to an ageing
society and slowly exerting pressure on the proportion of
people in employment. Furthermore, social, economic,
and environmental factors are expected to increase mi-
gration flows. As a result, future governments will have to
deal with multi-ethnic, culturally diverse, and pluralistic
societies that are more heterogenous in terms of reli-
gious, linguistic, political, and socio-economic character-
istics.2#2>2627 With the ever-increasing digitalization of so-
ciety and industry, the benefits and dependencies on
technological solutions are transforming societal struc-
tures (Society 5.0).2 In addition, the future society will be
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characterized by increasing mobility, diversity reflected in
different forms of relationships and household struc-
tures, a divide between rural and urban dwellers due to
out-migration, and different lifestyles and work-life ar-
rangements (including the changing nature of work and
education).?>2930

3.2.2 Uncertainties

Social and demographic change will directly affect the
civil protection system and its organizations, as these en-
tities and institutions are designed and run by people for
people. Civil protection organizations will need to address
several issues, for example, how socio-demographic
change affects society’s preparedness places new de-
mands on mitigation and preparedness for disasters and
impacts the capacity to respond and recover depending
on exposure and vulnerability.*

The uncertainty in this trend lies in the numer-
ous elements that influence societies, which are them-
selves difficult to anticipate, but still act as push and pull
factors that shape future societies. These factors can be
of a technological, cultural, political, economic, or envi-
ronmental nature.3>* With the changes in society and de-
mographics, public service models are expected to adapt
and evolve. However, it is still uncertain what these
changes might look like. For civil protection and emergen-
cy organizations, these changes will potentially involve a
shift towards a workforce that possesses more analytical
and technological skills, while retaining essential human
qualities such as creativity and interpersonal skills that
cannot be replaced by technology.3*3*

For the Swiss civil protection system, one of the
most pressing uncertainties is staffing. Given the increase
in the foreign population and the decline in the birth rate,
it is uncertain whether sufficient personnel can be allo-
cated to Swiss civil protection under the current constitu-
tional and statutory frameworks. This is particularly criti-
cal when considering that Switzerland is approaching 9
million people, which inevitably raises the question of
whether the Swiss civil protection system can cope with
this population size.

3.2.3 Challenges

As socio-demographic change tends to occur gradually
and is often not noticed immediately, the consequences
are often overlooked or pushed aside. However, these de-
velopments pose a number of challenges for civil protec-
tion:

The growing proportion of the elderly population,
which is generally less mobile, less physically resilient,
and more reliant on external and specialized support,
poses numerous challenges. An increase in external



RISK AND RESILIENCE REPORT Trend Analysis Civil Protection 2035

support for emergencies and recovery is also expect-
ed for smaller households that can rely less on family
support.®

Pluralistic and diverse societies create a level of
heterogeneity that necessitates adaptations to civil
protection service models. These models must
account for socio-demographic vulnerabilities and
regional or community contexts to guarantee
equality and equity in service delivery. Such adapta-
tions are critical to meet the rising expectations of
civil protection services.3**

Finding the right balance to guide people during
prolonged periods of crisis or new forms of crisis,
increases the pressure to be transparent. Expecta-
tions for civil protection and emergency organiza-
tions will require increased public relations efforts as
certain crises and emergencies, such as climate
change exacerbated hazards, become more impactful
and responses are quickly judged and amplified by a
digitalized society.*

Considering the numerous changes and uncertainties
outlined, ensuring a sufficient number of well-trained
and qualified civil protection personnel is crucial.
Given the existing difficulties in recruiting and
allocating sufficient staff to the various civil protec-
tion entities, changes in work-life arrangements (e.g.,
part-time work, home office, etc.) or new perspec-
tives on what work and volunteering should contrib-
ute to may put further pressure on personnel
issues.?*3* Insufficient attention to and communica-
tion of preparedness in society could also further
strain the capacities of civil protection personnel.

3.2.4 Opportunities

Involvement in civil protection operations and active
monitoring of social and demographic changes before
they have a negative impact in a crisis can create new op-
portunities, such as:

Expanding the concept of demographic resilience®®,
as promoted by the UN Population Fund, to civil
protection can help to better anticipate and prepare
for emergencies. In this context, demographic
resilience involves a deep understanding in and
forecasting of population dynamics and demographic
trends that are crucial for maintaining stability and
security, particularly in multicultural societies. For
example, the demographic characteristics of age,
gender, and economic circumstances were identified
as useful predictors of the effects of the first wave of
the COVID-19 pandemic.* Understanding demo-
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3.2.5

graphic, societal, and social dynamics before and
during a crisis will improve crisis communication,
prevention, and intervention.

As the digitalization of society progresses, it can be
expected that this change will promote the integra-
tion of digital technologies into the civil protection
infrastructure (see 3.8 Digitalization). With the
number of people who have no digital affinity or
access steadily decreasing, there is an opportunity for
civil protection organizations to increasingly rely on
digital communication channels, warning systems,
and response mechanisms.

Knowledge plays a crucial role in understanding
challenges such as climate change, in supporting
behavioral shifts, including risk-averse behavior, in
providing self-reflection like individual preparedness,
and in strengthening resilience for example through
local knowledge. To enhance the level of knowledge,
civil protection structures should find ways to leverage
social and demographic streams to turn risk knowl-
edge into mainstream knowledge. For example, the
rise and range of continuing education for adults could
serve as a platform for risk education in Switzerland.*

Shared risk perceptions, disaster experiences, and crises
situations create social cohesion, at least in the initial
phases of crisis management, as the COVID-19 pan-
demic or the war in Ukraine show. One outcome of this
process is the emergence of volunteers and volunteer
organizations. These groups can provide a substantial
workforce pool if they are included. They are also
increasingly needed, especially to deal with major or
prolonged crises. It is therefore essential to know how
to coordinate, manage, train, and value their work.**

While societal and demographic aspects are increas-
ingly considered in mitigation, preparedness, and
response, they tend to be neglected in the recovery
phase. Here, however, integrative civil protection
approaches (see 3.6 Collaborative Approaches) can
ensure that vulnerabilities based on socio-demo-
graphic characteristics are reduced in the future.*?

Policy Implications

Addressing social and demographic changes requires
a multidimensional perspective for civil protection
organizations. Demographic shifts, such as
population growth, ageing, and changes in
community composition, pose challenges that
require workforce sustainability strategies, enhancing
volunteer engagement, and the promotion of
inclusivity in all civil protection activities.
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Social and demographic changes often unfold slowly and
sometimes go unnoticed or are suppressed until they
prove to be significant factors in society’s exposure and
vulnerability. These evolving factors require a multidi-
mensional approach from policymakers and civil protec-
tion organizations to address them effectively. This trend
will impact both civil protection and emergency organiza-
tions as well as the communities they serve. One chal-
lenge will be to create a sustainable pipeline of staff and
reserve personnel. The trend will also have an impact on
the population, beneficiaries, or victims assisted by the
civil protection systems. For example, ageing or more het-
erogenous communities can shift vulnerabilities and re-
quire adaptations to approaches and communication
methods.

Demographic change is a pressing issue for Swit-
zerland, as the population will to continue to grow and age
throughout the 2030s. Nearly a quarter of the Swiss popu-
lation consists of foreign nationals, which makes it diffi-
cult to recruit them for certain positions in civil protection
and emergency services. At the same time, the number of
willing and able candidates for civil protection organiza-
tions is declining. While the Federal Council is evaluating
new service models,* civil protection organizations must
continue to actively sustain their workforce, for example,
through employer branding, expanding or broadening tar-
get audiences based on equality and inclusivity, etc.

An additional consideration in this context is the
sustainable integration of volunteers. As social cohesion is
often strengthened in times of crisis, it is crucial for civil
protection systems to involve volunteers not only in the
immediate aftermath of a disaster, but in all phases, in-
cluding mitigation, preparation, and recovery. Therefore,
recognizing, managing, and valuing volunteer efforts is of
importance for the civil protection system. The Swiss Red
Cross, for example, considers volunteering to be one of the
pillars of its work, and therefore puts structures and pro-
cesses in place to coordinate these engagements.**

To reduce pressure on civil protection personnel
and systems, a deeper understanding of the characteris-
tics of the diverse landscape of communities, including
exposure and vulnerability, could enable more targeted
communication on mitigation efforts and increase pre-
paredness in case of an event.

Mapping social capital for urban resilience

SOKAPI-R is a German research project aiming to
spatially capture the social-capital in individual
urban areas. By identifying social cohesion, and
relevant changes in network connections within
communities, this project fosters a better
understanding of community resilience and social
adaptation in crisis scenarios, or in situations where
these capacities may be lacking.*
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3.3 Urbanization and

Metropolization

Impact: 11, Adaptability: 8, Knowledge: 3
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3.3.1 Introduction

Urbanization is the process by which more and more peo-
ple live and work in cities instead of rural areas, leading to
the growth and expansion of urban areas as a result.
Metropolization is the process by which several already ur-
banized spaces expand further and merge to form a me-
tropolis. In view of the predicted increase in the global
population by 2050, this development seems unstoppable
and is considered one of the most important and trans-
formative trends of the 21 century.*® The UN assumes
that around 70 per cent of the world’s population will live
in cities by 2050.77 Although this trend is particularly evi-
dent in developing countries, where 90 per cent of urban
growth is taking place, it is also significant for industrial-
ized countries.*® While urbanization and metropolization
often improve people’s standard of living, these develop-
ments also amplify numerous existing risks and bring new
challenges for authorities and civil protection.* Although
Switzerland has no huge cities, it is one of the most dense-
ly populated countries in Europe and is in many parts de
facto urbanized or metropolized throughout.*

3.3.2 Uncertainties

Although this trend is generally regarded as inevitable, its
pace, characteristics, and associated consequences vary
considerably from one urban space to another. The social,
economic, and political context of a country influences
how quickly or slowly the urbanization and metropoliza-
tion of a region progresses. Numerous other factors such
as geography or international developments, for example
migratory movements, also play a role. This makes it diffi-
cult to predict exactly how and to what extent this trend
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will affect specific cities, regions, and countries in the
coming decades. The same applies to the challenges and
opportunities intensified or newly created by this trend,
as these depend heavily on the specific local characteris-
tics of the trend.

However, this trend is a relatively slow and fun-
damentally not new development, which makes forecast-
ing and planning easier. Regions do not urbanize over-
night, especially not in industrialized countries. This gives
policymakers and authorities the opportunity to influ-
ence the trend to a certain extent and steer it in a desired
direction. In most cases, the necessary regulatory policies
do not have to be newly invented, but can build on what
already exists, allowing the authorities to draw on histor-
ical experience. The same applies to dealing with the chal-
lenges and opportunities arising from the trend. Here too,
the responsible authorities can anticipate developments
and intervene if necessary. Due to the diversity and com-
plexity of urban spaces, there will be strong differences in
how exactly a specific city will deal with this trend and
the associated uncertainties.

3.3.3

The concentration of people, industry and infrastructure
in metropolitan areas poses several challenges for disas-
ter control:

Challenges

« The failure of critical infrastructure in urban areas
affects more people and has significantly greater and
longer-lasting consequences than in rural areas.
Critical infrastructures are central to the functioning
of urban life, which is why they are often concentrat-
ed in and around cities. Prolonged disruptions, for
example to energy or water supplies, continue to
affect the social and economic life in cities long after
the direct impact has passed.

+ Urban spaces have higher and more complex disaster
risks than rural areas due to the concentration of
people, infrastructure, and business activity.>* More
urban spaces in the future will mean more civil
protection activities in cities to manage new and
particular risk and disaster patterns. In addition to
the specific physical and social vulnerabilities of city
dwellers, it is also important for civil protection
authorities to consider that the number of people in
cities swells considerably during the day due to
commuters, especially in countries with highly
mobile populations such as Switzerland.>?

« Urban areas are a major source of CO? emissions and
are at the same time strongly affected by their
consequences. Cities emit large amounts of CO? due
to their high energy intensity, transportation, and
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economic activities.>® The consequences of climate
change act as a threat multiplier in cities, as they
accelerate and exacerbate numerous existing risks of
urban spaces, such as health issues, water scarcity or
increased soil sealing and surface runoff.>* They also
impair the quality of life in urban spaces and increase
operating costs, for example through repair or
adaptation measures to the infrastructure.

Low social cohesion in cities leads to a reduced
resilience of their inhabitants. Despite their higher
population density, life in cities has always been
more anonymous than in smaller communities for a
variety of reasons, resulting in a thinner social
network of their residents. Current and future
advances in communications technology are likely to
exacerbate this tendency by allowing city dwellers to
stay in touch with friends and relatives in far-flung
locations, further reducing the incentive to connect
with theirimmediate peers and neighbors.>

3.3.4 Opportunities

Urbanization and metropolization is a relatively slow-
moving trend that allows civil protection to adapt and
seize opportunities as they arise for all phases of the Inte-
grated Risk Management Cycle:

+ Nature-based solutions (NbS) offer cities the oppor-
tunity to reduce disaster risks through prevention
and preparedness as an alternative or complement to
traditional gray infrastructure or technological
solutions, while improving the quality of life of
residents. NbS in the urban context include green
and blue infrastructures, such as public parks, green
roofs and facades, artificial water bodies, but also
non-anthropogenic or hybrid solutions, such as urban
wetlands for flood control.>® They also help to
mitigate the negative effects of climate change, such
as heat waves. For example, the city of Zurich has
developed a heat reduction plan that includes NbS to
prevent overheating, relieve vulnerable areas and
preserve the city’s existing cold air system.*”

Smart cities can increase urban resilience in all
phases of the Integrated Risk Management Cycle by
using information and communication technologies
and related means. More than fifty Swiss cities and
municipalities are already actively developing their
own smart city concepts, albeit often with little
consideration of civil protection aspects.*® The
possibilities of smart cities for civil protection are
almost limitless and will only increase in the future:
from smart growth strategies to reduce risk expo-
sure, to critical infrastructure networked with
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sensors, to smart traffic management for faster
emergency response times, and loT sensor networks
to improve situational awareness (see 3.8 Digitaliza-
tion).®®

+ Despite the greater anonymity, there are many
informal social networks in cities such as friends,
work colleagues, clubs or religious groups with
resources and assets that can be mobilized during a
crisis and improve the overall resilience of the
community.®® Implementing concepts that increase
social cohesion within urban neighborhoods through
small-scale development, such as the 15-Minute City
that is being discussed in Zurich and elsewhere, can
also significantly help with this.®*

- Cities have the financial, political, and human capital
to reduce risks and seize opportunities. From econo-
mies of scale to proximity to critical infrastructure,
and professional emergency services, cities have
better conditions and more resources than rural
areas to deal with anything related to civil protec-
tion.”* They also have the ability and capacity to act
as independent entities that have relatively greater
political autonomy to make and implement decisions
compared to their rural counterparts.®

3.3.5

Risk-optimized urbanization and metropolization
incorporate existing experiences and give cities a
stronger voice in civil protection matters. Innovative
approaches such as NbS, Smart Cities and concepts
for social resilience should be used extensively.

Policy Implications

Although urbanization and metropolization is a relatively
slow trend, the risks in urban spaces are dynamic and can
change relatively quickly. To maintain the effectiveness
and efficiency of risk reduction strategies in cities, it is im-
portant to continuously monitor the risk landscape
through regular assessments, to communicate changes,
and to identify and implement appropriate solutions as
part of sound urban risk management and spatial plan-
ning.

The future growth and densification of Swiss
cities should be based on risk-informed planning and de-
velopment to prevent risks from occurring in the first
place. Although each city is unique, they can learn from
each other regarding the changing risk landscape and
possible solutions, for which formal and informal forums
for exchange are needed. At the political level, cities will
become even more important in the future, which is why
it could make sense to actively involve large cities in pre-
paredness in civil protection in addition to the federal and
cantonal levels. Cities have the financial and technologi-
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cal resources and know-how to integrate the latest les-
sons and options into their risk management. NbS should
form the basis for dealing with the consequences of cli-
mate change in urban areas and receive the necessary fi-
nancial and political support.

In the event of conflicts of objectives within city
administrations, risk management aspects should be giv-
en greater weight in future. Civil protection aspects
should also be considered more at the outset of new
Smart City projects in Swiss cities. This does not necessar-
ily have to involve purely civil protection-related projects,
but it would be helpful to take greater account of the
needs of civil protection in new or existing projects. For
example, sensors could be used for multiple purposes or
set up at locations that also suit the needs of partner or-
ganizations.

The greater resources of cities also represent an
opportunity for the surrounding areas. The cities’ profes-
sional emergency services offer a pool of experts whose
skills and expertise could also be used outside the city
limits. Finally, cities are also feeling the effects of the pop-
ulation’s declining self-reliance and increasing depend-
ence on critical infrastructure. They should therefore also
be at the forefront of efforts to strengthen social resil-
ience, for example through projects to increase the au-
tonomy of neighborhoods or campaigns to increase the
self-organization of the urban population in times of cri-
sis. The concept of emergency meeting points, which has
already been introduced in several cantons, is also rele-
vant in this context. In the event of an incident, they can
serve as a nucleus for neighborhood self-organization
and should be perceived and used as such.®

Smart City potential for civil protection

In 2020, the city of Daegu in South Korea started a
smart city project with a strong focus on disaster
risk reduction.®* It includes, amongst others, a slope
collapse prediction service based on massive loT
networks, a sensor-based real-time heatwave
information and risk mapping service for the
inhabitants, a heat reduction system that
automatically lowers the air temperature in the city
through a cooling mist provided via streetlamps, an
Al-supported smoke, fire and accident detection
system based on video surveillance, and an
ambulance dispatch support service that optimizes
access routes based on real-time traffic information.
The project is targeted for completion in 2025.
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3.4 Geopolitical Polarization

Impact: 5, Adaptability: 12, Knowledge: 4
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3.4.1 Introduction

This trend refers to the growing tendency in geopolitics to
form blocs of like-minded states regarding various politi-
cal issues and the associated increased willingness to
solve issues through confrontation rather than multilat-
eral negotiations. The resulting fragmentation of interna-
tional politics weakens the rules-based multilateral order
and impairs international cooperation. One of the main
reasons for this development is the selective exercise of
leadership by the USA in recent years and the resulting
increase in competition between great powers and
emerging regional powers for spheres of influence.® To
assert their claims, these states use leverage such as po-
litical, economic, and military influence and the control of
technologies, resources, and supply routes. They are also
more willing to operate in the gray zone between armed
conflict and peace or to use blunt military force to pursue
their interests. At the same time, international security
organizations such as the UN are increasingly paralyzed in
their efforts to find multilateral solutions due to the lack
of consensus between the great powers. This trend has
far-reaching consequences, particularly for small, neutral
states such as Switzerland, which depend on a rules-
based international order with functioning multilateral
institutions.

3.4.2 Uncertainties

The phase of US dominance since the end of the Cold War
seems to be gradually coming to an end. However, it is
unclear what kind of stable international order will fol-
low, which creates a phase of instability and uncertainty.
Russia’s invasion of Ukraine in February 2022 has brought
some long-standing geopolitical tendencies to the fore
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and further reinforced them.®® It has widened the gap be-
tween Western democracies and authoritarian states
such as China and Russia, and extended bloc logic to trade
relations in technology and energy. The war has led to an
increase in US troops in Europe and made clear that the
USA, via NATO, will continue to be central to the conti-
nent’s security for the foreseeable future. However, given
the long-term strategic focus of the USA on the Asia-Pa-
cific region, it remains to be seen how long this commit-
ment will persist.

The EU intends to take on more responsibility for
European security but remains in large parts dependent
on the USA. Although relations between the West and
Russia will remain confrontational for some time, it is not
certain how far the geopolitical polarization will go in the
future on a global level, including in relation to other coun-
tries. Will Russia orient itself consequently towards Asia in
the future or will it eventually become part of a new Euro-
pean security architecture? Will China and the USA drift
further apart or find ways to coexist without military con-
frontations? Will geopolitical polarization turn into eco-
nomic polarization, resulting in different blocs with their
own trading systems, technological standards, and re-
serve currencies? The exact extent and depth of geopoliti-
cal polarization will ultimately determine the challenges
and opportunities for Switzerland arising from this trend.

3.4.3 Challenges

Although there is considerable uncertainty regarding the
development of this trend, some overarching challenges
for Switzerland can be identified:

In an increasingly fragmented, transactional, and
confrontational international environment, multilat-
eral cooperation on global challenges such as climate
change, nuclear non-proliferation, or migration issues
will become more difficult.®” Binding commitments
between governments and compliance with interna-
tional rules by states and blocs will be harder to
achieve if their perceived interests lie elsewhere.
Everything becomes politicized, combined with the
expectation that every country positions itself, which
can be a challenge for neutral countries like Switzer-
land.

+ The dwindling willingness to cooperate in interna-
tional relations is leading to a less stable and more
dangerous world, in which states and blocs are more
likely to intimidate and coerce one another openly or
covertly through hybrid, conventional, or nuclear
means. The risk of not only more frequent but also
simultaneous crises increases. This has an impact on
the strategic orientation, the organization, and the
necessary resources of Swiss civil protection.
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« Anincreasingly polarized world increases the likeli-
hood of the weaponization of economic and mone-
tary systems by states and blocs in the form of
export restrictions, sanctions, currency measures,
etc.®® Reduced trade flows and technology exchanges
between blocs, as well as sudden supply disruption,
lead to welfare loss, a slowdown in innovation, and
more acute supply shortages, including for civil
protection relevant goods (see 3.5 Growing Supply
Dependency).%®

« Geopolitical polarization will also likely affect access
to critical and emerging technologies such as 5G/6G
and Al, and the setting of technological standards for
said technologies, as they become instrumentalized
in competition between states and blocs. Technology
access is needed for standard setting, and standards
establish norms that guide future developments of
technologies by transporting political and societal
values, such as privacy and sustainability.” Diverging
standards hamper compatibility, interoperability, and
basic safety, and ultimately impact national security.
The ultimate consequence could be a de facto
technology decoupling between blocs.™

3.4.4 Opportunities

This trend offers some opportunities for Switzerland, but
like the challenges, they are subject to numerous uncer-
tainties and are heavily dependent on future develop-
ments:

« The increasing geopolitical polarization in the wake
of the Russian attack on Ukraine has led to a new-
found unity in transatlantic relations and revitalized
the institutions central to Europe’s security, such as
NATO and the EU — at least for the time being.”> Many
European countries have increased their defense
spending and new countries want to join NATO or
have already done so. For Switzerland, this means
greater security and may open up new or expanded
opportunities for cooperation in the area of civil
protection in the medium term, for example in
cooperation with NATO.

« Anincreasing blockade of multilateral cooperation in
international security organizations such as the UN
increases the strategic autonomy of regional cooper-
ation and can open up new opportunities in the form
of bilateral, minilateral, or informal approaches.
Regional, policy-specific cooperation between
like-minded states that is flexible enough to accom-
modate different ambitions and willingness to yield
sovereignty can provide an alternative to global
treaties and enable faster progress. Regional ap-
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proaches offer small countries like Switzerland more
opportunities to exert influence and shape policy,
including in civil protection.

« Alack of multilateral cooperation on global challeng-
es in international fora and the tendency towards
more bilateral negotiations may increase the demand
for mediation, good offices, and meeting venues.
Switzerland has extensive experience in these areas
and may offer a neutral platform and conference
location. The global challenges to be solved are
manifold and range from the war in Ukraine and the
future European security architecture to the global
health order and the climate crisis. In 2025, the eighth
session of the Global Platform for Disaster Risk
Reduction, a multi-stakeholder forum to review
progress in implementing the Sendai Framework for
Disaster Risk Reduction 2015-2030 and discuss the
latest developments in disaster risk reduction, will
take in Geneva, Switzerland.

Numerous crises in recent years and an increasingly
tense international security situation have height-
ened political and public awareness for security
policy issues. For example, the war in Ukraine has
greatly increased the interest of the Swiss population
in topics such as alerting, protective shelters, and the
supply situation.”? Civil protection can use this
attention to its own advantage.

3.4.5

Geopolitical polarization places international
cooperation and experience sharing at the heart of
comprehensive civil protection that is more closely
integrated into national defense. More and
simultaneous crises require optimized early
detection and crisis management structures.

Policy Implications

Geopolitical polarization will make cooperation with Eu-
ropean partners and security organizations even more
important for Swiss civil protection in the future, for ex-
ample in the areas of security of supply, NBC protection,
adaptation to climate change and civil defense. The inten-
tion of Switzerland to participate in the UCPM is an im-
portant step in this direction.”* Increased cooperation
with NATO in the civil-military field would also be benefi-
cial for civil protection but depends on the willingness of
the Member States to cooperate.

Swiss civil protection should take advantage of
the newfound attention to security issues in the wake of
the pandemic and the war in Ukraine, both politically and
socially. The Supplementary Report to the 2021 Security
Policy Report concludes that a stronger focus of civil pro-
tection on armed conflict should be examined.”” Howev-



RISK AND RESILIENCE REPORT Trend Analysis Civil Protection 2035

er, higher defense spending does not automatically lead
to more resources for the civilian components of national
defense. A situation in which the tasks of civil protection
in an armed conflict should be given greater weight again,
but the necessary financial and personnel resources are
lacking, must be prevented. In a geopolitically polarized
world, there is a need for a comprehensive approach to
civil protection that repositions all elements of the inte-
grated system as an integral part of national defense,
similar to what was the case during the Cold War but
adapted to current and future circumstances. In addition
to its own historical experience, Swiss civil protection
could also learn from Nordic countries, for example,
where this is already the case today.”®

Resilience of a society can also be considered a
form of deterrence.”” To this end, civil protection should
not only focus on the primary risks of the last twenty
years, but also take into account the new and increasing
threats in a more unstable and insecure world. In this con-
text, the integrated system, and the performance profile
of civil defense should be reviewed.

Alongside armed conflict, issues such as hybrid
threats, the protection of critical infrastructure, protec-
tive shelters, and security of supply will become increas-
ingly important in the future. In addition to the interna-
tional organizations in Geneva, the Spiez Laboratory is a
potentially worthwhile target for malicious actors. The
cyberattacks on various Swiss websites, including those
of the parliamentary services, in the run-up to Ukrainian
President Zelensky’s address to the Swiss parliament in
June 2023, show that Switzerland’s political institutions
can also be caught between the fronts and that civil pro-
tection must be even better prepared for such situations.
The new strategy for the protection of critical infrastruc-
ture is an important component of this approach, where-
by cross-border cooperation will also become increasingly
important in this area, as Switzerland is also dependent
on foreign critical infrastructure.

The early detection of crises is similarly becom-
ing more important to anticipate developments in good
time and identify emerging threat vectors. This requires
systematic, continuous, and interdepartmental monitor-
ing of international developments, in which all the re-
sources and expertise available to the departments and
possibly the cantons are brought together in a suitable
form, for example in the National Emergency Operations
Center. In future, this process and the evaluation could be
supported by Artificial Intelligence (see 3.10 Big Data and
Artificial Intelligence). In addition to smooth processes
and interfaces, an early warning process also requires
suitable structures and vessels for communication be-
tween the various levels of government. The adjustments
to crisis cooperation between the federal government
and the cantons introduced in the wake of the pandemic
are important steps in the right direction.”
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In a polarized world, there will be more crises.
The crisis management structures at federal and cantonal
level need to be strengthened so that they are ready and
able to cope with rapidly and dynamically developing cri-
ses, which can also occur simultaneously. This primarily
concerns the areas of training, resources, situational
awareness, and round-the-clock availability.

New concept for protective shelters
in Switzerland

After the end of the Cold War, Switzerland did not
dismantle its shelters to the same extent as other
European countries. There are around 370,000
personal shelters and 1,700 larger shelters like
command and first aid posts across the country.” In
2023, the FOCP, together with the cantons,
developed a new concept for protective shelters as a
planning basis for the further development and
value retention of shelters in the coming 20 years.®°
In addition to structural and technical aspects, the
concept stipulates that every resident should have a
shelter close to their place of residence. Small private
shelters that are no longer operational are to be
increasingly replaced by the construction of larger
public shelters.

3.5 Growing Supply
Dependency

Impact: 2, Adaptability: 8, Knowledge: 2
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3.5.1 Introduction

The globalization of value and supply chains is leading to
a growing dependence on foreign suppliers for vital com-
modities, goods, and services. The experiences of recent
years with supply shortages due to disruptions and crises
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have highlighted the great vulnerability of globalized sup-
ply chains. Insufficient supply security can have direct and
indirect effects on civil protection, for example in the
form of shortages in medical supplies during a public
health emergency, or energy shortages.

Thanks to technological advances and reliable
logistics, the production of more and more goods and ser-
vices has shifted abroad in the last thirty years.®* Coun-
tries and regions have specialized in certain commodities,
goods, or services, dominating the global market. This of-
fers advantages such as lower costs, greater efficiency,
and better quality.®? In recent years, however, increasing
geopolitical polarization, the COVID-19 pandemic, and
the invasion of Ukraine have called into question the rea-
sonability of these developments.®> Many countries have
imposed import tariffs, sanctions, and other trade barri-
ers, while conflicts and other events have led to tempo-
rary disruptions in logistics, high transportation costs,
and bottlenecks in just-in-time production. Efforts such
as regionalization, on-, near- and friend-shoring have con-
sequently gained momentum. However, this dec
ades-long development can at best be reversed in a few
selected, strategic areas, while globalization will likely
continue to progress in most others.

3.5.2 Uncertainties

As a consequence of the numerous crises in recent years
and their impact on the supply of many commodities,
goods, and services, security of supply currently enjoys
higher political and societal attention than it did a few
years ago. However, it remains to be seen whether this
attention will last and lead to concrete steps to signifi-
cantly slow the trend, or whether the lessons learned will
soon be forgotten, and globalization will continue to ac-
celerate. This arguably depends to a large extent on fu-
ture developments in geopolitics and logistics.

Afurther increase of the polarization in interna-
tional relations (see 3.4 Geopolitical Polarization), espe-
cially between China and the USA or the West, would fos-
ter the bloc formation regarding global supply chains and
severely impact free world trade. As a result, today’s ten-
dencies toward on-shoring, near-shoring, and friend-shor-
ing would likely prove to be more than just short-term re-
actions to recent crises and disruptions before the
economic benefits of globalization returned to the fore.
Arguments against such a development, however, are
that shorter supply chains and regionalized production
are not necessarily more resilient to shocks, and that sup-
plier diversification, re-location, and redundancy capacity
outside of crises are likely to prove too expensive, ineffi-
cient, and impractical in many industries.®#*

Reliable and cost-efficient global logistics links,
provided primarily by international shipping, are a prereg-
uisite for international supply chains. They have been tak-
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en for granted over the last 40 years, but this is no longer
the case. They too are vulnerable to disruptions, crises, and
politicization, leading to price hikes, bottlenecks, and ca-
pacity constraints. In recent years, international maritime
trade has been characterized by high freight rates, con-
gested ports, chaos in container logistics, and a reduction
in capacity on key sea routes such as the Suez and Panama
Canals.® It is uncertain whether or not these challenges
will become more accentuated in the coming years.

3.5.3 Challenges

Growing supply dependency for vital commodities, goods
and services poses several challenges for the countries
concerned:

+ Import-dependent countries rely in vital areas on
long and complex international supply chains, which
are vulnerable to all kinds of disruptions and crises,
and whose costs can vary widely. An incident along
the supply chain can quickly impede or even prevent
access to vital commodities and goods. This challenge
is particularly pronounced for landlocked countries
such as Switzerland, which also need to transport
imports from seaports to the national border. For
example, in recent years, logistical challenges in
neighboring countries have repeatedly led to bottle-
necks in the supply of petroleum products to
Switzerland, even though the global market was
sufficiently supplied.®

+ The price pressure of global competition and just-in-
time production set limits to the resilience of
international supply chains. Precautionary measures
by the private sector such as higher inventories, spare
and surge capacity or redundancies increase the price
tag of vital goods and services and can jeopardize the
long-term survival of companies.

The strong geographical concentration of worldwide
production of certain commodities, goods, and
services increases the likelihood of a lack of surge
capacities and the instrumentalization of these
industries for political purposes. This increases the
vulnerability of import-dependent countries. For
example, before the COVID-19 pandemic, China
produced half of the world’s supply of clinical masks
and all mass-produced clinical gowns, which severely
impacted global availability during the crisis.®”

Import dependency cannot be easily reduced in times
of crisis. On-shoring takes time, if it can be done at all
due to the loss of skilled labor, a lack of long-term
economic viability etc. Partial on-shoring generally
improves security of supply only slightly and entails
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large upfront investments and/or higher production
costs.®* For example, Switzerland remained heavily
dependent on imports for the supply of protective
masks during the COVID-19 pandemic, despite
government support to increase domestic produc-
tion.®

3.5.4 Opportunities

Alongside challenges, the growing supply dependency
also offers opportunities that are relevant to all phases of
the Integrated Risk Management Cycle:

+ The high level of attention the topic currently enjoys
offers the opportunity to implement preparedness
and emergency measures to strengthen national
security of supply that would not have been political-
ly acceptable a few years ago, such as on-shoring and
additional stockpiling.® Civil protection organizations
could use the current awareness to improve the
overall resilience of the population, for example by
promoting self-responsible preparedness through
information campaigns, guides etc.*

+ Inmany cases, supply dependency cannot and need
not be prevented per se, but the underlying global
supply chains must become more robust overall.
Technological advances, such as digitalization or
automation, and the high level of societal attention
make it possible to implement appropriate measures,
such as innovation or (partial) on-, near- and
friend-shoring. For example, the United States,
Australia, and other countries are working to break
China’s near-monopoly on rare earths, which are
indispensable for advanced technologies, through
policies, support packages and own mining projects.”*

+ Long-term on-, near-, and friend-shoring of strategi-
cally important and highly concentrated sectors
brings additional benefits besides improving supply
security, such as economic growth, re-industrializa-
tion, lower carbon emissions, and improved labor
protection. This could also be used as political capital
in international relations and trade to build closer
relationships with strategically important partners.
For example, Taiwan has positioned itself in the
global semiconductor supply chain in such a way that
the country is indispensable for both the USA and
China, at least for the coming years.*?

« Supply dependencies and feared bottlenecks in vital
sectors can serve as an impetus for innovation and
increased sustainability. Technological innovations
can help to reduce supply dependency by making
certain imports superfluous.®* Depending on the
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criticality of the sector, the high investments and the
lengthy technological shift required to implement
them may be justified. An example of this is the
energy transition towards renewable energies in
many countries, which is at least partly motivated by
the desire to reduce dependence on fossil fuel
imports.

3.5.5

The management of growing supply dependencies
in critical sectors and any interventions in the
economy require political will and farsightedness.
Clear responsibilities, well-established processes and
sufficient resources are necessary to avoid and
overcome supply bottlenecks.

Policy Implications

The 2020 National Risk Analysis of Disasters and Emergen-
cies in Switzerland identifies an electricity shortage as the
greatest technical risk and a pandemic as the greatest so-
cietal risk for Switzerland in terms of probability of occur-
rence and expected damage.®® Switzerland is heavily de-
pendent on imports for the prevention and management
of both risks. This is why clear responsibilities and compe-
tencies are required that define exactly what precautions
are to be taken and by whom, and how early or late and
with what means the state may intervene should an
event occur. The coordination required for this should be
optimized so that the responsibilities and processes are
known and well-rehearsed by all federal, cantonal, and
private stakeholders involved. The topic should be the
subject of regular trainings and exercises. When shaping
structural and industrial policy, import dependency in
sectors relevant to civil protection, such as energy supply
or healthcare, should be considered and reduced where
necessary. Technological progress offers increasing op-
portunities in this regard.

Measures to overcome acute shortages must be
prepared with the necessary diligence and decisiveness.
The responsible authorities must have adequate financial
and human resources and receive the necessary political
support to be able to prepare suitable and binding meas-
ures together with the cantons, the private sector, and
the population. One of these measures is compulsory
stockpiling. Switzerland already stockpiles a wide range
of vital goods. The list of goods identified as essential and
suitable for compulsory stockpiling must be regularly re-
viewed and, if necessary, expanded together with the rel-
evant stakeholders from the administration and the pri-
vate sector.®* The first steps in this direction initiated by
the Federal Council at the end of 2023 must be consist-
ently pursued.® Binding obligations rather than voluntary
recommendations on stockpiling must be supported po-
litically and financially. For vital goods for which compul-
sory stockpiling is not possible, the political will and deci-
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sions are needed to find alternative solutions, for example
through infrastructure adjustments, long-term on-shor-
ing, government solutions and cooperation with neigh-
boring countries and the EU. Policies should promote agil-
ity for vital goods and services, e.g, through the
standardization of inputs and regulatory flexibility in
times of crisis. Critical infrastructures should have man-
datory legal requirements to ensure that they can contin-
ue to provide their vital services in the event of a short-
age. The intended hardening of the Swiss mobile phone
networks through emergency power supply is a positive
example for this.®® However, precautionary measures
should not be limited to the energy supply.

Civil protection and other relevant federal
agencies should support critical infrastructure operators
in identifying potential vulnerabilities and taking neces-
sary industry-wide precautions in coordination with de-
pendent sectors. The regular revision of the inventory of
critical infrastructures and the strategy for the protection
of critical infrastructures are important steps in this pro-
cess”. In addition, civil protection should continue to help
raise the population’s awareness of this issue and support
them with suitable means for self-help, for example in
the form of guidebooks.

Reporting platform for shortages of
therapeutic products

Switzerland’s supply situation with vital medicines
and vaccines has been steadily deteriorating for
many years. Since 2015, the Swiss Federal Office for
National Economic Supply operates a platform on
which actors in the healthcare sector must report
supply bottlenecks for certain vital medicines and
vaccines.”® The knowledge and foresight of market
participants is thus used in a structured way to
provide the authorities with a timely overview of
relevant supply disruptions and to enable the
implementation of measures such as compulsory
stock releases or recommendations to medical staff.
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3.6 Collaborative Approaches

Impact: 7, Adaptability: 1, Knowledge: 3
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3.6.1 Introduction

Collaborative approaches refer to the strategic partner-
ship of various stakeholders, including citizens, national,
cantonal and communal governments, federal authori-
ties, private sector, and non-profit entities, aimed at
strengthening the country’s resilience in civil protection.
This trend emphasizes the consolidation of resources, the
exchange of expertise and best practices, and the promo-
tion of cross-sectoral and cross-border partnerships. The
concept goes beyond mere cooperation or sharing of re-
sources and encompasses the collective efforts of inde-
pendently operating entities to transcend organizational
boundaries, levels of authority and sectoral divisions. The
objective is to collaboratively prepare for, respond to, and
recover from disruptive events. The adoption of collabo-
rative approaches in Switzerland is particularly relevant
due to the decentralized political system, which grants
cantonal and local authorities considerable autonomy, as
this creates a more nuanced and flexible collaborative
framework.

3.6.2 Uncertainties

Collaborative approaches in civil protection can entail un-
certainties that overshadow their benefits. Traditionally,
vertical hierarchies have been at the forefront of com-
mand-and-control strategies. While centralized ap-
proaches ensure structured responses, they risk preempt-
ing or even excluding community involvement. These
local entities often have to rely on themselves initially, as
external assistance can be subject to delays.®® Neglecting
local insights and capacities could limit timely disaster re-
sponse and hinder the community’s ability to continue to
respond to and recover from disasters. Achieving a bal-



RISK AND RESILIENCE REPORT Trend Analysis Civil Protection 2035

ance between hierarchical control and community in-
volvement is a challenging task.

Often, the distinction between coordination
duties of emergency managers and the on-site duties of
first responders is blurred. In smaller jurisdictions, such as
municipalities, these roles often overlap, with officials
such as fire or police chiefs serving as both emergency
managers and first responders. This intertwining can fur-
ther complicate the collaborative landscape.

Successful collaboration in these complex set-
tings requires a balance between cultural awareness and
a shared language. However, it is unrealistic to expect en-
tirely conflict-free interactions. Organizations may be re-
luctant to collaborate due to internal politics, cultural dif-
ferences, or past experiences. As an event grows and a
wider range of parties become involved, the establish-
ment of a unified command becomes necessary. While
this unified structure promotes better information shar-
ing and coordination, it limits inclusive decision-making,
especially in large-scale emergency response operations.
These scenarios create practical constraints to wide-
spread participation, resulting in concerns and uncertain-
ties about the representation of all stakeholders in the
decision-making process.

Uncertainty is inherent in collaborative ap-
proaches, as there is not one predefined structure for
such collaborations. These collaborations often emerge
spontaneously during large-scale events and vary de-
pending on the relationships between the stakeholders.
The characteristics of collaboration, including objectives,
conflicts of interest, power dynamics, level of involve-
ment, and strategies, also influence how actors will col-
laborate.’®® The complex causal structures of disasters
and their long-term effects add another layer of uncer-
tainty when it comes to establishing the best collabora-
tive relationships.

3.6.3 Challenges

The challenges inherent in collaborative approaches can
be magnified in decentralized emergency systems like
Switzerland’s, potentially hindering response efforts dur-
ing emergencies if not managed effectively.

+ Challenges to effective collaboration arise from the
inclusion of multiple actors in crisis management.
While there are practical constraints to participation,
especially when rapid decision-making is crucial,
cultural and conventional barriers further complicate
seamless collaboration.

+ Collaborative approaches towards disaster response
can be impeded by potential conflicts arising from
different priorities of the actors involved. The opera-
tional focus of first responders, which primarily
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emphasizes immediate relief, can sometimes clash
with the emergency managers who tend to prioritize
long-term strategic planning. Conflicts can also arise
due to the scarcity of resources when various local and
wider interests are affected. The water management
of Lago Maggiore, which is shared by Canton Ticino
and Northern Italy, is a classic example of the friction
between local and wider interests, with each jurisdic-
tion having its unique priorities. The collaborative
management of Swiss-Italian waters encounters
obstacles due to competing interests like irrigation,
fishery, tourism, and navigation. This issue is especially
prevalent during summers when high temperature
anomalies and low precipitation, worsened by climate
change, result in low water reserves in the lake.
Moreover, collaboration between trained professionals
and lay volunteers can lead to disagreements in major
crises due to differences in training and approach.

+ Collaborative disaster management efforts can be
hindered by communication challenges. Without
optimized channels, the amount of information
shared exchanged can become overwhelming, which
can lead to potential confusion. Different entities may
rely on different technological platforms, making
communication challenging. Different languages and
vocabularies across sectors and regions can pose
another hurdle. For example, much of the disaster-re-
lated terminology is in English, and the translation
into local languages is not always accurate. This can
be a barrier for policymakers and practitioners who
do not have a good command of the language.

During collaborative disaster management, the
involvement of multiple agencies and departments
can lead to a fragmented administrative process.
These entities may operate differently, which can
cause misalignments and inefficiencies. Deci-
sion-making can be protracted, requiring numerous
layers of approval and delaying emergency responses.
When multiple organizations work together, it can be
difficult to determine clear responsibilities.**
Overlapping jurisdictions can lead to confusion in
crisis situations, which underlines the need for
well-defined collaborative frameworks.

 Inthe absence of effective coordination, overlapping
services from multiple entities can lead to a waste of
resources. This redundancy can confuse the affected
population and create inefficiencies in relief efforts.

3.6.4 Opportunities

Collaborative approaches are particularly relevant for a
decentralized emergency system. A careful analysis of the
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opportunities offered by collective efforts will allow civil
protection to proactively equip itself to address mul-
ti-hazard disasters and their cascading effects.

Collaborative approaches are essential when dealing
with complex emergencies, which often involve
multifaceted challenges that cannot be overcome by
a single entity alone. Disaster events do not recog-
nize political borders, and often require a united and
robust response. An efficient cooperative framework
that spans across cantons, regions, and neighboring
countries can enhance response capacities and
address the limitations that often occur in central-
ized decision-making systems, such as delayed
emergency response due to distance or lengthy
bureaucratic processes. Collaborative approaches
also help overcome limitations in local communities
that may not have sufficient resources to respond to
emergencies.

Collaborative efforts enable the pooled management
of resources and promote a joint share-and-care
approach that fosters resource synergy. This pooling
goes beyond mere addition, as the integrated use of
resources from multiple stakeholders can lead to
outcomes greater than the sum of their individual
contributions. By strategically pre-positioning
materials near anticipated disaster zones, such a
unified approach ensures that resources are deployed
based on critical needs rather than availability,
ensuring optimal use. In the past, the UCPM’s pooled
resources on forest fires in southern Europe, where
firefighters, equipment, and aircraft from different
EU Member States have collaborated under a unified
strategy, have contributed greatly to improving the
overall emergency response.'%?

Through collaboration, training modules can be
standardized and harmonized to ensure uniform
preparation throughout the country. While specific
regions or entities may possess expertise in certain
areas, collaboration promotes the exchange and
transfer of knowledge and skills, thereby enhancing
the collective capabilities of civil protection. Collabo-
ration and open science have been widely recognized
as effective approaches to address global public
health challenges such as pandemics, antimicrobial
resistance, and climate change (see 3.1 Climate
Change Adaptation). The fight against COVID-19
highlights this effectively, as one-third of all vaccine
candidates were developed through partnerships.
This accomplishment was driven by unprecedented
global data sharing, unconventional collaborations,
and initiatives to share knowledge, intellectual
property, and technologies.**
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+  Well-established collaboration among various
entities involved in disaster prevention and prepared-
ness can significantly contribute to mitigating risks
and ultimately save lives. An example of this is the
European Flood Awareness System (EFAS), which
supports flood monitoring in large trans-national
European river basins. As the 2021 floods affected
large parts of western Europe, EFAS informed
neighboring countries (including Switzerland) about
ongoing or possible further floods.***

+  With world-renowned scientific institutions and
universities, Switzerland is uniquely positioned to
foster collaborations between academics, experts,
and civil protection authorities to develop evi-
dence-based strategies to detect, monitor and
respond to incidents or crisis situations. One example
of this is the collaboration between the Swiss EPFL
and the civil protection authorities in the develop-
ment of early warning systems for avalanches, which
combine academic research with practical applica-
tion. The Federal Council’s decision to better incorpo-
rate academic experts into crisis advisory groups in
December 2023 supports this trend.?*

+ Collaborative approaches can foster a sense of unity
among communities and thus strengthen their
resilience and collective capacity to cope with crises. If
public resources are scarce, the private sector may be
able to step in, as ARISE, the Private Sector Alliance for
Disaster Resilient Societies, shows. ARISE*® is a
network of private sector entities led by the UN Office
for Disaster Risk Reduction (UNDRR). By joining ARISE,
private sector companies voluntarily commit to
supporting and implementing Sendai Framework for
Disaster Risk Reduction 2015-2030 and contributing to
reducing disaster risk in communities worldwide.

3.6.5 Policy Implications

Effective collaborative approaches require proactive
planning, establishing of inter-agency cooperation
frameworks and strengthening local response
before emergencies. Emphasis should be given to
clear communication strategies that promote
mutual trust and strong leadership.

Collaborative approaches in crisis management require
meticulous planning and proactivity. Given the impor-
tance of a joint response to crises, it is crucial to establish
inter-agency collaboration frameworks and platforms be-
fore emergencies occur. Such groundwork helps build
mutual trust, familiarity, and a pre-established working
relationship among different entities. Each agency should
designate dedicated liaison officers who can facilitate
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communication and coordination across different enti-
ties. These officers should be proficient in official languag-
es and play a vital role in interpreting and disseminating
essential information across their respective agencies.
The report Bericht zur Verbesserung der Zusammenarbeit
von Bund und Kantonen in einer Krise, published by the
Federal Council in December 2023, takes a step in this di-
rection by recommending the implementation of the
concept of a single point of contact.?”

A robust and cohesive communication strategy
is of great importance in collaborative disaster manage-
ment, as communication challenges often occur. A clear,
unified approach in disseminating information across
multi-agency teams is crucial to prevent the spread of
misinformation and ensure that the public receives accu-
rate and consistent updates.

Collaborative approaches require strong and ef-
fective leadership that must bring together different,
sometimes conflicting views towards a common goal. Ef-
fective leadership demands proactivity, access to reliable
information, and structured methods for its dissemina-
tion. Leaders must also be willing to leverage available in-
formation, even if it is imperfect or incomplete, to take
decisive action. It is pivotal that these leaders undergo
training in consensus-building, negotiation, and conflict
resolution to guide collaborative approaches smoothly.
Given that even the most detailed and systematic emer-
gency plans cannot anticipate every situation, a manage-
ment style that emphasizes adaptability and flexibility is
crucial. This approach not only encourages innovation but
also ensures that a rapid and effective response can be
implemented when circumstances differ from anticipat-
ed scenarios.

A firm reliance on community involvement and
volunteer efforts makes collaboration at the grassroots
level particularly crucial. Local communities often must
rely on their own resilience and resources for a period of
time if central assistance is delayed. To respond more ef-
fectively to emergencies, individuals and communities
need to be invested in and supported as builders of re-
sponse capacity.

Involving a broader range of stakeholders can
complicate and potentially slow down decision-making
processes, but is crucial during critical phases of disaster
response. Stakeholder representation and participation
are particularly important in legitimizing recovery efforts,
which are instrumental in improving future disaster pre-
paredness. Equipping people with the necessary training
and skills and setting clear, actionable goals is crucial.
Such initiatives promote an open and participatory cul-
ture of civil service, which ultimately leads to a more agile
and responsive system in the event of emergencies.
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Civil protection pool of resources

The European Union Civil Protection Mechanism
(UCPM) aims to improve cooperation between the
EU Member States and ten participating countries in
the field of civil protection. Its primary objective is to
strengthen disaster preparedness by facilitating
rapid forecasting and the exchange of critical assets
and information. The UCPM plays a crucial role in
providing support when national resources and
response capabilities come under pressure, as
specialized teams and equipment, such as
firefighting planes, search and rescue and medical
teams, can be mobilized at short notice for
deployments inside and outside of Europe. In 2023,
the Mechanism was activated 116 times to respond,
among other emergencies, to war in Ukraine;
wildfires in Europe; COVID-19 in Europe and world-
wide, or assistance for consular support.1°

3.7 Convergent Technologies
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3.7.1 Introduction

Convergent technologies (CTs) refer to a process that inte-
grates and synergizes at least two traditionally unrelated
technologies or knowledge systems as they advance,
leading to new devices, services, or areas of research.*® A
prime example is the smartphone which integrates vari-
ous formerly unrelated technologies into one device. The
phenomenon of technological convergence is an impor-
tant source of innovation as it integrates the strengths of
different technologies, and transfers technologies from
one sector to another.*'° CTs often replace single-function
technologies or render them obsolete, leading to a pro-
gression or evolution of technology.*** There is no defini-
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tive group of technologies that are converging, but the
phenomenon affects scientific and technological fields as
diverse as nanotechnology, biotechnology, information
technology, cognitive science, genetics, robotics, and Arti-
ficial Intelligence (see 3.10 Big Data and Artificial Intelli-
gence, and 3.11 Unmanned Systems and Autonomous Ro-
botics). The synergies brought about by CTs create various
challenges and opportunities for civil protection.

3.7.2 Uncertainties

The emergence and development of CTs are subject to
many uncertainties. Technological convergence is not a
new phenomenon, but the ever-faster pace of technologi-
cal progress is expanding and dynamizing this process
more and more. The phenomenon has only been viewed
and analyzed through this lens for a few years, which is
why many stakeholders are not yet aware when they are
confronted with convergent technology or the resulting
challenges and opportunities. The multidisciplinary nature
and inherent technological dependencies of convergence
make it extremely difficult to predict whether technolo-
gies or knowledge systems will converge and, if so, when.
Convergence is not limited to a specific set of technologies
but can result from the interaction of technologies from
many different fields. Many of the most dynamic CTs are
so-called emerging technologies that have inherently un-
certain timelines and can develop faster or slower than ex-
pected.**? Accordingly, technological convergence does
not develop in a linear fashion and depends to a large ex-
tent on the right timing for mutual enrichment of technol-
ogies. External factors, such as the pressure to innovate in
the wake of the COVID-19 pandemic, can also have a sig-
nificant influence on the emergence and development of
convergence. The challenges and opportunities arising
from CTs are equally difficult to predict, as all possible out-
comes of planned developments in emerging technolo-
gies and their interactions with each other would have to
be considered. The multi-layered complexity surrounding
CTs makes the long-term prediction of developments in
this trend uniquely difficult. Therefore, most methods
used to date for a better understanding of CTs have been
limited to using information from patent databases for
short-term predictions or ex-post analyses, more recently
supported by machine learning.**?

3.7.3

The convergence of technologies is leading to a conver-
gence of challenges in many areas, which can have an im-
pact on civil protection.

Challenges

« CTs make it difficult for policymakers to establish
legal oversight and regulatory responsibility as they
merge and integrate multiple technologies from
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distinct functional categories.*** There is no longer a
clear one-to-one relationship between a convergent
technology and a responsible regulatory authority or
policy. As a result, CTs can remain self-, under-, or
non-regulated for a long time, which may increase
resulting risks.

« Many devices and services based on CTs collect and
use personal and machine data, for example, to
improve the user experience through anticipatory
results.’* A lack of transparency about what data is
collected and how and by whom it is used can cause
privacy concerns, especially if they are used in
sensitive areas. Aggregated data can be used, for
example, to identify users or reveal activity patterns.

« Many such devices also generate and consume large
amounts of data without employing strong encryp-
tion, e.g., to reduce the cost and size of devices or
increase battery life.*® This raises various data
security issues, such as a larger attack surface for
cyberattacks and data theft, for example, to compro-
mise biosecurity in laboratories.

+ The replacement of single-function technologies by
CTs and the increasing networking of convergent
devices and services with each other and the Internet
aggregate risks, with potentially catastrophic
consequences of outages and disruptions.**” For
example, a telephone outage in the past only
affected voice services, whereas an Internet outage
today would have cascading effects on numerous
areas.

+ CTs help “democratize” science by giving new actors
access to cutting-edge scientific tools. However,
broader, unregulated access combined with high
affordability creates new risks relevant to civil
protection. For example, the convergence of biologi-
cal sciences or chemistry with Artificial Intelligence
can be exploited for the design of new, more virulent
pathogens or the discovery of new, toxic chemi-
Ca|s'110,112

3.7.4 Opportunities

Despite these challenges, CTs offer several important op-
portunities relevant to all phases of the Integrated Risk
Management Cycle.

Technological convergence offers numerous ways to
save costs, e.g., through optimized use of resources
and energy and device management, fewer procure-
ments and real estate costs, shared use of infrastruc-
ture, and lower costs for the transmission of digital
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content.*® It also enables more cost-effective
production of a wide range of components, from
metals and alloys, chemically resistant polymers, and
entire buildings through additive manufacturing, to
the conversion of cells into “biofactories” for the
low-cost production of chemicals.**

+ CTs offer a better quality of service. For example,
networked, remote-controlled, or even implanted
smart sensors in combination with Artificial Intelli-
gence and big data (see 3.10 Big Data and Artificial
Intelligence) offer more efficient and comprehensive
monitoring for risk assessment and analysis.*?° In the
field of drug delivery, technological convergence
enables tailored delivery methods of medical
countermeasures to treat exposure to chemical
weapons.t?!

+ CTs are user-friendly and offer new possibilities for
training. The use of convergent devices such as
tablets is more intuitive and requires less training
than operating a classic computer, while the smart-
phone allows communication in many ways accord-
ing to user needs.**” Augmented and virtual reality
offer new teaching options, for example around
safety training (see 3.8 Digitalization).1??

« The convergence of technologies enables further
technological advances and agile innovation. This
phenomenon not only makes it easier for new players
to access high-performance technologies at lower
costs, but also opens up numerous possibilities for
dealing with urgency. For example, during the
COVID-19 pandemic, delivery services for nursing
homes and first responders as well as novel testing,
tracking and isolation processes, vaccinations, and
other medical procedures emerged within a very
short space of time.*??

3.7.5

Convergent technologies increase the need for
scientific expertise, monitoring capacities and
knowledge exchange across the administration to
identify and exploit arising opportunities. Emerging
risks must be addressed through appropriate
regulation, knowledge management, and scientific
advice.

Policy Implications

The current and future convergence of technologies and
knowledge systems offers almost endless possibilities for
optimizing the performance of tasks and the further de-
velopment of civil protection. At the same time, the sheer
scope of the possibilities, their identification, and target-
ed integration is a major challenge in exploiting the op-
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portunities for civil protection created by CTs. The phe-
nomenon is so all-encompassing that it is challenging to
agree on a suitable definition and to communicate its rel-
evance even to a specialist audience. Added to this is the
difficulty of predicting future CTs and their benefits for
civil protection. Technological convergence is often more
science-, market- or circumstance-driven than the result
of targeted R&D with a pre-defined goal. The occurrence
of convergence is therefore difficult to predict, the result-
ing opportunities relevant to civil protection are not al-
ways obvious and their realization often requires adapta-
tion, for example, of commercial devices and services to
the specific needs of civil protection. Swiss civil protec-
tion and the wider Federal Administration must have the
relevant expertise, systematically monitor developments,
and continuously identify opportunities in the form of
technologies, devices, and services. To this end, specialist
knowledge and disciplinary competencies must be broad-
ly distributed across departments.

The creation of regulatory transparency in this
trend is particularly urgent. The distribution of expertise
across departments would also help to develop capacities
at the federal level to clarify responsibilities, address reg-
ulatory issues surrounding this phenomenon, and tackle
them at the governance level. In this context, the Spiez
CONVERGENCE conference, hosted every two years by
the Spiez Laboratory in Switzerland, can provide an inter-
esting point of reference (see textbox).*>* Among other
things, it offers a platform for international exchange on
potential regulations regarding the challenges in arms
control arising from chemical-biological convergence. A
similar exchange forum for experts and policymakers at
the national level could be an opportunity to promote in-
terdepartmental exchange, create a common under-
standing of regulatory challenges, and discuss possible
solutions.

In addition to expertise and capacities for realiz-
ing the opportunities of CTs, civil protection also needs
specialist contact points with suitable knowledge man-
agement to be able to deal with the new risks and threat
areas arising from this trend. The integration of corre-
sponding specialist personnel into the structures of Swiss
civil protection is not only important for appropriate pre-
paredness and adaptation to the changing risk landscape,
but also for the rapid procurement of information in the
event of an incident. Future risk analyses and assess-
ments in civil protection should take into account and in-
corporate an ever-broader spectrum of experts from as
many disciplines and scientific fields as possible to do jus-
tice to the increasingly dynamic risk situation. Due to the
ever-increasing complexity of technological development
through CTs, the importance of scientific advice for poli-
tics and society will continue to grow in the future, for
which appropriate structures must be created, for exam-
ple in crisis management.*>* The proposal adopted by the
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Federal Council at the end of 2023 for the involvement of
ad hoc advisory bodies in crises, combined with a code of
conduct for scientific advice in crises, is an important step
in this regard.**

Spiez CONVERGENCE

Spiez CONVERGENCE is part of the Federal Council’s
Arms Control and Disarmament Strategy.'*” It brings
together experts from academia, industry, and
scientific policy advice to review the latest advances
in science and technology and how they may affect
the conventions banning chemical and biological
weapons.'?® In recent years, machine learning, deep
learning and Artificial Intelligence have had an
increasing influence on technological and scientific
advances, as demonstrated by an experiment
presented at the 2021 conference in which a
machine learning model generated 40,000 highly
toxic molecules in less than six hours. This led to
great media attention and high-impact publications
on dual use.**

3.8 Digitalization

Impact: 2, Adaptability: 1, Knowledge: 6
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3.8.1 Introduction

In its early stages, the process of digitization primarily re-
ferred to the conversion of information from analogue to
digital format. Today, digitalization encompasses the
comprehensive integration and use of digital technolo-
gies in all facets of social life and digital business con-
duct.’* The demand for digital services made digitaliza-
tion indispensable across all sectors of society and the
economy, ranging from the impact on employment, in-
come distribution, trade, productivity, and the environ-
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ment.*** Furthermore, digitalization intersects domains
such as the Internet of Things, 5G technology, blockchain
technology, big data analytics or Al, or virtual reality, and
has both direct and indirect effects on many of the other
trends in this report (see 3.9 Hyperconnectivity, 3.10 Big
Data and Artificial Intelligence).

The digital transformation of the economy is
further evidenced by the rapid increase in global internet
traffic, which has increased 25-fold since 2010.** Digital
data has become both a commodity and a driver of eco-
nomic growth.?® Digitalization fundamentally trans-
forms how we communicate, consume, live, and work.
However, this comes with its own set of risks and uncer-
tainties associated with the design, development, and de-
ployment of such technologies, as well as the respective
regulatory environment.*** Civil protection organizations
have progressively started to implement new digital
methods, without the large investments to back these
endeavors. The COVID-19 pandemic offered an impetus
to accelerate the process of digitalization and align civil
protection systems with digital solutions.**®

3.8.2 Uncertainties

Rapid technological advancements have outpaced cur-
rent regulations, many of which are based on multilateral
rules established before the digital era. This discrepancy
not only introduces legal ambiguities but has also raised
concerns over accountability and responsibility in the dig-
ital space. The EU has been at the forefront of attempting
to regulate the digital space whilst fostering innovation
with the EU Digital Services Act and Digital Market Act,
which comes into effect in 2024. However, the practical
implications and effectiveness of this regulation in the
rapidly evolving digital landscape, which transcends ad-
ministrative boundaries both domestically and interna-
tionally, remain to be seen.

Digitalization has blurred the traditional dis-
tinction between markets and sectors, which are now all
intrinsically interconnected.’® Since digital technologies
often intersect different regulatory frameworks, digitali-
zation is challenging the conventional notion of liability
and has brought the question of attribution to the fore.
The complexity of the regulatory-legal landscape sur-
rounding digitalization creates additional external risks
with regard to the adoption, deployment, and integration
of these technologies in disaster response.’>*

Many of the current digital solutions are de-
signed, procured, and distributed by private actors who
continue to expand their market power, while the govern-
ments that shape the regulatory environment are lacking
the agility to respond to the fast pace of digitalization.
This raises the question of how human-centric digital pro-
gress will evolve, and it remains unclear to what extent
development will be driven by economic profits, political
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power incentives, and dependence on the concentration
of resources in a few Big Tech organizations.**

Another major uncertainty lies in how resource-
and energy-intensive digitalization is and will be in the fu-
ture. Data centers, for example, are essential to digitaliza-
tion and are therefore subject to increasing energy
consumption, with varying environmental impacts. To-
day, the tech industry already accounts for around two to
four per cent of global CO? emissions. Operations related
to information and communication technology (ICT) rep-
resent around 20 per cent of global electricity demand, a
third of which is accounted for by data centers alone.’*®
This is followed by the overarching question of the re-
sources required for digitalization and a society that is en-
hanced by digital technology to foster sustainable eco-
nomic growth and societal well-being through the fusion
of cyberspace and physical space (see 3.2 Social and De-
mographic Changes).

Even if digitalization typically leads to greater
efficiency, civil protection organizations must consist-
ently plan for redundancies that can be activated in the
event of digital solution failures during disasters and cri-
ses. Scenarios such as loss of mobile connectivity or pow-
er supply shortages are of crucial importance. The reliabil-
ity of digital services under such conditions continuous to
be the subject of debate. It is not yet clear whether these
technologies will ever advance to the point where civil
protection and emergency organizations can fully rely on
them without any fallback options.

3.8.3

The increasing dependence on digital solutions, cybersecu-
rity issues, and the potential absence of transparent struc-
tures for data utilization and sharing pose many threats as
well as regulatory and ethical challenges, including:

Challenges

+ A major disadvantage of the interconnectedness
brought about by digital technologies is that the
increasing use of and dependence on digital technol-
ogies can hinder social and individual resilience
during disasters.’* This has been referred to as the
‘vulnerability paradox’, where individuals have
become so accustomed to and reliant on digital
infrastructure services that they are more vulnerable
in the event of a sudden disruption of these servic-
es.r*? In addition, the digital infrastructure and the
technology itself can be adversely affected by
disaster events. For example, the 2021 floods in
western Germany severely disrupted the telecommu-
nication infrastructure and it took two weeks for the
connectivity to be restored.**°

+ Cyberattacks are becoming increasingly common
during crises, as the numerous attacks on organiza-

tions such as the World Health Organization during
the COVID-19 pandemic have shown.**® An overview
of current incidents in Switzerland compiled by the
National Cyber Security Centre provides an insight
into the widespread threats in the digital space,
including cybercrimes and attacks on authorities,
businesses, critical infrastructure operators, and the
broader population.*** In this context, Swiss legisla-
tion has expanded its law on information security
and obliges critical infrastructure providers to report
cyberattacks.**

- Data protection cannot keep pace with the speed of
digitalization, and the right to privacy remains an
imperative challenge to overcome. Data that could
enhance civil protection capabilities is often sensitive
in nature, such as location tracking during a pandemic,
and can present significant obstacles to civil protec-
tion if not handled with ethical and protective care.

3.8.4 Opportunities

The use of digital technologies, as underlined by the Sen-
dai Framework for Disaster Risk Reduction 2015-2030",
has multiple benefits that can add value to civil protec-
tion systems, including:

Collection and storage of high-quality data over
longer periods of time can contribute to more reliable
forecasting models. For example, geographic infor-
mation systems, when integrated with open data
such as the location of evacuation shelters, are
particularly useful for creating and visualization
efficient evacuation routes that can help with
disaster preparedness.***

+  Cloud computing is a formidable tool for on-demand
network access and facilitates data collection. For
example, the establishment of a Shared Information
Platform for Disaster Management (SIP4D) in Japan,
an information sharing platform for public and
private sector data, has greatly facilitated disaster
risk response.*> Another example is the Swiss Data
Cube, a cloud archive for earth observation data.'*°

Data mining, in which large amounts of data are
extracted from user-generated content through
geo-tagging or spatio-temporal analyses, can be
pivotal for disaster risk reduction. An example is
Artificial Intelligence language models that identify
tweets with rescue requests and thus helps to locate
victims.**”,2#8 Crowdsourcing is another, a more
targeted approach, in which individuals contribute
data on affected areas via online platforms. A notable
example in this context is the OpenStreetMap



RISK AND RESILIENCE REPORT Trend Analysis Civil Protection 2035

platform, where digital volunteers provide their
expertise to track and collect spatial data in support
of humanitarian operations. For example, after the
earthquake in Haiti in 2020, the information provided
by users on the extent of the damage was used to
coordinate relief efforts. Similarly, the real-time
mapping of the floods in Jakarta was achieved
through data feeds on social media.***

« The digital representation of scenarios, objects, and
the environment by means such as virtual reality or
digital twins would allow simulations and tests, for
example for decisions by first reponders through
mimicking the effects of a natural hazard on a city.
Such digital solutions for civil protection could
include virtual or mixed-reality training grounds that
offer a range of different emergency situations so
that civil protection personnel can train a variety of
scenarios.** A virtual twin is a virtual replica of a
physical object, such as a critical infrastructure or a
city, which is constantly adjusted by feeding in
real-world data. This digital twin makes it possible to
simulate various scenarios, for example an earth-
quake, on the object and assess the consequences.**

3.8.5

Swiss civil protection organizations should embrace
digital solutions while remaining vigilant of potential
vulnerabilities and aligning with Switzerland’s 2024
digitalization strategy. The focus should be on
improving cybersecurity, ensuring the protection of
privacy, fostering digital skills, curating data
structures, and advocating for the interests of civil
protection in policy debates for informed regulation.

Policy Implications

Civil protection organizations must adapt to an increas-
ingly connected and data-driven world. First, there are
major concerns about the lack of regulatory agility to ac-
commodate the increasing pace of technological develop-
ments. However, this should not deter investments and
capacity building for digital civil protection solutions. This
approach is in line with guiding principles of Switzerland’s
2024 Digital Transformation Strategy, which encourages
laws to be designed to enable innovation and support
digital solutions whenever possible.***

Second, special attention should be paid to the
cybersecurity of all digital civil protection operations.
With regard to cyberattacks, strengthening cyber resil-
ience through coordinated disclosure of vulnerability,
transfer of know-how, or the application of ICT security
standards are some of the key priorities to consider.**? De-
veloping mitigation strategies is also crucial and requires
training in digital security, technical legal knowledge, and
investments in cybersecurity.**
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Third, for effective cybersecurity and the imple-
mentation and maintenance of digital solutions, it is es-
sential to have skilled personnel dedicated to civil protec-
tion-specific tasks.

Fourth, to fully exploit the benefits of digitaliza-
tion, appropriate data management structures must be
established. This includes the digitalization of informa-
tion that is currently analog or missing, the harmoniza-
tion of heterogeneous data, and the creation or automa-
tion of links between data sources from different
stakeholders and data owners. These steps enable the im-
plementation of digital processes such as data mining or
crowdsourcing and the maintenance of relationships with
other stakeholders, including critical infrastructure oper-
ators and scientists. Sharing information with these part-
ners increases the wealth of data and solutions. This
could eventually lead to centralized data repositories that
can be accessed by relevant civil protection actors when
needed, making them interoperable between different
actors who can use them for specific purposes.’*> A pio-
neering step toward such a concept was taken in Decem-
ber 2023, when the Swiss Federal Council adopted a set of
measures to enable a data ecosystem to strengthen crisis
response.t*?

Lastly, due to the sensitive nature of data and
digitalization in civil protection operations, it is crucial
that civil protection organizations actively participate in
policy debates. By participating in these discussions, they
can inform legislators about the potential benefits, chal-
lenges, and risks associated with digitalization in their
field and support the cause of civil protection in future
regulation.

Exploring digital solutions for emergency
training

The use of virtual reality for training purposes is
cost-efficient and improves the training of first
responders by simulating life-threatening situations.
An EU-funded project entitled TRACENET is currently
being carried out with the aim of establishing a
network of training centers for civil protection with
the help of virtual reality solutions and online
collaboration.*** A similar project is also underway in
Switzerland with PolVR, a police training and
scenario simulator in virtual reality.***
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3.9 Hyperconnectivity
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3.9.1

Hyperconnectivity refers to the advanced, continuous
networking state that encompasses both the technical
and the social dimension. It is characterized by multiple
levels of connectivity between individuals, devices, and
systems. This trend, which is fueled by the overall digital
transformation of society (see 3.8 Digitalization), encom-
passes the widespread use of technologies such as the In-
ternet of Things (IoT) or Web of Things (WoT).X%¢ Specifi-
cally, 1oT considers technologies for connecting devices to
the internet, the WoT extends the loT capabilities by de-
fining standard definitions and models for the representa-
tion of devices on the internet. In October 2023, there
were 5.3 billion internet users worldwide, which corre-
sponds to around 66 per cent of the global population.**”
Hyperconnectivity has made user-generated content the
foundation of the world’s media. It is revolutionizing how
we access knowledge, work, produce, interact, and even
perceive fundamental concepts such as information, free-
dom, and governance.

Hyperconnectivity is not limited to per-
son-to-person interactions, but also extends to peo-
ple-to-machine and machine-to-machine connections.
With attributes such as broadband, ubiquity, ready acces-
sibility, rich information content, and interactivity, it con-
stantly records and facilitates various communication
constellations, from one-to-one to many-to-one interac-
tions.**8 As our society becomes increasingly intertwined
with this digital fabric, all areas of life, from health to en-
ergy production, are undergoing rapid changes (see 3.2
Social and Demographic Change).

Introduction
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3.9.2 Uncertainties

The world we live in today is highly connected, but also
full of uncertainties that threaten the foundations of so-
cieties, governments, and businesses. The transparency
that comes with being increasingly connected to the digi-
tal world exposes vulnerabilities in a way that was not
possible before. As the number of connected devices in-
creases, so do the vulnerabilities, such as data breaches.

The frequency of cyberattacks continues to in-
crease, causing major disruptions to public services, put-
ting people’s lives at risk, and compromising the personal
data of millions of citizens, as well as government and in-
dustrial processes. It is important to note that the dan-
gers of cyberattacks are not limited to external actors.
Even employees can unknowingly compromise institu-
tional integrity by becoming conduits for misinformation
or acting as unofficial spokespeople, which poses a signif-
icant risk.*? In the age of hyperconnectivity and hypervul-
nerability, organizations face uncertainties about how to
protect their internal structures and increase the resil-
ience of their own collaborators in crisis situations.

However, the uncertainties in a hyper-connect-
ed world extend beyond cyber threats. The reliability of
vast networks and the consequences of possible outages
or breakdowns introduce their own set of ambiguities.
Network reliability, which measures the length of time an
infrastructure operates without disruption, is under con-
stant scrutiny. The potential fallout from system outages
or failures has not yet been fully explored, raising con-
cerns about society’s reliance on digital infrastructures.

The long-term effects of hyperconnectivity on
the human mind, behavior, and social interactions are still
unfolding. As hyperconnectivity continues to expand, it is
essential to find a balance between embracing its bene-
fits and recognizing its potential risks.

3.9.3 Challenges

The increase in constant connectivity also promotes a
state of hypervulnerability, in which the vast number of
interconnections can amplify potential risks and suscepti-
bilities.

+ Theincreasing online presence also raises the risk of
cyberattacks. These attacks can pose a threat to
critical infrastructure and interrupt communication
at important times. The hyperconnectivity of today’s
information and (social) media landscape favors the
generation and dissemination of misinformation and
unverified news that can lead people to take inappro-
priate actions during a crisis. Increasing hyperconnec-
tivity has resulted in an enormous influx of data
generated through mobile communication networks
and social media use. The sheer volume and varying
quality of this data can complicate real-time analysis,
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potentially causing delays or inaccuracies in respond-
ing to emergencies can make real-time analysis
difficult, which can lead to delays or misjudgments in
crisis response. Moreover, there are privacy concerns
when certain user data, such as date and location
information of citizens during the COVID-19 pandem-
ic, is monitored and analyzed without explicit
consent. This is especially concerning when personal
data is accessed without consent and can have
serious privacy implications.¢®

« Theincreasing reliance on hyper-connected platforms
has raised concerns that traditional communication
channels may be neglected in favor of social media
platforms. This vulnerability to dependency was
highlighted during the 2023 wildfire season in
Canada, for example, when major social media
outlets restricted the dissemination of news.¢*
Furthermore, despite the wide reach of hyperconnec-
tivity, around a third of the world’s population still
lacks internet access and is cut off from key digital
resources.*®? This disparity underscores the need for
governments to prioritize inclusivity in their commu-
nication strategies and ensure that all segments of
society are connected and have access to information.

+ Networks need to become more resilient and
dynamic to support the speed of digitalization,
otherwise they will become vulnerable to attacks.
The interconnectedness of modern infrastructure
means that even small changes in one area can have
far-reaching effects on the entire global system.
However, building, maintaining, and regularly
upgrading infrastructure to support hyperconnectivi-
ty requires significant investment in resources.

+ There is growing concern about the effects of
constant connectivity on mental health, including
stress, anxiety, and decreased face-to-face social
interactions.’® The work environment can exacer-
bate the need to be constantly digitally connected
and put further strain on people’s wellbeing.

3.9.4 Opportunities

Hyperconnectivity is revolutionizing the way we access
knowledge, work, and interact and offers many opportu-
nities that civil protection authorities can take advantage
of.

+ Ina hyper-connected world, data from physical
devices can be integrated into the development of
new data-driven services and scenarios. The combi-
nation of big data analytics (see 3.10 Big Data and
Artificial Intelligence) with ubiquitous wireless
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coverage is essential for incorporating physical
devices in different sectors. This includes civil
protection and defense, transportation, eHealth, and
the energy sector. One example of this integration is
the use of wearable devices for wellness and activity
tracking used in health-oriented services. In the area
of civil protection, these devices play a crucial role in
the immediate transmission of alerts and messages,
enhancing real-time communication and response
capabilities.

In crisis situations, the ability of authorities to reach
affected population quickly and directly is crucial.
Hyperconnectivity plays a key role in this, as it
facilitates real-time communication and the efficient
dissemination of information. Civil protection author-
ities can utilize applications, web portals or social
media to disseminate emergency alerts, guidelines,
and updates to a vast audience quickly. This ensures
that critical information is accessed fast and exten-
sively, leading to an improvement in the overall
efficiency of evacuation procedures. One example of
such an application is the Alertswiss app operated by
the FOCP.*** Through this emergency information
platform, the public receives alarms, warnings, and
information about their current location continuous-
ly via their smartphones. This enables the timely
transmission of vital information to the population
during times of crisis.

Social media has become an indispensable tool in
emergencies. Platforms where users can share their
location have become active elements in rescue
operations. This was demonstrated during the
earthquakes in Turkiye and Syria, where such plat-
forms were instrumental in locating survivors.®® As
the digital landscape evolves, such platforms are
likely to play a central role in collecting data on
disaster impacts, as they offer a more comprehensive
approach compared to traditional methods. Their
advantage lies in their ability to collect data at scale
and capture society’s reactions to digital and re-
al-world events. In emergency situations, social
media is incredibly useful, as it enables quick damage
assessments through active user engagement,
on-scene imagery, and citizen journalism.

In emergencies, hyperconnectivity enables the rapid
mobilization of volunteers and resources. This is
often done through the use of hashtags or targeted
campaigns. In addition, civil protection authorities
can use online platforms to educate citizens and
promote disaster preparedness and resilience-build-
ing activities. A notable example of this is the Swiss
Federal Office of Topography’s workshops*¢® aimed at
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informing the public about event documentation
techniques following disasters caused by natural
hazards in Switzerland.

3.9.5

Hyperconnectivity carries risks such as data breaches
and mental illness of individuals. The establishment
of official civil protection channels and clear
communication strategies are necessary to ensure
security and mitigate misinformation and other
threats.

Policy Implications

The hyperconnectivity made possible by digitalization
has become a critical driver of economic growth, foster-
ing innovation and global collaboration. However, it also
poses a significant risk as it enables malicious actors to
compromise important personal, commercial, and na-
tional assets. Policymakers face the challenge of balanc-
ing two key priorities: improving the functionality, usabil-
ity, and appeal of digital platforms for legitimate users,
while simultaneously protecting them from attacks and
outages.

A key element of this approach is the establish-
ment of official channels for civil protection authorities.
These channels should include various communication
platforms, from social media to traditional analog net-
works, and ensure comprehensive accessibility to diverse
population groups. This approach not only broadens the
reach but also strengthens the integrity of information
and thus reduces the risk of misinformation. Additionally,
the use of data mining techniques can improve the ability
of authorities to detect false and misleading information.
Legal frameworks, such as the recent EU Cybersecurity of
5G networks, can further strengthen the network struc-
tures to prevent and counteract cyber threats.

Official channels are not only useful for commu-
nicating with the public, but also for enhancing commu-
nication among practitioners. The integration of scientif-
ic online platforms, such as the international Global
Disaster Alert and Coordination System?*” (GDACS) or the
Swiss Joint Information Platform for Natural Hazards'®
(Gemeinsame Informationsplattform Naturgefahren GIN),
which provide all available data on natural hazards in a
map application, can serve as a comprehensive basis for
identifying scientific information and dealing with natu-
ral hazards at an early stage.

In today’s world of hyperconnectivity, it is im-
portant to recognize that while constant connectivity has
its benefits, it can also lead to new psychological risks, es-
pecially in the workplace. These risks are not only due to
technology itself, but also to the greater flexibility it of-
fers, which can blur the boundaries between work and
personal life. It is the responsibility of employers to edu-
cate their employees about the potential adverse effects
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of technology integration. This education should not only
include the dangers of excessive connectivity, but also the
importance of establishing healthy digital boundaries.
Employees must receive comprehensive training to en-
sure safe and competent use of technology and protect
them from the negative effects of overuse or misuse,
such as burnout and other stress-related illnesses.

Digital volunteerism in emergency
response

The use of trusted digital volunteers, also referred to
as Virtual Operation Support Teams**® (VOST), has
become pivotal in emergencies. Spain introduced
the first European VOST team in 2012 during a
severe forest fire season. These digital volunteers,
organized into dedicated support teams, focus
primarily on compiling, authenticating, and
integrating information from a variety of sources
during disasters. They not only support civil
protection authorities, but also advise people on
how to protect themselves in crisis situations.

3.10 Big Data and Artificial
Intelligence

Impact: 7, Adaptability: 7, Knowledge: 12
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3.10.1 Introduction

Big data refers to large amounts of data that require new
system architectures and digital technologies in data
management to extract value from the data for enhanced
insight and decision-making. It is difficult to analyze big
data using traditional analysis methods due to its inher-
ent characteristics that can be described using the five Vs:
Volume, Veracity, Velocity, Variety and high Value.*” For
this reason, several Artificial Intelligence (Al) techniques
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have been designed to process big data. Al can be defined
as computing systems that emulate and aim to exceed
human intelligence in the execution of problem-solving
tasks. To process big data, Al makes use of machine learn-
ing (ML), which uses statistical, neural, and data-driven
processes as well as training data to teach computers
how to independently recognize consistencies, patterns,
and irregularities in large data sets.”**2 With increasing
data generation and availability, Al is expected to benefit
disaster risk management in predictive analytics for fore-
casting, event detection for early warning systems, and
improving situational awareness in real-time.*”® Recent
developments in ML algorithms, such as the development
of Al-powered chatbots, have marked the beginning of
the generative capabilities of such systems, while also
highlighting their current weaknesses. Al will increasingly
serve as a basis for and in conjunction with other systems
and therefore offers potential in all phases of disaster and
crisis management (see 3.7 Convergent Technologies, 3.9
Hyperconnectivity, 3.11 Unmanned systems and Autono-
mous Robotics) 174175176

3.10.2 Uncertainties

Al has been on the rise since the 1950s, but its full impact
on society, the economy, and government is still unclear.
Advances in computational power and hardware have
been considerable, but regulatory frameworks for Al in
the public and private sectors have so far only resulted in
soft laws due to the novel and complex nature of this
field. The Swiss Federal Council, for example, has adopted
a technology-neutral stance, favoring guidelines over
binding legal instruments to regulate Al in order to pro-
mote innovation and investment while maintaining a de-
gree of caution.”” This cautious approach creates uncer-
tainties for civil protection organizations when
introducing Al due to the lack of legal clarity.

The effective utilization of big data via Al faces
challenges due to inherent uncertainties within Al tech-
nology. These uncertainties revolve around the collection
and use of personal data for big data mining, and the use
and efficacy of algorithms in machine learning models for
predictive analytics. In disaster management specifically,
this issue is exemplified by the heavy reliance on histori-
cal data, which results in Al models primarily reflecting
past patterns, limiting their ability to anticipate future
scenario.’”® This limitation raises critical questions about
the extent to which these systems can accurately predict
future events, especially if they fall outside historical pat-
terns. The capability of Al-driven systems to accurately
predict and effectively respond to catastrophic events
therefore remains uncertain.

Further uncertainty surrounds the evolution of
Al, in particular regarding the duration of its reliance on
human input data. This raises important questions about
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the extent to which Al can support civil protection pro-
cesses and systems, and at what point it may turn from
an asset to a potential liability or vulnerability.

Finally, the inherent uncertainties of Al as an en-
abling tool are linked to the broader question of its risk
potential. The full extent and impact of Al as a risk factor
is not yet fully understood, necessitating careful and con-
tinuous assessment.

3.10.3 Challenges

To maximize the potential of big data and Al for civil pro-
tection, research, design, and application must overcome
several challenges and limitations to ensure responsible
deployment in all phases of crisis management:*7212°

« Good quantity and quality of data is key for Al
systems. However, in disaster and crisis situations,
data is often incomplete or unavailable, making it
difficult to obtain reliable Al outcomes (including
training data). The risk of biases in data or algorithms
can negatively affect the civil protection system or
the beneficiaries of the system 18182 Also, Al may
misjudge cases or events that fall outside historical
patterns that are not included in training or observed
data (e.g., black swans).

In the context of disaster risk reduction, data
harmonization is a major concern addressed in the
Sendai Framework for Disaster Risk Reduction 2015—
2030. It is essential to ensure that disaster databas-
es are accurate, accessible, credible, and reliable. This
requires proper data collection methodology and
hosting by reputable institutions. Neglecting these
aspects can have adverse effects on disaster re-
sponse planning and risk reduction.

« Asthedata used in civil protection is sensitive data,
adequate privacy protection procedures must be in
place. Additionally, network vulnerabilities and cyber
threats can significantly impact Al solutions in the
digital realm. 183184185

+ The use of Al systems in civil protection depends on
the availability of resources. Apart from the high
computational requirements, the development and
maintenance of these Al systems requires technically
skilled professionals who need to be trained regularly.
This highlights the importance of investing in both
technology and human expertise.

The black box bias, which refers to the idea that users
cannot see or understand the inner workings of Al
models and therefore cannot question or reasonably
judge the outcomes derived from them, is a concern.



RISK AND RESILIENCE REPORT Trend Analysis Civil Protection 2035

This makes it difficult for civil protection to use Al
solutions that lack explainability and transparency,
which fuels public skepticism 172173186187

« Many of the challenges will lead to ethical considera-
tions, including the question of how personal data is
used and what responsibility and accountability
should look like in the context of Al solutions.
Additionally, humans still have certain abilities, such
as common-sense reasoning, emotional intelligence,
intuition, that Al algorithms have struggled to
emulate and may never be able to fully imitate. These
are qualities that are valuable for civil protection
systems, operations, and personnel.

3.10.4 Opportunities

While Al is subject to changes given the rapid pace of in-
novation in this field, it has the potential to improve and
support civil protection activities in all phases of disaster
and emergency management:

« Al has the potential to be used in civil protection
scenarios where data needs to be collected, analyzed,
and presented. In pre-disaster settings, this is
particularly helpful for forecasting and predicting
emergency situations and thus triggering more
precise early warnings (e.g., area-, person-, lan-
guage-specific). During a crisis, Al can improve
decision-making by increasing real-time situational
awareness, for example, by merging relevant input
data into integrated situation reports, assessing evac-
uation routes, or simulating the evolution of a
disaster including cascading effects.’®® In the post-dis-
aster phase, Al and ML can significantly boost the
efficiency of response measures. For example, Al can
help with damage assessment using remote sensing
imagery. Since the algorithms can incorporate new
post-disaster data, they are constantly evolving,
enriching their data sets and improving predictive
capabilities for future incidents 172174189190

+ The implementation of Al can greatly improve
strategic and operational planning of civil protection
organizations, as a multitude of variables and inputs
can be processed almost instantly. This involves
optimizing the allocation of emergency resources,
such as the strategic positioning of assets based on
location-specific requirements, available equipment,
and personnel distribution. Moreover, for operators
of critical infrastructure, such as tunnel traffic
management systems, Al can play a crucial role in
ensuring efficient and safe operations.
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+ Duetothe increasing amount of data, Al has
emerged as a promising tool for climate change adap-
tation (see 3.1 Climate Change Adaptation). It offers a
range of functions that can help to identify vulnera-
ble areas, simulate future climate scenarios, and
assess risks and opportunities for businesses and
infrastructure.*®* Furthermore, Al models are becom-
ing increasingly powerful, extending the scope of
analysis from a single risk assessment to multi-risk
simulations involving different systems.1*2

« Thetrue value of big data and Al is realized when
they are combined with other technologies and
services, as discussed in Section 3.7 on Convergent
Technologies. This includes applications such as data
mining in the healthcare sector during pandemics,
analyzing observations from remote sensing plat-
forms, and integrating Al into unmanned and robotic
systems (see 3.11 Unmanned Systems and Autono-
mous Robotics). From the perspective of civil protec-
tion, Al is not just a stand-alone instrument, but
rather a means to an end, namely the protection of
people.

3.10.5 Policy Implications

To make analytics of big data through Al an added
value for civil protection, know-how, data structures,
and innovations need to be built up while mitigating
the possible harms of Al. Explainable algorithms,
data privacy, and cyber security are key and should
be regulated appropriately.

Considering the challenges, opportunities, and uncertain-
ties of big data analytics through Al in the domain of civil
protection, it becomes increasingly urgent to identify and
implement mechanisms that enable the benefits of this
innovation and mitigate the associated harms.

The primary aim is to overcome legal and ethi-
cal challenges while promoting innovation and invest-
ment. This requires the implementation of regulations to
protect data, privacy, and cyber operations. One crucial
aspect is the ownership of big data, which often involves
personal data that can be traced back to specific individu-
als. Switzerland has been proactive in amending and/or
implementing such regulations in recent years in line
with EU recommendations. In particular, Switzerland has
been at the forefront of introducing data protection laws
in relation to Al systems, although there is still a need for
more legal certainty. To promote safety in the use of
emerging technologies, it is important to establish clear
standards for testing, evaluation, validation, and verifica-
tion (TEVV) methods. These standards can help to identi-
fy the benefits and harms associated with Al technolo-
gies and take into account safety-critical contexts.®*
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Another issue is the development of a global
standard for the transparency of algorithms, which will
be difficult to achieve considering the complexity of
methods used in big data analysis. Various stakeholders
are concerned that the existing Al guidelines and frame-
works do not protect the fundamental rights of citi-
zens.*® The goal of creating transparent and explainable
Al, also known as XAl, to address potential vulnerabilities
in the design process should become a prerequisite for
the developers of these technologies.’’”®> The EU recently
agreed on the first Artificial Intelligence Act, which aims
to ensure that Al systems used in the EU are safe, trans-
parent, traceable, non-discriminatory, and environmen-
tally friendly.*

Data is the key to the successful deployment of
Al. To ensure the required quality, data sources must be
generated where they do not yet exist, heterogeneous
data must be harmonized, and the accessibility and secu-
rity of the data must be guaranteed. An initial step to-
ward sharing data among stakeholders has been achieved
through the Federal Council’s aforementioned measures
to enable a data ecosystem that securely links data spac-
es between different topics and sectors.**

Finally, it is crucial that a sufficient number of Al
specialists are educated, trained, and retained to ensure
the development, maintenance, and deployment of Al ac-
tivities in civil protection. Ensuring data quality, algorith-
mic transparency, and explainability should help to re-
duce the perpetuation of data bias and increase the
quality of outputs. Al is a cutting-edge technology that
offers many technological advancements and potential
applications for civil protection. It falls into a cross-ferti-
lized field of scientific knowledge, operational craft, and
regulatory frameworks. For this reason, collaboration be-
tween stakeholders, i.e., academia, industry, legislators,
and users, is essential to maximize the benefits of this
technology.

Al-driven crisis detection

Launched in 2021, the Artificial Intelligence for
Emergency Response project aims to link Earth
Observation analysis with social media activity to
identify spatial and temporal hotspots of a crisis (see
3.9 Hyperconnectivity, 3.12 Space-based
Capabilities).**® During the Hokkaido earthquake in
Japan in 2018, it took experienced engineers five
days to detect landslides, while Al satellite image
interpretation took five minutes and achieved a hit
rate of 93 per cent.*’
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3.11 Unmanned Systems and
Autonomous Robotics

Impact: 11, Adaptability: 9, Knowledge: 11
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3.11.1 Introduction

The integration of unmanned systems and service robots
in civil protection continues to gain traction, as predicted
by the last two reports and demonstrated by the invest-
ments in research and development.*®® While unmanned
systems include aerial, ground, and underwater vehicles,
robotics in this context can be understood as the devel-
opment and operation of mechanical and digital systems
with sensors, actuators, and software (i.e., control) that
perform a task autonomously or semi-autonomously.**®
Thanks to catalytic technologies such as Artificial Intelli-
gence or the Internet of Things (see 3.9 Hyperconnectivi-
ty, 3.10 Big Data and Artificial Intelligence), unmanned
systems and robotics are gradually merging into single
devices or complex solutions that enable intelligent sys-
tems.2092%1 These unmanned and progressively autono-
mous robotic systems can be deployed at every phase of
the Integrated Risk Management Cycle.?> Unmanned sys-
tems and robots are already increasingly deployed in civil
protection operations, from firefighting robots and un-
manned aerial vehicles for remote sensing to supply deliv-
eries during the COVID-19 pandemic.?® Lessons can be
learned from this that will be useful for future efforts.20420>

3.11.2 Uncertainties

While technological advances continue to push the
boundaries of the capabilities of unmanned systems and
autonomous robots, several questions remain that will be
critical to the broader deployment of such systems for civ-
il protection and crisis management. The uncertainties
run through various areas, starting with the devices
themselves and the question whether the technical as-
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pects, such as sensory perception, cognition, motion, ma-
nipulation, adaptability, and interaction, will meet the re-
quired standards. Even today, many robots are not yet as
capable as humans in traditional human tasks, e.g., as
medical first responders.2°¢2°7 This raises the question of
how broad the range of applications can be and what ex-
act capabilities and specifications are required for civil
protection, including aspects of human-machine interac-
tion and collaboration.

While certain prototypes achieve promising re-
sults in laboratory and field testing, they still need to be
adapted to the harsh environments of crisis situations.
The development of sensory perception, mechanical ca-
pabilities, and input information processing will deter-
mine the extent to which unmanned systems and auton-
omous robots will be able to perform civil protection
tasks as autonomous systems. Since there is only a limit-
ed number of buyers and users for such systems, the eco-
nomic feasibility of developing and operating such sys-
tems will also be decisive in determining how widely and
quickly such applications will find their way into civil pro-
tection organizations.?*®

Overall, the success of autonomous systems
will depend on the alignment of the above aspects, which
will be reflected in the reliability and trustworthiness of
the systems in crisis and disaster environments.

3.11.3 Challenges

With the increasing capabilities of unmanned systems
and autonomous robots, new challenges and dependen-
cies arise:

« Aswith other technological advances and increasing
autonomy, ethical concerns will be ever-present.***
Ethical dilemmas of unmanned and autonomous
systems include fairness and discrimination, false
expectations, workforce replacement (see 3.2 Social
and Demographic Changes), privacy, responsibility
and authority in deployments, technical safety and
robustness (including logistical autonomy), and the
question of the right level of human-in-the-loop.*®

+ While unmanned systems have only begun to be
implemented in civil protection structures, the
increasing deployment of autonomous robotic
systems will require new forms of coordination and
regulation involving human-robot teams and
robot-robot systems, such as the management of
airspace between manned and unmanned air
vehicles.?** Furthermore, some relatively new
autonomous systems still rely on sophisticated
control and command procedures, highlighting the
need for specialists or specially trained civil protec-
tion staff for future systems. Meeting this demand
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will require new capabilities in civil protection
organizations, which may not be feasible for a
number of Swiss authorities if they rely largely on
reserve personnel.

« Unmanned and robotic systems can encounter
technical, design and operational issues that require
redundancies, such as human intervention at any
time. These interconnected devices rely on a network
infrastructure for communication and control, which
may be disrupted or unavailable in the event of a
crisis. Their dependence on the network infrastruc
ture also makes autonomous systems vulnerable to
cyber security threats.?°

3.11.4 Opportunities

The more capable and reliable unmanned systems and
autonomous robots become, the more opportunities
they offer for civil protection operations:

Technological advancements in sensory perception,
cognition, motion, manipulation, adaptability, and
interaction, found in both military and commercial
applications, have the potential to improve civil
protection in the field.** For example, ensuring
maintenance and safety in critical infrastructure, by
using intelligent systems for health monitoring of
infrastructure, such as inspection of bridges.>*?

« The convergence of material development, soft
robotics, and bio-inspired robots creates new
possibilities for uynmanned and autonomous systems.
Incorporating biological principles into engineering,
for example, will allow future autonomous robots to
not only be physically rigid, but also better adapt to
their operational environment or task. By changing
their morphology, for example, robots are better
suited to enter confined spaces. Such developments
underline the fact that autonomous systems can add
value at every phase of disaster risk management. For
example, soft robotics can support pre-disaster
inspections of critical infrastructure, or snake robots
can navigate through rubble in the search for
survivors.2**2* |n the recovery phase, remote sensing
devices can assist with damage assessments, while
advances in construction automation can support
faster recovery through debris and earthmoving
systems and prefabrication of components.

Through increasing connectivity and interconnectivi-
ty (machine-to-machine), a multitude of individual
robotic and unmanned devices communicate and
coordinate and act as a system of systems to perform
tasks, especially in the preparation and response
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phase of disaster events.** For example, swarms of
drones that carry out search operations over large
areas, monitor hotspots during forest fires or
independently map unknown areas offer a promising
perspective.?¢

+ The merging of different technologies (e.g., robotics
and Al) and autonomous decision-making will further
enhance the capabilities of intelligent systems in
remote, difficult, or dangerous terrain, reducing the
risk to emergency personnel. For example, while
drones are already being used to monitor hotspots in
wildfire scenarios, unmanned autonomous systems
may be able in the future to initiate “prescribed burn”
when combating wildfires (see 3.7 Convergent
Technologies).

3.11.5 Policy Implications

Swiss civil protection should explore the
opportunities of unmanned and autonomous
systems and foster relationships with universities
and industry. This will allow civil protection to
benefit from external know-how and contribute to
discussions on design, ethics, and regulation.

Switzerland has a well-established innovation and re-
search community spanning both the academic and in-
dustrial spheres, particularly in the field of drones and ro-
botics. Swiss civil protection should therefore participate
in and encourage cross-fertilization between these insti-
tutions to actively shape the development of unmanned
autonomous systems and harness the emergence of dis-
ruptive technologies from other domains, as the EU does
through its network (e.g., Collaris).?'’ Setting standards in
the development phase will also make it easier to inter-
vene in the regulatory processes.

As the challenges posed by the autonomous
systems have shown, it is crucial to proactively address
ethical dilemmas through regulation to ensure their safe
and responsible use. This requires anticipating ethical is-
sues, establishing empirical guidelines, and answering
questions about authority and responsibility, in accord-
ance with existing legislation. This strengthens society’s
trust in such solutions, reduces public skepticism, and of-
fers proofs of concepts.?®® The creation of regulatory
frameworks also leads to creation of favorable conditions,
e.g., for the training of civil protection personnel, the test-
ing of new systems in practice, and the exchange of
know-how, best practices, and experience.

While research, innovation, and the develop-
ment of disaster robotics is an emerging market, there are
only a limited number of buyers from civil protection au-
thorities, emergency response organizations, and the mil-
itary. Therefore, cost efficiency must be achieved to make
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these technologies accessible. Alternatively, substitutes
could be sought in the non-disaster related commercial
market. One possible solution for this issue could be the
pooling of resources and expertise among different civil
protection stakeholders (see 3.6 Collaborative Approach-
es). While the replacement of civil protection personnel
by autonomous robots is not predicted, civil protection
organizations need to start planning which solutions can
be implemented and how the civil protection system
needs to adapt to them (e.g., training, logistics, depend-
encies, coordination).?*®

Bridging robotics knowledge with
emergency services

The Swiss platform Advanced Robotic Capabilities
for Hazardous Environments (ARCHE) highlights the
collaboration between academic and government
actors in disaster response. The aim is to share
robotics knowledge with emergency services. During
the 2023 public event, prototypes were presented
for the detection of pollutants, access to difficult or
dangerous terrain, construction work, and underwa-
ter mapping.?*®

3.12 Space-based Capabilities

Impact: 12, Adaptability: 12, Knowledge: 12
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3.12.1 Introduction

Space-based capabilities refer to the use of assets and ap-
plications beyond the Earth’s atmosphere, such as satel-
lites and the associated ground stations. The satellites
transmit information via radio frequencies. The ground
stations send data, including operating instructions, to
the satellites, and in return the satellites transmit infor-
mation to these stations, end-users, or other satellites.
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Space-based capabilities are crucial as they offer impor-
tant services such as positioning, navigation and timing
(accurate measurement of local time and location), com-
munication (television, broadband internet, telephone
and data transmission services), and Earth observation
(monitoring of the Earth’s land, marine and atmospheric
environments).

Switzerland does not have its own national
space agency, but obtains its access to satellite data and
services primarily through its participation in the Europe-
an Space Agency (ESA), and secondarily through agree-
ments and partnerships with national space agencies. As a
founding member of ESA, Switzerland supports ESA’s pro-
grams and activities with 190 million CHF annually.??°
Through ESA and the European Organisation for the Ex-
ploitation of Meteorological Satellites (EUMETSAT)?,
Switzerland participates in parts of Copernicus, the EU
Earth Observation Programme, which produces satellite
data for many applications dedicated to the monitoring
and forecasting of the Earth’s system. Through a coopera-
tion agreement with the EU, Switzerland has secured ac-
cess tothe EU’s Galileo satellite navigation program, which
provides improved positioning and timing information.

3.12.2 Uncertainties

Switzerland has developed considerable expertise in vari-
ous space technology domains, which has led to its signif-
icant contributions to numerous space missions. The
country’s space industry comprises around 250 different
entities, including start-ups, small medium enterprises,
large corporations, and universities, distributed through-
out the country and engaged in various activities.?*> How-
ever, Switzerland lacks a dedicated national space agency,
and primarily relies on access to space-based data through
commercial partnerships, collaborations with national
space programmes, or international initiatives. Due to un-
certainties surrounding the ongoing negotiations on the
Institutional Framework Agreement?? (InstA), the Federal
Council has prioritized access to space-based capabilities
and their resilience through targeted programme partici-
pation. Timely access to satellite data is particularly rele-
vant in civil protection, as satellite imagery combined
with Artificial Intelligence (see 3.10 Big Data and Artificial
Intelligence) can significantly improve crisis and disaster
response.

Financial commitments are a factor that will in-
fluence Switzerland’s future participation in ESA and oth-
er international initiatives, such as Composante Spatiale
Optique.?* Although Switzerland consistently provides
significant funding to the ESA, this commitment may be
affected by possible economic shifts or changes in do-
mestic policies. The growing influence of the EU on inter-
governmental organizations such as ESA and EUMETSAT
adds to this uncertainty, as the delegation of program im-
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plementation by the EU to these entities may alter the dy-
namics of involvement and decision-making.

The increasing involvement of commercial enti-
ties in the outer space sector introduces an additional de-
gree of uncertainty regarding the use of space-based ca-
pabilities for civil protection. This trend has underscored
the need for international regulations, as individual states
enact their own local laws to promote commercial space
activities by their domestic private companies. A frag-
mented approach to space exploration can result in over-
crowding and potential monopolization, an issue similar
to conflicts over scarce natural resources on Earth (see 3.5
Growing Supply Dependency).??* These challenges have
far-reaching implications and require an internationally
coordinated effort to ensure that space exploration re-
mains accessible and beneficial to all stakeholders.

The space sector is increasingly influenced by
geopolitical tensions and the trend towards polarization
or unilateralism (see 3.4 Geopolitical Polarization). Securi-
ty and defense concerns have intensified due to the du-
al-use nature of space assets, which can be used for both
civilian and military purposes. These geopolitical dynam-
ics can influence partnerships, with global events
strengthening or weakening alliances. Disputes between
countries cannot only hinder cooperative space projects,
but also lead to the termination of existing agreements.
Meanwhile, international space laws are in a state of flux
and Switzerland faces the challenge of navigating these
new regulations, establishing its diplomatic position on
the global stage, and effectively advocating for its inter-
ests and perspectives.

3.12.3 Challenges

The increased reliance on satellites for communication,
navigation, and observation has increased the risk of dis-
ruptions to these critical infrastructures, compromising
not only economic activities but also national security. The
disruption of satellite services can occur through uninten-
tional damage or targeted attacks by state or non-state
actors. Another major challenge for Switzerland is the lim-
ited access to satellite imagery, particularly to swift data
during the initial stages of disaster management.

Unintentional damage and disruption can be caused
by collision with space debris or by the explosion of
spacecrafts and their upper stages due to residual
fuel in tanks or fuel lines. Over 560 in-orbit fragmen-
tation events have been recorded since 1961.2%° As
the number of satellites and related debris increases,
so does the probability of collisions. Although
guidelines are in place to prevent the creation of new
debris, it is challenging to determine responsibility for
removing the huge amount of debris already in orbit.
In addition, extreme space weather events such as
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geomagnetic storms can cause outages lasting hours
to days, resulting in the loss or disruption of satel-
lite-based services.

« Inaddition to accidental disruptions, there have also
been deliberate attempts to interfere with space
operations by launching missiles from the ground to
intercept satellites. There are four types of counter-
space capabilities that can be used against satellites,
ground stations, and other assets: kinetic-physical
(which directly damage physical structures), non-ki-
netic-physical (which cause damage without direct
contact), electronic weapons, and cyberattacks. In
2022, for example, Russian hackers launched a
malware attack on Viasat’s KA-SAT satellite network,
which caused temporary communication disruptions
for many broadband users in Ukraine, Poland, Italy,
and Germany. This cyberattack also affected 5,800
wind turbines in Central Europe.??

- Switzerland currently lacks a national Earth Observa-
tion program, which limits the ability to use satellite
imagery for disaster risk reduction. The use of
satellite imagery for Swiss civil protection is currently
underexplored and underutilized, especially at the
cantonal level.??! Its application is mostly limited to
the documentation of events, despite its potential for
the broader spectrum of event management and
response.

3.12.4 Opportunities

Space-based capabilities have proven crucial in all phases
of managing disasters and complex crises, assisting with
preparedness, response, and recovery and enhancing the
protection of the population from hazards.

+ Theintegration of satellites with advanced 5G and
upcoming 6G networks offers a reliable and speedy
worldwide data transmission, which can massively
benefit many industries and individuals alike. This
vital infrastructure improves connectivity, especially
in rural and remote regions, and provides consistent
coverage for mobile devices. Space-based satellite
communications are vital for real-time data exchange
and connectivity, enabling coordination centers and
first responders to receive information on the
ground, especially in areas where terrestrial commu-
nications are unavailable or compromised. The
importance of satellite communication was high-
lighted during the 2017 forest fires in Portugal, where
the destruction of telecommunications stations,
poles, copper and fiber optic cables led to a lack of
coordination between firefighters and rescue
services, resulting in multiple fatalities.??’
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+ Navigation satellites provide signals from space that
transmit positioning and timing data to ground-
based receivers to pinpoint their exact location. This
technology has become an indispensable part of our
society, as it increases public safety by preventing
traffic accidents and shortening the response times
of ambulances, fire brigades, and other emergency
services. In addition, the precise timing signal from
GPS, anchored in atomic clocks, is fundamental to
critical operations such as power grid synchroniza-
tion and electronic transaction validation.

« Satellite-based Earth observation is essential for
monitoring the Earth’s land, marine and atmospheric
environments. Weather satellites track air quality and
various environmental and climate factors to assess
global and regional trends in a changing climate.
Satellite imagery provides detailed and high-resolu-
tion data that is useful in measuring the extent and
intensity of human activities, such as deforestation
and urban expansion. Additionally, satellite imagery
is a crucial tool for rapid mapping and damage
assessment, making it invaluable for determining
immediate need for assistance. It also allows for the
efficient planning of evacuation routes by identifying
areas of high population density. Beyond immediate
response, satellite imagery supports reconstruction
efforts and the restoration of services to mitigate the
impact of future events.??

3.12.5 Policy Implications

Switzerland faces intricate policy challenges to
ensure access to vital satellite services such as
communications and Earth observation. On the
global stage, Switzerland could advocate for
sustainability in space, including debris management
and the prevention of space militarization.

The development of space-based technologies presents
Switzerland with complex policy challenges and opportu-
nities that require a thorough and multidimensional anal-
ysis. One of the most critical aspects for a nation as inter-
connected as Switzerland is ensuring uninterrupted
access to vital services, such as communication, naviga-
tion, and Earth Observation. To minimize disruptions to
satellite services, it is essential to improve the resilience
of satellite-based capabilities. In the event of satellite fail-
ures, improving cyber security structures or accessing ter-
restrial backup system can help maintain access to vital
services.

The progress of Swiss interests in the space sec-
tor depends to a large extent on the joint efforts of poli-
tics, administration, industry, and authorities. Due to the
high financial costs of space-based capabilities, it is im-
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portant to ensure a coordinated approach between the
various federal offices involved in space activities. This ap-
proach promotes efficiency and allows the exploitation of
the diverse potential of satellite capabilities. To achieve
this, it is necessary to initiate interdisciplinary fora that
bring together representatives from civil protection, de-
fense, academic institutions, and the commercial sector.
Such fora will promote the exchange of expertise and cre-
ate synergies at both cantonal and federal level. This will
lead to better informed decision-making in the area of
space policy.

Switzerland’s policy priorities on the global
stage with regard to space can be divided into two main
categories: accessibility and sustainability. One of the key
challenges for Switzerland is the limited access to essen-
tial satellite services, such as the rapid acquisition of sat-
ellite imagery. It is therefore important that Switzerland
strengthens its position in terms of data accessibility
through solid international partnerships, whether
through bilateral or multilateral cooperation.

The potential militarization of outer space is a
pressing concern that requires international deliberation.
Due to its neutral stance and reputation in global diplo-
macy, Switzerland could lead initiatives to negotiate in-
ternational treaties or guidelines that prevent the weap-
onization of space and promote peaceful space activities.
The increasing number of spaceborne assets and the as-
sociated space debris also require a proactive approach to
space sustainability. Switzerland’s policy framework
should endorse sustainable practices such as active de-
bris removal, collaborative space traffic management, re-
covery of semi-functional assets in orbit, and environ-
mentally conscious satellite design.

Earth Observation for emergency
management

The Copernicus Emergency Management Service
(CEMS)??% is an EU program that uses satellite
imagery and other geospatial data to provide free
and on-demand mapping services in emergencies
such as natural disasters and man-made accidents.
The two components (i.e., on-demand mapping and
early warning and monitoring) support the activities
of decision-makers in all phases of disaster risk
management, including prevention, preparedness,
risk reduction, and recovery.
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Stakeholder
Participation

4

Building on the previous editions, this report aimed at ac-
tively engaging stakeholders at all levels of government
as well as the private sector. The approach to stakeholder
engagement was twofold and included a workshop and a
survey to comprehensively assess the relevance and im-
plications of the selected trends for Swiss civil protection.

First, stakeholders were engaged through a sur-
vey distributed to individuals within the Swiss civil protec-
tion network in August and September 2023. Participants
in the survey rated the selected trends and ranked them
according to their perceived importance on a scale of one
to twelve, with one being the most important and twelve
the least important. Their ratings were related to three key
dimensions: Impact, Adaptability, and Knowledge. To gain
insightful feedback, an additional open question was
asked, inviting participants to share their thoughts on the
trends identified and the dimensions rated. A total of 88
people participated in the survey, resulting in a solid data
basis. The composition of the participants was well bal-
anced, with 46 per cent representing cantonal authorities,
39 per cent representing the Federal Administration and
15 per cent representing the private sector.

Nineteen of the twenty-six cantons were repre-
sented, and the participants were geographically well dis-
tributed across Switzerland. This diverse participation al-
lowed for a holistic view of the trends and their
implications for the different sectors and regions.

The survey was designed to be as simple as pos-
sible and was primary intended to familiarize civil protec-
tion stakeholders with the upcoming trends in this report.
No specific prior knowledge was required to rank the
trends, as participants were given a brief description of
each trend and asked to rank them according to their indi-
vidual perspective. Survey participants were encouraged
to assess the trends through the lens of the Integrated
Risk Management Cycle, considering the impact on vari-
ous aspects such as mitigation and prevention, emergen-
cy preparedness, recovery, and reconstruction. The survey
stimulated reflections on how these trends will impact
civil protection systems, taking into account challenges
and opportunities. It provoked reflections on how these
trends will affect civil protection stakeholders, both in
their professional and personal capacity, including their
impact on day-to-day institutional operations. Ultimately,
the aim was also to gather insightful feedback on the se-
lection of the trends, and to understand the interconnec-
tions between these trends and the three dimensions.

Second, a workshop was held in September
2023 with 30 participants, including representatives from
the FOCP and other federal agencies, the cantonal and
municipal civil protection authorities, the private sector
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actors, NGOs and the authors of this study. The workshop
facilitated dynamic group discussions between partici-
pants with diverse backgrounds. These discussions fo-
cused on the trends described in this report and explored
their scope, associated uncertainties, challenges, oppor-
tunities, and potential policy implications. This workshop
was particularly useful for identifying ongoing projects
and applied examples in Switzerland and beyond that are
relevant to the twelve trends. The qualitative insights
gained from these discussions have been integrated into
the discussion of each trend in this report.

4.1 Impact, Adaptability,

Knowledge

The three dimensions of Impact, Adaptability, and Know!-
edge were crucial for assessing the significance and conse-
quences of the individual trends for Swiss civil protection.
Impact concerns the degree to which Swiss civil protection
could be influenced by each trend, particularly regarding
its operational effectiveness. Adaptability examines the
perceived capacity of Swiss civil protection to adapt and
respond to the challenges and opportunities these trends
may bring. Knowledge refers to the existing expertise in
Swiss civil protection regarding the impacts of the trends
and the necessary adaptability. The chosen dimensions
provide an indication of how the emerging trends could
reshape the civil protection landscape in Switzerland. They
also provide insights into the overall resilience of the civil
protection system to future trends. In this context, resil-
ience is defined as the combined ability of the civil protec
tion system to cope with impacts, adapt to change, and
leverage existing knowledge within the system.

To analyze how the participants rated the
trends in the three dimensions of Impact, Adaptability,
and Knowledge, the data was aggregated and average

scores were calculated as a statistical measure, as repre-
sented in Figure 4. The results of the survey indicate that
Swiss civil protection is expected to be most significantly
affected by the trends Climate Change Adaptation, Grow-
ing Supply Dependency, and Digitalization in the coming
years. Trends considered to have a lower impact include
Convergent Technologies, Space-based Capabilities, and
Unmanned Systems and Autonomous Robotics. This con-
firms the results in previous editions of this series.

In terms of Adaptability, the experts identified
Digitalization, Collaborative Approaches, and Climate
Change Adaptation as areas in which Swiss civil protec
tion possesses greater adaptive capacity. Trends requir-
ing more adaptability include Geopolitical Polarization,
Space-based Capabilities, Convergent Technologies, and
Unmanned Systems and Autonomous Robotics. Since
the last edition of this series, Climate Change Adaptation
has evolved from a trend with limited coping potential to
one with significant adaptive capabilities in Swiss civil
protection.

For the dimension of Knowledge, the survey re-
vealed more pronounced differences in existing expertise
in relation to individual trends than in terms of Impact or
Adaptability. Within Swiss civil protection, there is exten-
sive knowledge about the trends Climate Change Adapta-
tion, Urbanization and Metropolization, and Growing Sup-
ply Dependency, likely due to the fact that these areas have
long been discussed in Switzerland and are the focus of nu-
merous projects. In contrast, there appears to be less
knowledge among the relevant authorities concerning
Space-based Capabilities, Big Data and Artificial Intelli-
gence, and Unmanned Systems and Autonomous Robotics.

The trends with the smallest gap between the
three dimensions include Digitalization and Space-based
Capabilities. According to the experts, Impact, Adaptabil-
ity and Knowledge have a higher significance in the first
trend and a lower value in the latter.

Figure 4 Average scores assigned to trends in the dimensions Impact, Adaptability, and Knowledge

(1 is most relevant, 12 is least relevant)
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Figure 5 Spatial distribution of most frequent (Mode) scores assigned to trends in the dimensions Impact,
Adaptability, and Knowledge (1 is most relevant, 12 is least relevant)
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To gain a better understanding of how the three
dimensions of Impact, Adaptability, and Knowledge inter-
sect, the survey data was visualized in a three-dimension-
al plot, using the mode as statistical metric, as represent-
ed in Figure 5. In this context, the mode represents the
most frequently occurring value in the survey responses.
The results show that trends such as Climate Change Ad-
aptation, Digitalization, and Growing Supply Dependency
are perceived as having the greatest impact on Swiss civil
protection. These are also the areas where the adaptive
capacity of civil protection is perceived to be the highest
and where the most knowledge is available to effectively
manage impacts and adapt to change.

In contrast, trends such as Space-based Capabil-
ities, Convergent Technologies, Unmanned Systems and
Autonomous Robotics are viewed as the areas with the
leastimpact on civil protection. They are also perceived as
areas with the least adaptability and knowledge. Especial-
ly in this latter group of trends, Knowledge seems to be a
particularly influential factor, affecting not only the per-
ception of the trends, but also the other two dimensions
of Impact and Adaptability. This suggests that enhancing
knowledge about these trends could potentially improve
both the perceived impact of these trends and the capac
ity to adapt to them.
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Apart from the aforementioned extreme
groups, the other trends displayed different combinations
of Impact, Adaptability, and Knowledge, as illustrated in
the heatmap in Figure 6. The experts held similar views
on the impact of Big Data and Artificial Intelligence and
Collaborative Approaches on civil protection. However,
there were differences in other dimensions. In relation to
Big Data and Artificial Intelligence, Adaptability is per-
ceived as relatively low, along with very limited available
Knowledge in this area. In contrast, participants recog-
nized robust Adaptability and extensive existing Knowl/-
edge for Collaborative Approaches.

The trend Urbanization and Metropolization
was most frequently assessed by the experts as less im-
pactful, noting that there is already a relatively high level
of knowledge in the civil protection system. However,
they also noted that the capacity to adapt to this trend is
limited. Regarding the trend Geopolitical Polarization,
most experts agreed that this trend is likely to have a
moderate impact on civil protection. Yet, the capacity to
adapt to the changes associated with this trend is per-
ceived to be quite low, despite a recognized good level of
existing knowledge.

These different assessments reflect the com-
plex and nuanced nature of the impact of different trends
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on Swiss civil protection, with each trend bringing a dif-
ferent combination of impact, adaptability, and knowl-
edge considerations.

Figure 6 Most frequent (Mode) scores assigned to trends
in the dimensions Impact, Adaptability, and Knowledge
(1is the most relevant, 12 is the least relevant)
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In the context of preparing for future trends, particularly
in areas such as civil protection, the interplay between
the dimensions of Impact, Adaptability, and Knowledge
proves to be intricate and crucial. Impact refers to how
trends will affect the civil protection system and influ-
ence its operational efficacy. This in turn influences the
ability of civil protection to adapt or evolve in response to
these trends. The Adaptability of a system is deeply root-
ed in its Knowledge base; the more comprehensive the
understanding of potential impacts and necessary adap-
tations, the more effectively the civil protection system
can limit potential challenges or capitalize on the oppor-
tunities associated with the trends.

As a system adapts to new trends, it also accu-
mulates knowledge that improves its future response ca-
pabilities. This creates a continuous feedback loop: under-
standingtheimpactofatrendcanleadtothedevelopment
of knowledge, which then informs adaptation strategies.
These dimensions are therefore not isolated, but interde-
pendent, and each plays a pivotal role in shaping a sys-
tem’s resilience and preparedness for future challenges
and opportunities.

4.2 Stakeholder Feedback

This chapter summarizes the feedback received from
stakeholders via an open question included in the survey
and the participation in the workshop. The comments
collected offer a more detailed understanding of the vari-
ous challenges and considerations involved in ranking
these trends, particularly in terms of their impact, adapt-
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ability, and knowledge for civil protection in Switzerland.
The feedback also provides insight into how stakeholders
believe the civil protection system is affected by these
trends.

A key finding is the difficulty for stakeholders to
rank the trends as they overlap. Some trends were per-
ceived as complementary, while others appear to be re-
dundant, making their assessment even more complex.
This complexity is exemplified by the interplay of trends
such as Climate Change Adaptation and Collaborative Ap-
proaches, or Digitalization and Hyperconnectivity. As a
result, participants reported that it can be difficult to as-
sess and prioritize these trends individually. To better il-
lustrate these relationships, Figure 3 offers a visual rep-
resentation of how the trends influence and intersect
with each other.

Participants highlighted gaps in their under-
standing of certain trends, which affected their ability to
make informed assessments. The need for clearer defini-
tions and explanations of the dimensions Impact, Adapt-
ability, and Knowledge were also stressed.

Some stakeholders questioned the continued
relevance of certain trends, in particular Digitalization,
Urbanization and Metropolization, and Societal and De-
mographic change. They believe that these processes
have been underway for a long time, which reduces their
current importance. However, it is relevant to point out
that although these trends have been observed for some
time, their impact on Switzerland remains significant and
is likely to increase in the future. While Swiss civil protec-
tion cannot directly steer or influence these trends, it
must be flexible and able to adapt to the ongoing and ex-
pected changes that these trends entail. One example of
such an adaptation is the revision of the compulsory ser-
vice model for civil protection (Dienstpflichtmodell), as
proposed by some stakeholders. Furthermore, one partic-
ipant emphasized that while trends such as Climate
Change Adaptation are recognized as important forces
shaping our world and collective future, there is a notice-
able gap in documentation, in-depth research, and inter-
connected analysis of these phenomena, especially in re-
lation to other trends.

Several survey participants pointed out the
technological focus of the selected trends, with particular
attention to those associated with digital advances. Fur-
thermore, they emphasized the importance of consider-
ing societal changes when anticipating the future evolu-
tion of civil protection, particularly in areas related to risk
perception and management. It was also noted that the
effectiveness of civil protection is directly linked to the re-
silience of society —the more resilient society is, the lower
the burden on civil protection. This leads to the sugges-
tion of strengthening the self-help capabilities and per-
sonal responsibility of the individual or community as a
key objective for civil protection authorities.
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When analyzing the feedback, it became clear
that the limited understanding of the cascading effects of
various trends poses a significant issue. This issue is fur-
ther compounded by the varying levels of knowledge and
expertise at different levels of government. These know!-
edge gaps not only hinder the capacity of civil protection
stakeholders to respond effectively, but also lead to diffi-
culties in accurately defining roles and responsibilities
within the integrated civil protection system. As a result,
there is a pronounced need for more consistent and cohe-
sive knowledge sharing between civil protection actors
throughout the Integrated Risk Management Cycle.

Most of the participants expressed a desire for
increased collaboration between the various authorities
involved in civil protection. This may be largely due to the
growing uncertainties and complex challenges associat-
ed with the identified trends. To achieve this goal, partici-
pants suggested integrating different expertise into crisis
units, ranging from technological to social disciplines.
They also emphasized the need for better coordination
between local and federal authorities, as well as between
the partner organizations of the integrated civil protec-
tion system. Such strategic integration and cooperation
could significantly improve the efficiency and effective-
ness of Swiss civil protection.

5 Conclusion

5.1 The Legacy of Recent Years

This concluding chapter synthesizes the key findings of
the report and highlights recurring themes and cross-sec-
tional insights that emerged from the trend analysis.

Since the last edition of this series, the structur-
al and infrastructural changes in Swiss civil protection
have been limited. The findings from the previous two re-
ports therefore remain valid, although many of the trends
previously identified are not only still relevant but have
even intensified. New trends have also emerged in recent
years, such as Space-based Capabilities. However, the full
exploration of their applicability to civil protection is an
area that needs to be investigated further.

The impact of global events on Switzerland has
intensified. The direct effects of climate change are be-
coming even more apparent, as evidenced by the increas-
ing occurrence of extreme weather and climate events
such as temperature fluctuations, heat and cold waves,
heavy precipitation, and other related hazards. Geopoliti-
cal events such as the Russian invasion of Ukraine have
profoundly affected global markets, heightening security
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concerns and contributing to a pervasive sense of uncer-
tainty. The rapid acceleration of technological advance-
ment brings its own set of challenges, including escalat-
ing security breaches and growing privacy concerns.

The findings detailed below provide an oppor-
tunity for reflection and strategic planning. The proposed
measures are intended to strengthen the further devel-
opment of Swiss Civil Protection. They aim to ensure that
the system remains responsive and adaptable, while ef-
fectively navigating the complexities of an ever-evolving
hazard landscape.

5.2 Governance in Complex
Systems

Civil protection in Switzerland is a multi-layered system,
characterized by a large number of actors and responsibil-
ities. Added to this is the complexity of trends and a land-
scape full of uncertainties. Often, initiatives to improve
disaster preparedness focus primarily on the challenges
that the described trends bring, which can lead to missed
opportunities. As these trends are interlinked, when ad-
dressing issues in one area, it is important to consider that
they may have an unintended impact on other areas. Rap-
id technological development adds additional complexity.
Coping with this dynamic environment requires a compre-
hensive and adaptable approach to civil protection that
not only addresses immediate challenges, but also recog-
nizes and capitalizes on the interlinked opportunities.

- Balancing challenges with opportunities: In this
report, each analyzed trend presents not only
challenges that require action, but also opportunities
for improvement and development. The focus on
opportunities is often overlooked in institutional
planning. As a result, crisis practitioners are primed to
recognize and manage challenges, but are typically
less trained or equipped to identify and capitalize on
opportunities. These opportunities can manifest
themselves in various forms, such as restructuring
crisis management units, establishing new partner-
ships, incorporating new professional roles, integrat-
ing technological innovations, or expanding training
programs. By actively recognizing these opportunities
and embracing the necessary changes, practitioners
and emergency responders can be better equipped
with the necessary tools and strategies to effectively
manage stressful and complex situations, make
informed decisions, and take effective action.

Interconnectedness: A recurring theme throughout
the analysis of trends is the fact that they are
interconnected. For example, a trend that is primarily
technological in nature may be significantly influ-
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enced by another trend associated with societal
changes, such as Hyperconnectivity. Such interaction
between trends can reinforce existing challenges and
opportunities or create new ones, often with
cascading effects. The impact of a trend can ripple
through several societal sectors, amplify its conse-
quences and lead to secondary and tertiary effects.
For example, the use of Artificial Intelligence in
emergency response raises broader societal issues,
such as ethical considerations in handling private
data or changing requirements for civil protection
personnel. These implications inevitably influence
policy and governance, as they quickly become
interdisciplinary and shape the landscape in which
these trends operate.

The dimensions Impact, Adaptability, and
Knowledge are also closely connected. The impact of
a trend on the civil protection sym is closely linked to
the adaptability of the system, i.e., its capacity to
respond effectively to change. This adaptability in
turn depends heavily on the level of knowledge and
understanding of the trend.

Recognizing and preparing for such interac-
tions and cascading effects can help to effectively
mitigate challenges and seize the opportunities
associated with the trends. Such understanding
should be disseminated among all stakeholders and
emergency response personnel using tools such as
scenario and early warning exercises.

Navigating the technological landscape: As technol-
ogy continues to advance, various segments of
government and society are struggling to under-
stand, regulate, and integrate these innovations. The
analysis of trends in this report shows that a balanc-
ing act must be performed between ensuring safe
use and effective regulation that promotes innova-
tion while minimizing potential harm. Effective
technology management in civil protection involves
not only ensuring access to data and technological
services, such as the use of space-based capabilities,
but also understanding how human and technologi-
cal systems can collaboratively enhance each other’s
functions. For example, deep-learning models can
help identify trends in civil protection by retrieving
information from existing publications and selecting
relevant case studies. However, their limitations
become apparent in areas that require strategic
foresight or complex decision-making, where human
intelligence is indispensable. This example illustrates
the importance of a balanced approach, where
technology is seen as complementary to human
expertise and integrated into innovative civil protec-
tion strategies, rather than being an overpowering
force.
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5.3 Harmonizing Resources

and Expertise

One of the key findings from the trend analysis and stake-
holder engagement is that collaboration is essential to ef-
fectively address the trends. These collaborative efforts
can take the form of international cooperation, sub-na-
tional partnerships, or cross-sectoral alliances. A collabo-
rative mindset is critical to managing the complexities of
current trends and the uncertainties inherent in civil pro-
tection. This mindset requires the integration of perspec-
tives and expertise from different sectors and stakehold-
ers through continuous exchange and exercises. Civil pro-
tection is an area that relies heavily on learning from past
experiences, with each disaster providing critical lessons
that can contribute to greater safety for the population. A
key element of collaborative efforts is the establishment
of mutual trust, supported by robust regulations, effec-
tive communication strategies, and a shared understand-
ing of key concepts such as challenges, opportunities, re-
silience, and response capabilities. When collaborative
efforts are harmonized through effective communication
and mutual trust, and enhanced by continuous learning,
civil protection systems are not only reactive to current
challenges but are also proactively able to anticipate and
adapt to future developments.

International cooperation and domestic collabora-
tion: International cooperation and assistance are
essential in disaster management, particularly when
national response capacities are overwhelmed.
Leveraging transnational expertise, participating in
international training programs and adopting
innovative solutions and technologies from abroad
are critical aspects that can enhance national
preparedness and resilience in the face of evolving
trends. International partnerships also play a vital
role in harmonizing technical requirements and
standards, allowing for better regulatory conver-
gence. These features of collaborative efforts are
reflected in the rapid development of safe and
effective COVID-19 vaccines (see 3.6 Collaborative
Approaches). In Switzerland, international coopera-
tion in disaster management takes various forms, a
key of which is the engagement within the UNDRR,
the central coordinating body for disaster reduction
within the UN system. Participation in the UCPM
would enhance Switzerland’s response capacity and
provide access to pooled and certified emergency
response resources. Strengthening and updating
bilateral agreements with neighboring countries
would ensure effective coordination of Switzerland’s
response to cross-border emergencies and contrib-
ute to a comprehensive and efficient response
system.
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Given the challenges posed by growing
geopolitical polarization (see 3.5 Geopolitical
Polarization), which can impede international
cooperation, it is also becoming more important to
focus on individual preparedness and cantonal
readiness in civil protection. Such a strategy involves
a thorough assessment of the individual capabilities
and responsibilities of each partner organization. By
identifying these specific requirements, efforts can
be more effectively directed towards ensuring that
each entity is adequately prepared and equipped to
deal with diverse and potentially large-scale emer-
gencies. Fostering intercantonal collaboration can
lead to the sharing of best practices, resources, and
expertise, creating a more harmonized and efficient
response system across cantons. These collaborative
efforts are especially important during times of
resource scarcity and shortages. They promote the
active participation of individuals and communities
in civil protection measures, an engagement that
should be continuous rather than limited to times of
crisis. This coherent approach, combining individual,
cantonal, and national efforts, forms a solid founda-
tion for comprehensive disaster management and
resilience building.

Leveraging best practices and experiential learning:
In this report, each trend analysis is enriched with
relevant examples and best practices to illustrate the
importance of learning from successful initiatives to
strengthen civil protection response capabilities. The
application of these best practices and lessons
learned from past experiences, whether directly or
through simulated exercises and planned drills, is
crucial for the continuous improvement and develop-
ment of civil protection systems. Such an approach
enables organizations to create a collective memory
among their members, an invaluable asset for future
preparedness. However, it is important to recognize
that simply recording details of best practice or a
training exercise, followed by a superficial review, falls
short. Effective learning requires in-depth analysis,
critical thinking, and systematic implementation of
these best practices and lessons learned. Only with
such an approach the acquired knowledge can
contribute to the adaptation and evolution of hazard
response strategies and civil protection systems.

Trust-building communication: Effective communica-
tion is crucial for fostering trust within civil society,
where networks are built and reshaped through
communicative practices. As the trends analysis
shows, trust in regulations and institutions is a key
mechanism for managing uncertainty and complexi-
ty in interactions. The way experts and policymakers
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communicate uncertainties significantly influences
public trust and acceptance. This influence directly
shapes emergency response efforts and adaptation
strategies to new trends. Ineffective communication
can lead to fragmented management and operation-
al inefficiencies, as different entities may operate
with misaligned objectives and procedures.

Communication is essential not only for
fostering trust between individuals, groups, and
organizations, but also for demonstrating the
trustworthiness of these entities and their represent-
atives. For crisis managers and civil protection
professionals, effective communication is central to
their perceived competence and their ability to lead
and manage crises effectively. This is particularly
evident in trends such as Social and Demographic
Changes and Collaborative Approaches. Therefore,
great importance should be given to the development
and maintenance of strong, transparent, and effective
communication channels within civil protection
frameworks to ensure coherent, trusted, and efficient
responses to emergencies.

5.4 Shaping the Future of
Civil Protection

Civil protection, once viewed as a local initiative focused on
protecting people within specific communities, has evolved
to be understood as a more dynamic and comprehensive
concept that encompasses not only local safety measures,
but also a global vision of preparedness, response, and re-
silience to various emergencies and disasters.?*

In Switzerland, civil protection has the potential
to become an even more diverse and well-organized sys-
tem that integrates a variety of experts and contributors
from different regions. It can serve as a platform where, for
instance, representatives from one Canton with expertise
in managing drought events can share their knowledge
and experience with authorities from all other Cantons in
need of such expertise. To expand the scope of civil protec-
tion, the initial steps should involve breaking down exist-
ing bureaucratic and operational silos. This can be accom-
plished by establishing a network and setting clear
objectives for action to achieve cross-sectional benefits.

« Civil protection knowledge network: This report
suggests that the creation of a national civil protec-
tion knowledge network, incorporating the finding of
this analysis, would be a beneficial step towards
strengthening and unifying the efforts of various
stakeholders involved in the protection of the
population. Such a network could be more than just a
formal meeting platform, but rather serve as a
dynamic and purpose-driven hub, where participants
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engage in resource and knowledge exchange, share
experiences, and collaboratively develop strategies.
Such an initiative would not only enhance the
traditional role of civil protection in disaster manage-
ment, but also increase its efficiency and impact.

The exchange of knowledge in Swiss civil
protection currently focuses mainly on day-to-day po-
litical issues and the latest developments, and
follows a top-down approach, while anticipatory
thinking and integrative dialogue are neglected.
These tendencies also feed into the formation of silos
that are limited to certain areas of expertise or
regions.

The workshop held for this report was highly
appreciated by the participants and gave an indica-
tion of the potential benefits of such a knowledge
network. Participants particularly appreciated the
opportunity to engage with a wide range of civil
protection stakeholders from the local to the federal
levels. Besides learning about other stakeholders’
activities, these interactions provided a shared
understanding and an exchange on the challenges
and opportunities faced by the different institutions.
A civil protection knowledge network would help
cultivate a collective intelligence that spans all
stakeholders and levels of administration. It would
ensure that knowledge is made available to practi-
tioners across the civil protection spectrum and not
just a selected few. Such an approach would not only
aim to disseminate existing knowledge, but also to
leverage strategic foresight to anticipate and prepare
for future challenges and opportunities.

Civil protection resilience goals: Setting practical goals
and objectives for civil protection can make a decisive
contribution to increasing the resilience of the system
and its actors. These objectives should be in line with
Switzerland’s 2021 Security Policy report, which
emphasizes the early detection of threats, the
strengthening of interagency coordination, and the
intensification of international cooperation for security
and stability. Adopting a “governance through goals”
approach involves not only setting ambitious objec
tives, but also identifying the means to achieve them.
Clearly defined objectives help authorities to allocate
resources more efficiently, streamline response
strategies and measure progress against specific
benchmarks. Such an approach encourages stakehold-
er participation from different sectors in a collabora-
tive environment where different expertise and
perspectives are utilized to achieve a common goal.
However, as the trend Climate Change Adapta-
tion shows, the gap between goal setting and
practical implementation must be narrowed. This
means that objectives need to be translated into
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tangible outcomes. For example, if an objective is to
enhance preparedness and infrastructure resilience
to forest fires, implementation should include a clear
assessment of firefighting assets, detailed plans for
infrastructure assessments, analysis of evacuation
routes, and risk communication initiatives.

Finally, a dynamic approach to goal setting
should be considered, where objectives are continu-
ously reviewed and adjusted based on changing
scenarios, security concerns, and new data and
technology.

5.5 Robust Political Will

The efficiency of a civil protection system is most evident
during a crisis, highlighting its critical role in emergency
response. However, the focus on immediate crisis man-
agement can make it challenging to advocate for and im-
plement anticipatory actions. This is because the urgen-
cy and visibility required for strategic and costly
investments or difficult and unpopular decisions are po-
litically less appealing in times of stability. As a result,
there may be a lack of preparedness and resilience-build-
ing measures as effective changes in civil protection are
typically made after an event. One example are the 2005
floods in Switzerland, which led, among other things, to
the institutional establishment of the Rapid Mapping
Service (RMS) by the Federal Office of Topography swiss-
topo. More recently, Germany has updated its warning
system in response to its failure during the 2021 floods in
the west of the country.

Civil protection systems must be constantly
refined to be prepared for future crises. This requires
strong political will and unity among cantonal and fed-
eral decision-makers to maintain a proactive approach
to civil protection that focuses on continuous improve-
ment and preparedness, even in the absence of immedi-
ate threats. Proactive leadership has proven its worth in
managing emergencies and saving lives, as demonstrat-
ed by the pre-emptive evacuation of the village of Brienz
(GR) in 2023 due to the potential risk of rockslides. Here,
the natural hazard was proactively managed by a re-
gional crisis management unit through the integration
of geological survey technologies, clear communication
strategies to inform citizens of the risks, and decisive po-
litical leadership.

Institutional actors need to champion civil pro-
tection, understood as a comprehensive system, by ele-
vating its importance on the public agenda and increas-
ing its visibility among citizens. Greater visibility not only
educates the public about the role of civil protection in
strengthening societal resilience, but also fosters a sense
of shared responsibility and community involvement.
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