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An analyst looks at code in the malware lab of a cyber security defense lab at the Idaho National 
Laboratory in Idaho Falls, Idaho, 29 September 2011. 

CHAPTER 5

The normalization of  
cyber-international relations
Myriam Dunn Cavelty 

We have arrived in an age of mega-hacks, in which high-impact and high-
attention cyberincidents are becoming the new normal. The increase in 
strategically consequential, targeted cyberincidents is met with intensified 
efforts to reduce the risk of cyberconflict through norm-building, mainly 
geared towards creating deterrent effects at the state level. While these 
new developments have an overall stabilizing effect on cyber-international 
relations, the narrow focus on destructive cyberattacks and on state-to-
state relations is creating unintended security-reducing side-effects.
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For half a decade, cyberincidents, both 
big and small, have made the news 
almost daily. The fact that insecurity 
in and through the cyberdomain has 
come to dominate political discussions 
is not a trend – it is old news. Never-
theless, something has subtly changed 
in the last few years: There is an in-
creasing sense of unease about the es-
calatory potential of cyberconflict, 
mainly fueled by the certainty that 
more and more states are using cyber-
space to achieve strategic ends. As a 
result, the traditional world of states is 
more actively seeking to stabilize po-
litical interaction in and through cy-
berspace by a variety of means. Over-
all, cyberspace has been upgraded to a 
strategic domain whose development 
is no longer left to non-state actors.

This chapter focuses on the efforts of 
states to pacify cyberspace. It explores 
both, the causes of this trend as well 
as wanted and unwanted consequences 
of this gradual normalization of cyber-
international relations. Despite big 
differences between traditional secu-
rity problems and the newer issues of 
cyberspace, states are using tradition-
al tools of diplomacy and statecraft, 
shaped and tested during the Cold 
War, to develop norms. On the one 
hand, this stands in contrast to two 
major truisms of our age: that states 
have no power in the virtual realm and 
that traditional state response strategies 

are useless because the cyberdomain is 
too different. Since the cyberdomain 
is not a natural environment that de-
velops beyond human control, it is 
almost entirely malleable. In other 
words, traditional response strategies 
and rules of conduct can be made to 
apply – at least in part. On the other 
hand, a focus on state-to-state rela-
tions and a focus on cyberattacks with 
destructive effects leaves two major is-
sues untouched: first, how to extend 
norms, understood as shared expecta-
tions about appropriate behavior held 
by a community of actors, to non-
state actors (both, as threat actors and 
security providers); and second, how 
to deal with large-scale cyberexploita-
tion, or activities that are not destruc-
tive, but are used to extract data or to 
prepare for potential future ‘cyber-
war’. This omission leads to paradoxi-
cal effects: Even though more stability 
for state interaction is created, other 
state actions are, directly and indirect-
ly, to blame for making both, the vir-
tual but also, by implication, the real 
world rather less than more secure.

This chapter has three sections. The 
first discusses two developments in 
cyber-in-security. The first is about 
the ‘normalization’ of cyberconflict 
and the second about targeted at-
tacks. Both trends give the impression 
that aggression in the virtual space 
has destabilizing effects and that there 
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is a high risk of escalation. A second 
section describes the attempts between 
states to stabilize interaction in cyber-
space as a result of these insecurities 
and shows how norm-building is used 
to attempt cyberspecific deterrence. 
The third describes intended and un-
intended effects of these stabilization 
efforts, pointing to the main sources 
of tension. In conclusion, the chap-
ter shows that the current stabiliza-
tion and normalization processes are 
doomed to fail, unless the underlying 
issues are recognized and tackled. 

Two trends in cyberaggression
To understand why states are seek-
ing to stabilize cyber-international 
relations more actively nowadays, it 
is necessary to comprehend percep-
tions and realities of cyber-in-security. 
Two developments in cyberaggression 
stand out: The first is a shift in focus 
away from theoretical ‘doomsday’ cy-
berattack scenarios towards the reality 
of cyberaggression in conflict situa-
tions, which concerns both state and 
non-state actors. The reason for this 
shift is the ‘normalization’ of low-level 
cyberconflict as an add-on element to 
political disputes or conflicts. The sec-
ond is a shift of attention from random 
occurrences to specifically targeted at-
tacks. On the one hand, we have seen 
an increase in so-called ‘mega-hacks’ – 
successful data breaches in high-level 
economic or political targets. On the 

other hand, the focus of the debate is 
now on so-called advanced persistent 
threats, APTs, malware that is quite 
sophisticated and often written for 
a specific purpose or target. Both, 
mega-hacks and APTs, are signs of 
the increasing maturity of aggression 
and the professionalization of attack-
ers. In combination, they point to the 
increasing involvement of states in 
cyberaggression.

From theoretical doomsday scenarios to 
low-level cyberconflict  
The two strategic key concerns with 
regards to cyberspace are low entry 
costs for disruptive ‘cyberweapons’ 
and the high vulnerability of critical 
infrastructures, which are increas-
ingly dependent on cyberspace for a 
variety of information management, 
communications, and control func-
tions. This dependency, and inter-
dependency, has a strong national se-
curity component, since information 
infrastructure supports and enables 
crucial services for the functioning 
of economy, government, military, 
and society overall. As a result, for 
years, the greatest threat in the virtual 
realm, discussed in strategic circles, 
has been a deadly destructive cyberat-
tack out of the blue that would bring 
a country to its knees within seconds. 

Even though the term ‘cyber-
war’ is still used frequently and 
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Low-level cyberconflict / cybermobilization

Incident Description Actors Methods Targets Impact
Estonia (2007) •  3 week long wave 

of Cyberattacks 
accompanying riots in 
Estonia sparked by the 
removal of a Red Army 
soldier statue

•  Patriotic (pro-Russian) 
hackers 

•  No proof of state 
involvement – but also 
failure/ unwillingness to 
stop the attacks

•  Distributed Denial-of-
Service (DDoS) attacks, 
using botnets

•  Website defacements 
(Russian propaganda)

•  Websites of Parliament, 
Prime Minister and 
President 

•  Websites of Foreign 
Ministry, Ministry of Justice

•  Estonian Daily newspaper 
and broadcasters

•  Hansabank

•  Very low primary impact 
(Websites unavailable, 
economic damage 

•  Huge secondary impact: has 
become a signature event 
to prove how dangerous 
cyberconflict is

Georgia (2008) •  Cyberattacks 
accompanying five-day 
international military 
conflict between Georgia 
and Russia 

•  Russian Patriotic Hackers
•  Russian Business Network 

(Criminal Internet Service 
Provider)

•  No proof of state 
involvement, but also 
failure/ unwillingness to 
stop the attacks

•  DDoS-attacks
•  Website defacements

•  Websites of the President 
of Georgia

•  Georgian Governmental 
Websites

•  Georgian Newssites
•  Russian Newssites
•  Georgian Banks

•  Very low direct impact, 
also because Georgia is not 
heavily dependent on IT-
infrastructure

•  Another signature event for 
‘cyberwar’

Ukraine (2013 –) •  Cyberattacks 
accompanying the Russo-
Ukrainian crisis

•  Cyber Berkut (and other 
pro-Ukrainian hacktivist 
group)

•  Russian Patriotic Hackers 
•  Paid cyber trolls

•  DDoS-attacks
•  Website defacements
•  Data dumps
•  Disinformation and 

propaganda campaigns
•  Disruptions and infiltra-

tion of internet and mobile 
phone traffic

•  Government websites and 
prominent media outlets 
telecommunications 

•  Internet traffic 

•  Low effect on the conflict 
itself

North – South Korea (2013) •  Cyberattacks 
accompanying the 
heightened crisis

•  The New Romanic Cyber 
Army / The Who Is Team 
(hacker groups, claimed 
responsibility

•  North Korea (?)

•  DDoS-attacks
•  Malware that wipes 

master boot records
•  Defacement of websites

•  South Korean banks and 
broadcasting companies

•  Relatively low effect on long-
standing conflict

•  Has heightened attention 
on North Korean cyber-
capabilities

Gaza (2014) •  Cyberattacks 
accompanying ‘Operation 
Protective Edge’

•  Pro-Palestinian actors 
(Anonymous, Hamas, 
Syrian Electronic Army, Iran 
Cyber Army)

•  No proof of state 
involvement

•  DDoS-attacks on Israeli 
targets

•  Website defacement
•  Data dumps
• Spear-phishing

•  Israeli websites •  Very low effect on the conflict 
itself

as stand-alone, out-of-the-blue cy-
berattacks against civilian infrastruc-
ture – is considered highly unlikely 
among experts, due to practical and 
strategic reasons since it is very hard 
to control the effects of cyberweapons 
and make them last long enough to 
serve a long-term strategic purpose. 
In contrast, low-level cyberconflict – 
or cybermobilization – occurs as an 

indiscriminately for any kind of cy-
beraggression, and doomsday sce-
narios continue to be referenced both, 
in policy circles and in the media, the 
larger attention of most experts has 
shifted to the political and strategic 
implications of low-level cyberconflict 
or cybermobilization. This shift oc-
curs as strategic cyberwar or cyberter-
rorism for that matter – understood 
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While strategic cyberwar is about 
(very) low-probability, (very) high-
impact events, low-level cyberconflict 
is about medium- to high-probability, 
low- to medium-impact events. There 
have been no known instances of the 
first case, but many of the second. 

These incidents demonstrate that 
it has become routine for non-state 

add-on to ‘normal’ conflict or political 
disputes. It mainly consists of infor-
mation dissemination activities and 
hacktivism, a portmanteau word that 
combines ‘hacking’ and ‘activism’, in 
which different actors try to manipu-
late the public infosphere or in which 
non-state actors side with one of the 
conflict parties use cyberspace for dis-
ruptive activities. 

Low-level cyberconflict / cybermobilization
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•  Estonian Daily newspaper 
and broadcasters

•  Hansabank

•  Very low primary impact 
(Websites unavailable, 
economic damage 

•  Huge secondary impact: has 
become a signature event 
to prove how dangerous 
cyberconflict is

Georgia (2008) •  Cyberattacks 
accompanying five-day 
international military 
conflict between Georgia 
and Russia 

•  Russian Patriotic Hackers
•  Russian Business Network 

(Criminal Internet Service 
Provider)

•  No proof of state 
involvement, but also 
failure/ unwillingness to 
stop the attacks

•  DDoS-attacks
•  Website defacements

•  Websites of the President 
of Georgia

•  Georgian Governmental 
Websites

•  Georgian Newssites
•  Russian Newssites
•  Georgian Banks

•  Very low direct impact, 
also because Georgia is not 
heavily dependent on IT-
infrastructure

•  Another signature event for 
‘cyberwar’

Ukraine (2013 –) •  Cyberattacks 
accompanying the Russo-
Ukrainian crisis

•  Cyber Berkut (and other 
pro-Ukrainian hacktivist 
group)

•  Russian Patriotic Hackers 
•  Paid cyber trolls

•  DDoS-attacks
•  Website defacements
•  Data dumps
•  Disinformation and 

propaganda campaigns
•  Disruptions and infiltra-

tion of internet and mobile 
phone traffic

•  Government websites and 
prominent media outlets 
telecommunications 

•  Internet traffic 

•  Low effect on the conflict 
itself

North – South Korea (2013) •  Cyberattacks 
accompanying the 
heightened crisis

•  The New Romanic Cyber 
Army / The Who Is Team 
(hacker groups, claimed 
responsibility

•  North Korea (?)

•  DDoS-attacks
•  Malware that wipes 

master boot records
•  Defacement of websites

•  South Korean banks and 
broadcasting companies

•  Relatively low effect on long-
standing conflict

•  Has heightened attention 
on North Korean cyber-
capabilities

Gaza (2014) •  Cyberattacks 
accompanying ‘Operation 
Protective Edge’

•  Pro-Palestinian actors 
(Anonymous, Hamas, 
Syrian Electronic Army, Iran 
Cyber Army)

•  No proof of state 
involvement

•  DDoS-attacks on Israeli 
targets

•  Website defacement
•  Data dumps
• Spear-phishing

•  Israeli websites •  Very low effect on the conflict 
itself
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viruses, botnet malware, or spam mail 
servers – towards smart targeted at-
tacks that use tools to get specific in-
formation or to disrupt a specific sys-
tem. What is causing this shift, is the 
professionalization of the cybercrime 
market and more state involvement 
in cyberexploitation activities. That 
said, this type of targeting behavior is 
not entirely new: The period between 
2008 and 2012 was dominated by 
headlines about targeted hacktivism. 
During that time, the hacker collec-
tive Anonymous successfully engaged 
in politically motivated, digital vigi-
lante campaigns either to humiliate 
high-visibility targets by DDoS at-
tacks or to point out cases that con-
stituted interferences with freedom of 
information and freedom of speech, 
often by making secret information 
available. In comparison to the hack-
tivism during times of conflict, this 
type selects targets depending on a 
feeling of collective anger or outrage 
without the context of a conflict. 

The fact that this type of hacktivism 
is viewed through the lens of national 
security at all is due to the nature of 
some of the targets that were chosen. 
Financial institutions, which were tar-
geted in Operation Payback in 2010, 
for example, are considered ‘critical 
infrastructures’ by all states, so that 
cyberattacks against them have to 
be taken seriously by security actors. 

actors to try and influence the larger 
infosphere before or during conflicts/
disputes. Cyberspace facilitates the 
proliferation, and use, of capabilities 
needed for information campaigns, 
and no hacking skills are required to 
obtain and operate disruptive mal-
ware like Distributed Denial-of-Ser-
vice (DDoS) tools for political ends. 
Events of this kind with the biggest 
impact are those like Estonia in 2007, 
in which state-involvement is sus-
pected but relatively hard to prove, or 
Georgia in 2008, in which there were 
clear attempts to dominate the public 
infosphere. That said, easy-to-use tools 
for DDoS attacks, for example, which 
always gain much attention because 
they produce visible effects, have rela-
tively little lasting effect on the overall 
conflict. In other words, this type of 
cyberaggression is defined by low bar-
riers to entry but also low direct im-
pact – unless we take into considera-
tion the secondary, and often delayed, 
effects on the broader strategic-polit-
ical context, which is fundamentally 
shaped by overblown reactions to rela-
tively low-impact events, such as the 
attacks on Estonia. 

Targeted attacks: hacktivist campaigns 
and APTs
The second development is a shift 
away in focus from cyberthreats that 
attempt to infect or affect as many ma-
chines as possible – as done by most 
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form of cybercrime focuses on steal-
ing massive amounts of (badly) se-
cured data, like costumer records, 
credit card information, or e-mails. 
Costs such as forensic expenses, fines, 
legal fees, re-organization, reputa-
tional damage, and class-action law-
suits exceeded USD 100 million in 
several cases. Breaches and data theft 
at Boeing, the US Transportation 
Command, the US Army Corps of 
Engineers, and the US Investigations 
Services once again established a clear 
link to national security. 

The motivation behind these hacks 
seems to be mainly criminal, but 
some seem at least partially politi-
cally motivated, making a clear cat-
egorization difficult. In some cases, 
state-involvement is suspected, like in 
the recent Sony hack, which was at-
tributed to North Korea by the FBI. 
However, most of the data breaches 
and subsequent data dumps do not 
require advanced hacking skills at all, 
which shows how poor the standards 
of information security in large parts 
of the economy and government are.

There are targeted attacks of a differ-
ent league, however, called Advanced 
Persistent Threats, APTs. APTs are 
stealthy and continuous cyberopera-
tions targeting a specific entity’s in-
formation or functionality. They are 
advanced because the malware that is 

This also explains why incidents such 
as DDoS attacks, which are technically 
simple and harmless in terms of conse-
quences, are often designated ‘national 
security’ issues. Furthermore, because 
some hacktivist campaigns aim to ‘set 
information free’, they clash with the 
state’s prerogative to classify informa-
tion and keep it secret. In 2011, hack-
tivist groups with higher technical 
proficiency went after high-level and 
security-designated targets such as the 
cybersecurity contractor HBGary Fed-
eral, the global intelligence company 
situated in the US Stratfor, or the CIA 
website. Several governments reacted 
with show trials of hackers and harsh-
ly prosecuted several of the individu-
als responsible for the above break-ins. 
Clear attribution was possible, due to 
an insider who helped the FBI and 
other security agencies to collect evi-
dence against members of this group 
as part of a plea deal.

The steep decline in spectacular 
Anonymous-led hacktivist campaigns 
in recent years is likely due to the 
rather severe public punishment of 
misdeeds and a growing realization 
that cyberspace might not be quite as 
anonymous as assumed among hobby 
hackers. However, even though digital 
vigilantism and their showcase hacks 
have become less prominent, so-called 
‘Mega-Hacks’ have exploded in num-
bers as it is shown in Figure 1. This 
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as much as USD 200,000 to 300,000, 
often to national intelligence actors. 

Once knowledge of an unpatched 
vulnerability has been gained, mal-
ware to exploit that vulnerability can 
be written. At minimum, this re-
quires technical brainpower, labs that 
duplicate the target environment for 
testing, and a lot of time. In addition, 
many APTs are most likely inserted 
into the target systems by on-site 
personnel, including insiders. Most 
APTs remain undetected for years 
and gather large amounts of data dur-
ing that time. Once malware has been 
inserted, it can also be modified in its 
behavior later; for example, to start 
deleting information or to tamper 
with other data functions. As a result, 
there are currently no good defenses 
against APTs. The usual tools like 
virus scanners and firewalls certainly 
do not work, but even air-gapped 
systems that are not connected to the 
internet can be infected, for example 
through a human agent. 

Deterrence effects through 
international cybersecurity norms 
The two cyber-in-security trends, 
normalization of low-level cybercon-
flict on the one hand and increasing 
state involvement on the other, dem-
onstrate that the tools for and use of 
aggression have matured consider-
ably in the last few years. The overall 

used is sophisticated. They are persis-
tent because there is constant monitor-
ing of the activity of the malware and 
often constant extraction of data. And 
they are called ‘threats’, in line with 
information security vocabulary, since 
they are orchestrated by a human ac-
tor. Granted, the percentage of APTs 
in the overall malware environment is 
very small – a maximum of three per 
cent, according to some analysts – but 
due to their potentially considerable 
effects, they have gained a lot of atten-
tion in recent years. 

Also, there is no question that APTs 
embody the involvement of states in 
cyberspace operations. While there are 
low barriers to entry for patriotic and 
activist hackers, the barriers to entry 
are substantially higher when it comes 
to cybertools used to achieve strate-
gic objectives. To achieve controlled 
effect, it is necessary to have the ca-
pacity to know and then exploit the 
vulnerabilities, parts of the code that 
can be exploited, in specific systems 
around the world. Overall, the insecu-
rity of the information infrastructure 
is endemic: So-called vulnerabilities 
abound, and many of them are either 
not (yet) known, are known just to 
a few, or are known, but nobody has 
an incentive to patch them. Depend-
ing on what can be done with them, 
some vulnerabilities have high strate-
gic or monetary value and are sold for 
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conflict. The second occurs in the 
field of international law, where rules 
of warfare in and through cyberspace 
are being established. The third is the 
attempt to make deterrence apply to 
cyberspace, which builds on both of 
the other developments. 

Transparency and Confidence-Building 
Measures
The notion of Transparency and Con-
fidence-Building Measures (TCBMs) 
in international relations emerged 
from attempts by the Cold War su-
perpowers to lower the risk of nuclear 
war. Based on the experience that 
uncertainty about the intentions of 
a rival has great escalatory potential, 
these measures aimed to create more 
overall transparency, enhance the 
mechanisms for early warning and 
predictability of action by enhancing 
one’s knowledge of the capabilities of 
the other and by institutionalizing 
lines and forms of communication. 

In the virtual realm, there is a high 
risk of misperception and therefore 
escalation, mainly, because hos-
tile actions are notoriously hard 
to attribute and because almost all 
‘cyberweapons’are of dual-use nature. 
Actions in cyberspace leave ample 
room for speculation as to underly-
ing intentions and purposes, and it is 
easy for third parties to start false-flag 
operations to provoke a cyberconflict 

feeling in many strategic circles, par-
tially supported by statistics, is that 
the problem has gotten worse, both, 
in quantity as well as quality. Many 
experts call APTs cyberweapons and 
regard the build-up of capabilities by 
state actors as part of an arms race in 
cyberspace. The uncertainty about 
the intentions of other states and the 
practical inability to know whether 
such capabilities are used for offense 
or defense, lead to heightened feel-
ings of insecurity and, in a classical 
security-dilemma fashion, to high 
incentives for building up (offensive) 
cyberwar capabilities and cybercom-
mand units. 

The further militarization of the vir-
tual realm seems unstoppable at this 
point. However, the high feelings of 
insecurity have also led to higher in-
centives for states to control the risk 
of escalation and conflict. As a result, 
the number of ministerial meetings 
and conferences has increased sub-
stantially, and the first norms aiming 
to curb aggression in and through cy-
berspace are emerging. In this section, 
three types of developments are de-
scribed that are leading to more stabil-
ity in international relations through 
norm-building. The first concerns 
the establishment of transparency 
and confidence-building measures, 
TCBMs, for the use of information 
and communication technologies in 
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At the same time, dialogs have been 
taking place between states and be-
tween states and other relevant stake-
holders, all of them aimed at build-
ing better understanding, trust, and 
confidence between the parties and 
at establishing joint information 
mechanisms to avoid escalation to 
armed conflict. In sum, even though 
the results of these processes are a 
far cry from what would be needed 
to fully stabilize cyber-international 
relations, reaching even minor agree-
ments in this area is a considerable 
step forward, given how ideological 
differences have acted as fundamental 
stumbling blocks for years.

The law of cyberwar 
Beyond transparency and confidence 
building measures, the applicability 
of international law to the cyberdo-
main has been discussed for years. In 
2013, finally, a consensus emerged 
among several states, and at the UN, 
in the EU, and in NATO, that Inter-
national Humanitarian Law, IHL, 
fully applies in cyberoperations. In 
parallel, the applicability of state sov-
ereignty and the international norms 
and principles that flow from sover-
eignty were also confirmed by several 
intergovernmental bodies. The most 
important questions with regard to 
jus ad bellum, i.e., when a cyberat-
tack would be considered an armed 
attack by another state and how to 

that suits their interests. Since classi-
cal arms control initiatives based on 
regulating technical capacities do not 
work in this realm – cyberattacks rely 
on knowledge about computer code 
and organizational routines that can-
not be prohibited and/or controlled at 
any sensible cost – the existing propos-
als for stabilizing this environment are 
about TCBMs, with a main focus on 
transparency measures. 

After years of failed attempts to come 
to any kind of multilateral agreement, 
the Organization for Security and Co-
operation in Europe, OSCE, managed 
to establish an ‘Initial Set of OSCE 
CBMs to Reduce the Risks of Con-
flict Stemming from the Use of ICTs’ 
in December 2013. The CBMs focus 
mainly on transparency measures to 
allow for exchange of information and 
communication on several levels, all 
voluntary. Granted, since no notifica-
tion or observation measures are in-
cluded in the OSCE agreement, it is lit-
tle more than an expression of goodwill 
between participating states at the mo-
ment. However, the document has an 
important psychological effect in that 
it proves that consensus is at last possi-
ble in international cybersecurity. Fur-
thermore, a second set of CBMs is be-
ing discussed. The existing agreement 
also serves as a platform for engaging 
other stakeholders, such as civil society, 
academia and the private sector. 
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between the effect of a ‘cyberweapon’ 
and the actual moment when such an 
APT is inserted into a network, there 
often is a serious attribution problem. 

Making the logic of deterrence work
Attribution is also the biggest im-
pediment against making traditional 
strategic concepts such as deterrence, 
especially deterrence by punishment, 
work. However, there are clear signs 
that the US is working systematically 
to build a specific deterrence regime 
for cyberspace, which encompasses 
both, deterrence by denial and deter-
rence by punishment. The consider-
able involvement of US officials in 
many of the international cybersecu-
rity governance processes is linked to 
its strategic interest in shaping inter-
national norms for behavior in cyber-
space, which will create more certain-
ty about the costs of a cyberattack. 

Traditionally, three interrelated com-
ponents, the ‘three Cs’, are considered 
the necessary elements of successful 
deterrence: capability, credibility, and 
communication. A defender needs to 
have the necessary capabilities to in-
flict harm upon an attacker after be-
ing attacked (punishment), as well as 
the capabilities to defend against an 
attack or to deny either the weapons 
technology or the success of an attack 
(denial). Second, the challenger needs 
to believe that the defender is willing 

react in that case, are discussed in the 
influential ‘Tallinn Manual on the 
International Law Applicable to Cy-
ber Warfare’, which was written by a 
group of international legal experts in 
a three-year consultation process and 
published in 2013.

The Tallinn Manual, which sets out 95 
black-letter rules governing cybercon-
flicts, states that any cyberoperation 
by one state that causes meaningful 
damage or injuries to another can be 
considered an ‘international armed 
conflict’. This is extended to non-state 
actors: an international armed conflict 
exists whenever a state is in ‘overall 
control’ of a group that launches a 
substantial cyberattack against anoth-
er state. In most cases, therefore, IHL 
will apply to cyberoperations involv-
ing a non-state group only when the 
operations are one component of the 
group’s traditional hostilities or take 
place under the direction of a state. 
Clearly, most hacktivist attacks do not 
fall under this definition because they 
do not create severe effects and because 
proving a link to the state is very diffi-
cult in many cases. Indeed, the biggest 
issue in this whole debate is whether 
a cyberattack could actually be attrib-
uted to the perpetrator with enough 
certainty to make the logic of ‘armed 
attack’ apply. Because of how informa-
tion is transported through cyberspace 
and because of the potential time lag 
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there are in fact many cases of attri-
bution in cases of cyberaggression, 
the latest being the identification of 
North Korea as the main perpetra-
tor behind the Sony Hacks of 2014 
by the US government. There are sev-
eral aspects of importance: One, the 
norm is to apply the cui bono logic 
– to whose benefit – as the next best 
thing to true attribution, justified by 
the fact that cyberaggression hardly 
ever takes place in a strategic vacuum. 
Two, attribution is linked to the abil-
ity to fuse many sources of intelli-
gence, some of which might be linked 
to APTs that are inside a potential en-
emy’s networks already. Three, credi-
bility is linked to the emerging norms 
in cyberconflict. By establishing clar-
ity regarding what can be considered 
an armed attack in cyberspace and 
when escalation to another domain 
(i.e., conventional countermeasures) 
is possible, the costs of an attack be-
come clear, and a more credible threat 
to escalate can be made.

The capability to defend or deny in 
cyberdeterrence, on the other hand, 
is linked to active and passive de-
fensive IT-security measures and the 
resilience of systems. Resilience signi-
fies the ability of systems, by means 
oftechnical, social, and political as-
pects, to deal with interruptions or 
crisis without breaking down. There 
are additional elements at play here, 

and able to execute a retaliatory strike 
or is indeed able to defend or deny. 
Third, the defender should communi-
cate to the challenger what to expect if 
he chooses to attack so that risk calcu-
lations can be made. 

The capability to attack in cyberdeter-
rence consists of the knowledge of the 
vulnerabilities in an opponent’s sys-
tems and the ability to exploit them. 
In this domain, in which ‘weapons’ 
are quasi-invisible, capability can be 
demonstrated indirectly, e.g., through 
institutionalization of cyberwar capac-
ities in the form of cybercommands 
or directly by allowing attribution of 
sophisticated cyberattacks. For many 
observers, Stuxnet, the worm that sab-
otaged the Iranian atomic program, is 
such a case: Even though the US gov-
ernment has never officially confirmed 
its involvement, its key role is consid-
ered a fact in the international com-
munity and thereby serves to demon-
strate and communicate the US has 
the capability and willingness to use 
an advanced cyberweapon against an 
adversary. 

The credibility of one’s ability to pun-
ish an attacker is linked to the pos-
sibility of attribution. True techni-
cal attribution in cyberspace is often 
impossible, especially in the case of 
APTs. However, the interesting trend 
that has become discernible is that 
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slowly emerging cybersecurity gov-
ernance complex will be in the future 
in enhancing security. However, two 
related side-effects are already clearly 
discernible: The first is related to the 
focus of states on states as most dan-
gerous actors, which causes more re-
sources to be spent on pacifying state-
to-state relations and fewer efforts to 
be expended counteracting malicious 
non-state actors and creating greater 
cybersecurity together with private 
actors. The second side-effect con-
cerns the focus of the emerging cy-
bersecurity governance complex on 
cyberattacks.

States, power, and cyberspace
As states are showing their willing-
ness to place security needs above any 
other need when looking at cyberre-
lations, a widespread ‘cyberutopia’, 
which has dominated large parts of 
the information age, is coming to an 
end. For years, pundits have assured 
themselves of the powerlessness of 
states in the virtual realm and have 
shaken their heads at the attempts 
to respond with traditional tools to 
various policy issues concerning cy-
berspace. However, they had to real-
ize that cyberspace may be different, 
but that the rules of the game can still 
be changed – by states. Concepts, 
such as ‘Cyber-Westphalia’, which 
lauds the benefits of order in the 
virtual space, based on the norms of 

such as being able to identify and to 
patch the biggest vulnerabilities in 
critical infrastructures. Establishing 
credibility in this domain is very dif-
ficult, considering the near-constant 
reporting of breaches in all kinds of 
networks. However, cybersecurity, 
cyberdefense, and resilience strategies 
can serve as declaratory elements to 
communicate institutional capabili-
ties, for both, punishment and denial, 
and intentions. The case of five Chi-
nese military officers indicted by a US 
court can be seen as such a declara-
tory action too: It signals that state 
actors are not immune from the law 
and establishes fairly clear red lines 
against cyberespionage for economic 
advantage.

The side-effects of normalization
Given the resources that states have at 
their disposal, they have been singled 
out as most dangerous threat actors 
in this security domain. On the one 
hand, the trend of stabilizing political 
interactions in and through cyberspace 
thus has positive effects by reducing 
the risk of escalation. Still, the stabili-
zation of cyber-international relations 
has been a slow process, and many ob-
servers are highly critical of the actual 
effects, given how easily rules can be 
altered and agreements broken. 

Overall, it is too early to make conclu-
sive statements about how effective the 
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But while there are many positive 
signs of more stability and normali-
zation in the international realm be-
cause of this recent focus on state-to-
state relations, this seizing of power 
by states is not uncontested. Because 
cyberspace is a realm used by differ-
ent actors for highly diverse activi-
ties, the security-seeking actions by 
states often directly clash with other 
uses and conceptions of cyberspace. 
This causes considerable resistance 
to the actions of governments, with 
high costs for all sides. In particular, 
there are problems associated with 

sovereignty and power concentration 
in the hands of states, have guided the 
actions of the international commu-
nity in the last few years. While inter-
national talks have increased in inten-
sity and numbers, this has also meant 
more control of ‘national’ cyberspace 
– which always equals more control 
over information flows. Authoritar-
ian governments are embracing this 
growing ‘cybersovereignty’ movement 
to further consolidate their power. In 
democratic states, there is more gov-
ernment surveillance and more cen-
sorship than ever before. 
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The big problem in cyber-interna-
tional relations is that continued cy-
berexploitation by certain state actor 
threatens to undermine any stability 
that can be created through norms. 
They are making cyberspace more in-
secure directly, in order to be able to 
have more access to data and in order 
to prepare for future conflict. Edward 
Snowden’s revelations in 2013 ex-
posed that the NSA had bought and 
exploited vulnerabilities in current 
operating systems and hardware to in-
ject malware into numerous strategi-
cally opportune points of the internet 
infrastructure. It is unknown, which 
computer systems have been com-
promised – but it is known that these 
backdoors or sleeper programs can be 
used for different purposes, as forsur-
veillance, espionage, and disruption, 
for example, and activated at any 
time. It has also been revealed that 
the US government spends large sums 
of money to crack existing encryption 
standards in the name of counterter-
rorism – and apparently has also ac-
tively exploited and contributed to 
vulnerabilities in widespread encryp-
tion systems.

The crux of the matter is that back-
doors and unpatched vulnerabili-
ties reduce the security of the entire 
system – for everyone. Strategic ex-
ploitation of vulnerabilities in com-
puter systems and the weakening of 

the empowerment of intelligence 
and military establishments in mat-
ters of cybersecurity. The military ac-
cumulation of cybercapabilities may 
be outpacing civilian comprehension 
and control. Similar problems hold 
true for intelligence agencies: While 
they may have the budget and tech-
nological resources that are best suited 
to respond to cyberthreats, their role 
also elicits great public unease. Public 
disquiet over government surveillance 
and cyber capabilities could prove to 
be difficult for cybersecurity strategies 
in the future. 

Cyberexploitation as destabilizer
The second side effect is the result of 
the very specific focus of cybersecurity 
norm-building on destructive cyberat-
tacks. Normalization and stabilization 
efforts are geared towards a form of 
cyberaggression that could indeed be 
devastating, but that also has a low 
probability of occurrence. The biggest 
current issue, besides cybercrime, is 
cyberexploitation, which is done with 
the help of APTs: the world of intel-
ligence communities, whose actions in 
home states are regulated by national 
law, but who are expected to act un-
fettered and without restraint in the 
international realm.  

In that sense, the perennially insecure 
cyberspace is an Eldorado for actors 
who are interested in collecting data. 
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norm-building. This is currently giv-
ing rise to hope for more stability, 
as the risk of escalation is reduced. 
Overall, then, a secure, safe, and open 
cyberspace is not possible without 
involvement and commitments of 
states. At the same time, states remain 
the biggest threats to stability. State 
practices linked to cyberexploitation 
are emerging as a major part of the 
problem, constantly creating more 
insecurity and, in fact, also hindering 
the removal of known insecurities. 

It is clear from recent developments 
that we cannot have both, a strate-
gically exploitable cyberspace full of 
vulnerabilities and a secure and resil-
ient cyberspace. How, then, can this 
problem be overcome? Because cy-
berspace is shaped and used by many 
non-state actors, solutions are not to 
be found solely in the cooperation 
between states. Rather, a focus on a 
common issue of interest for all stake-
holders interested in more security is 
needed. Computer vulnerabilities 
constitute such common ground. In 
other words, if the goal is a secure and 
resilient cyberspace, then then active 
efforts are required to reduce stra-
tegically exploitable vulnerabilities 
in cyberspace This is a compromise 
that some state actors need to make 
if they want the type of national se-
curity that extends to cyberspace. If 
such a compromise is not achieved, 

encryption standards have the poten-
tial to destroy trust and confidence in 
cyberspace overall, which would be a 
disaster from an economic perspec-
tive. Neither is there any guarantee 
that an intelligence actor who has 
acquired knowledge about an exploit-
able vulnerability, has full control over 
it and/or can keep it secret. Capabili-
ties in cyberspace are a derivative of 
knowledge. Hence, they can just as 
well be identified and exploited by 
criminal hackers or even ‘terrorists’. 
The OpenSSL Heartbleed bug that 
was exposed in 2014 is a case in point: 
there is evidence that the NSA knew 
about this flaw and kept it secret, in 
order to be able to exploit it for intel-
ligence purposes. Leaving crucial vul-
nerabilities open deliberately will also 
nullify attempts to make deterrence 
logic work in cyberspace: If deter-
rence by punishment is not credibly 
linked to deterrence by denial, which 
ultimately requires a very active anti-
vulnerability policy, it will not be able 
to unfold any effect.

Conclusion
States are back in cyberspace – and 
they are rapidly expanding their pow-
er in an attempt to gain more security. 
The trend is to invest in state-to-state 
relations to normalize cyber-interna-
tional relations, focusing mainly on 
transparency measures and attempts 
to create deterrence effects through 
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always mean less national security 
because of vulnerabilities in critical 
infrastructures. 

the dilemma will remain: The quest 
for more national security will always 
mean less cybersecurity, which will 


